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About us
red24 is a crisis management assistance company delivering a range of products and services to businesses, 
organisations and individuals around the world. We have an unparalleled reputation for assisting clients 
in minimising risks to their personnel, operations and profitability. Our services range from country-based 
security and travel risk information to fraud and identity theft prevention advice. red24’s global network of 
multi-disciplinary consultants can also assist clients with setting up crisis management and contingency 
plans, supplying close protection services, resolving kidnapping and extortion incidents, providing security-
focused training and conducting evacuations from countries in turmoil. red24 operates a 24/7 Crisis Response 
Management (CRM) Centre in Cape Town, South Africa, which coordinates our activities across  the globe and 
is available at all times to assist clients. The CRM Centre is staffed around the clock by our customer service, 
analyst and crisis support teams. For further information on the company, please visit our website at www.red24.
com.
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Risk is an inherent element of doing business; threats to the business, employees, customers or projects 
need to be identified, assessed and mitigated. Planning and prevention strategies can significantly reduce 
an organisation’s risk exposure. In our 2015 Threat Forecast, we address some of the risks that we think 

have the potential to affect business operations and travel across the globe in the year ahead. 

With such knowledge in hand, companies can ensure their continued operation, as well as the safety of their 
infrastructure, supply chains, clients and employees. Specifically, security managers and company strategists 
have come to use the forecast as a starting point in their focus on developing a clear picture of what security, 
travel and political risks they, their clients and employees are likely to experience in their specific areas of interest 
in the upcoming year.

Due to the positive feedback from our 2014 edition, we again offer the Threat Forecast on an online platform 
and as a downloadable and printable PDF. However, we have also added a number of enhancements to our 
2015 offering. This year’s web-based version will include a greater emphasis on interactive elements, which we 
trust will enhance your appreciation of the risks in your particular area of interest. In addition to identifying global 
security trends and regional-specific threats, this year’s edition also includes focused analysis on the growing 
threats of cybercrime and identity fraud. We also include a risk assessment of trends and issues related to food 
safety and product recall. The ever-increasing risk of kidnapping will again be detailed by country and region, and 
readers can once again peruse our global risk maps and calendars.

I trust that you and your organisation will find this document a useful base from which to plan for the year ahead. 

Maldwyn Worsley-Tonks
CEO

Foreword
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Executive summary

In our 2015 Threat Forecast red24 
highlights several key trends and 
concerns, some ongoing and 

some developing, that could pose 
a risk to business operations and 
travel in the year ahead. These are 
outlined by our five regional desks; 
Europe, the Americas, Middle East 
and North Africa, Asia, and Sub-
Saharan Africa. We also take a 
focused look at kidnapping and 
cybercrime trends across the globe, 
as well as an assessment of food 
safety and product recall issues. 

In 2014, the establishment of the 
Islamic State (IS) across Syria 
and Iraq refocused attention on 
the threat of terrorism in Europe, 
which will persist in 2015. The 
threat includes EU nationals 
fighting alongside IS and returning 
to conduct attacks on mainland 
Europe, as well as calls from IS, 
along with other Islamist extremist 
groups, potentially motivating ‘lone-
wolf’ attacks. In Ukraine, Russia’s 
quick and relatively blood-free 
annexation of Crimea was not 
mirrored in the east of the country, 
particularly in the Donetsk and 
Luhansk regions, where fighting 
between Russia-backed separatists 
and Ukrainian government forces 
resulted in extensive damage and 
casualties. Concerns persist that 
Russia may push for additional 
territorial gains, and influence. 

In the Americas, progress has been 
made in negotiations between 

Colombia’s largest rebel group, 
the Revolutionary Armed Forces 
of Colombia (FARC), and the 
government. However, with no 
bilateral ceasefire, frequent hold-
ups in the talks, and no agreement 
on a number of key issues, 
insecurity is likely to continue into 
2015. In Mexico, President Pena 
Nieto has continued the so-called 
‘kingpin strategy’ targeting the 
leading members of drug cartels, 
while also attempting to implement 
the touted gendarmerie - although 
neither are expected to result 
in notable improvement in the 
security environment. Organised 
crime groups will continue to vie 
for control of supply routes, and 
persistent levels of violence are 
expected for 2015. Nevertheless, 
anti-drug operations in both Mexico 
and Central America prompted 
an increase in the trafficking of 
US-bound cocaine, through the 
Caribbean. There, a developing 
‘narco industry’ may result in an 
increase in violence. 

In the Middle East, one of the 
most significant developments 
was the establishment of the 
Islamic State following massive 
gains in northern parts of Syria 
and Iraq. Although the momentum 
of IS into Iraq was stymied with 
joint operations by Iraqi, Kurdish 
and foreign forces, it remains 
entrenched, and severe levels of 
violence will exact tolls in 2015. In 
Egypt, since the military overthrow 
of the Islamist Muslim Brotherhood 
(MB)-dominated government in 
2013, state institutions of the newly 
elected government, backed by the 
military, have moved to degrade its 
organisational capability through 
mass arrests and show trials. 
However, growing Islamist protests 
should be anticipated towards 
the middle to end of 2015. The 

increased threat of terrorism from 
radical elements of the support 
base will also be a concern. To 
Egypt’s west, the political and 
security landscape of Libya saw 
substantial fracturing. With two rival 
legislatures and prime ministers 
Libya’s immediate future remains 
largely uncertain, and competition 
and fighting between various armed 
groups is expected to persevere. 

In Afghanistan, the withdrawal of 
International Security Assistance 
Force (ISAF) troops will provide 
an operational space for non-
state armed groups who will look 
to regain territory lost during 
the 13-year-long NATO-led 
campaign. Tensions within the 
central leadership will also make 
a cohesive counterinsurgency 
strategy difficult to formulate. 
Although not on the same level, 
China has seen an escalation in 
the intensity of anti-government 
armed activity in the north western 
Xinjiang Uighur Autonomous 
Region (XUAR), including attacks 
in other areas of the country. While 
a sustained campaign outside 
of the XUAR is not anticipated 
in 2015, low-level incidents will 
continue. In India we assess how 
the annual monsoon season, 
which takes place from June to 
September, will impact on foreign 
business operations in the country. 
While the establishment of disaster 
management programmes have 
been progressive - financial, 
institutional and technical 
limitations still prevent many risk 
mitigation strategies from being 
implemented.

Despite Nigeria becoming Africa’s 
largest economy, it has struggled to 
deal with the expansive insurgency 
of Boko Haram. In 2014 the group 
captured large swathes of territory 

Jeremy Eastman  
Intelligence Manager 
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across Nigeria’s north east, 
killing thousands and abducting 
hundreds more. Hampered by a 
lack of manpower and resources, 
it is unlikely the Nigerian security 
forces will be able to stem this 
tide in 2015. Furthermore, a 
peace accord ending the armed 
insurgency in Nigeria’s southern 
Niger Delta region is set to expire 
in 2015. In a more broader look 
across the continent, the fall of 
Burkina Faso’s president, Blaise 
Compaore, in 2014, after 27 years 
in office, sent reverberations across 
the region, particularly in countries 
with long-serving leaders. However, 
while unlikely to spark widespread 
regime change it may well prompt 
many presidents to reconsider 
their policies and introduce reforms 
to prevent the same fate. On the 
southern tip of the continent, South 
Africa recorded its highest levels 
of public unrest since the fall of 
the apartheid regime. Although 
these are not expected to result in 
countrywide political instability, a 
gloomy economic forecast for 2015 
will likely see a continuation of such 
activity.

Kidnapping for ransom and 
extortion (KRE) will continue to 
pose a complex and growing 
security risk to foreign travellers 
and business operations in 
numerous areas of the world 
in 2015. Apart from the top ten 
kidnapping hotspots globally, the 
watchlist for countries and regions 
we believe may be subject to a 
new, increased or re-emergent 
kidnapping threat include 
the Central African Republic, 
Democratic Republic of the Congo, 
El Salvador, Guatemala, Haiti, 
Honduras, Lebanon, Mozambique, 
Papua New Guinea, Russia (the 
North Caucasus), Turkey and 
Ukraine. In addition to kidnap for 
ransom, non-traditional forms of 

kidnapping are expected to pose 
a significant security concern in 
2015; these include express, virtual 
and tiger kidnappings, as well as 
extortion. With regards to piracy, 
red24 has identified the waters in 
the Gulf of Guinea and South East 
Asia as the highest-risk areas for 
maritime crime in 2015.

Although cybercrime was once 
the domain of lone-wolf hackers, 
perpetrators are now mostly 
powerful, highly organised and 
well-equipped groups. In 2014 the 
estimated cost of cybercrime was 
US$445 billion, the majority of 
which related to damage caused 
by the theft of intellectual property, 
while US$160 billion was attributed 
to losses to individuals as a result 
of hacking. Other perpetrators 
of cybercrime include hacktivists 
(ideologically motivated), nation 
states (espionage and cyber war) 
and malicious insiders (motivated 
by a variety of reasons) – and the 
threat from all sectors is expected 
to persist in 2015. Cyber extortion 
is also a developing concern. 
Organisations will remain under 
pressure in 2015 to ensure that 
appropriate security measures are 
in place to protect the integrity and 
safety of their data.

Product recall accounts for billions 
of dollars of losses annually. In 
the 2015 Threat Forecast we look 
particularly at the act of food fraud. 
While the risk to consumer health 
from food fraud often occurs out of 
negligence or lack of knowledge 
on behalf of the perpetrator; 
rising prices and scarcity of raw 
ingredients contribute to pressure 
for food manufacturers to use 
‘alternative’ materials. In addition, 
criminal organisations are now 
firmly embedding themselves 
along the supply chain, with 

experts postulating that the trade 
in counterfeit food and alcohol is 
proving more lucrative than drug 
trafficking. Despite the criminal 
motivations, efforts have also 
been made by manufacturers 
and regulators to improve food 
safety, quality and traceability 
along the various stages of 
the food production cycle. 
Although technologies that boost 
productivity, quality and shelf life, 
while ensuring the safety of the 
food, show tremendous potential, 
the regulatory approval process 
for each innovation is regarded by 
many as slow and expensive.  
 
 

“In our 2015 Threat Forecast 

red24 highlights several 

key trends and concerns, 

some ongoing and some 

developing, that could pose 

a risk to business operations 

and travel in the year ahead. 

These are outlined by our five 

regional desks; Europe, the 

Americas, Middle East and 

North Africa, Asia, and Sub-

Saharan Africa. We also take 

a focused look at kidnapping 

and cybercrime trends across 

the globe, as well as an 

assessment of food safety 

and product recall issues.” 
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CRM, Cape Town



red24 Global Risk Map 2015
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* The risk map includes icons representing the primary risks present in each country (High and Extreme). The country's overall risk rating is reflected by red24's four overall 
risk rating colours. Please note that similar colours do not necessarily equate to similar risk. For further information on risk levels and criteria, please visit www.red24.com.
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Top 10 high-risk countries 2015

red24’s risk calculation

red24 determines the risk profile 
of countries by assessing the 

level of threat present in several 
categories. These include crime, 

terrorism, conflict, political 
stability and kidnapping. The 

risk ratings in each category are 
then considered to determine 
an overall risk rating. A travel 
advisory and/or advice is then 
determined, based on the level 
of risk posed to the individual or 
business operating or planning 
to operate in that country. The 

countries listed below are 
assessed as having the highest 
aggregate risk when compared 

to all 246 countries and 
territories covered by red24. 

Afghanistan
The departure of foreign

forces and legislative paralysis 
will enable non-state armed groups 
to further expand their operations 
and limit the ability of the central 

government to enforce its writ 
over large areas of Afghanistan. 
Credible possibility of return to 

full-scale civil conflict.

Pakistan
The already fragile security 

environment will be exacerbated 
by troop withdrawal in neighbouring 
Afghanistan. In addition, a myriad of 
domestic terrorist outfits will continue 
to undermine the integrity of the state. 
Government will lurch from one crisis 
to another, while struggling to bring 

the military under full civilian
authority.

Somalia
Despite major setbacks for the  

al-Shabaab militant group in 2014, 
the government will continue to be 

largely powerless outside of Mogadishu 
and large portions of Somalia will 

remain lawless and highly insecure. 
Violent crime, kidnapping and 

extreme levels of corruption will 
further add to the poor security 

environment.

Syria
Civil war unlikely to end in 2015. 
Situation complicated by rise of 

Islamic State, as well as conflicts 
between different rebel groups. Within 

this environment, kidnapping will 
continue 

to flourish.

Yemen
Yemen will face multiple internal 
political and security threats in 

2015, including persistent demands 
by southern separatists and northern 

Houthi rebels for greater political power 
and autonomy. Islamist extremism will 

also persist and challenge the 
ever-weakening central 

state.

South Sudan
The security environment 

deteriorated following an attempted 
coup in December 2013; since then, 

the government has made little headway 
in battling rebel groups. The conflict is 
set to continue as the 2015 elections 
were postponed, leaving little room 
for political expression other than 

through violence. Ethnic and  
resource-based conflicts  

will also persist.

Nigeria
The government is losing control of 

increasingly large swathes of territory 
to the Boko Haram insurgency in the 

north. Moreover, ethno-religious based 
violence will continue in central areas, 
as will high levels of kidnapping and 

crime, throughout country. In addition, 
elections in February 2015 will 
add to the uncertain security 

dynamic.

Iraq
Iraq will face multiple

challenges in 2015, including 
rebuilding the inefficient and 

demoralised military, regaining territory 
lost to the Islamic State militant group, 
negotiating territorial disputes with Kurds, 

as well as stemming the increasing 
number of mass casualty bombings. 

High levels of crime and 
kidnapping will add to the 

general insecurity.

Central African
Republic (CAR)

The proliferation of ethno-
religious militias, numerous failed 

ceasefires, political instability and the 
inability of international efforts to end 
the protracted conflict following the 
March 2013 coup mean that CAR 

will remain extremely unstable 
in 2015.

Libya
Key urban centres, including 

the capital, wracked by conflict 
between rival well-armed militias and 

government forces. Conflict for control 
of territory and access to country’s oil 
wealth is expected to persist in 2015. 
Kidnapping to increasingly become 

a key security concern.

9
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Kiev, Ukraine

Europe
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Europe

Terrorism remained one of 
Europe’s primary security 
concerns in 2014. Of particular 

concern was the threat, both real 
and perceived, of Islamist extremist-
inspired terrorism. The idea that 
seemingly isolated events in Syria 
and Iraq, where the Islamic State (IS) 
militant group declared a caliphate 
in June 2014, had no bearing 
on local security environments 
quickly dissipated as European 
countries grappled with the large 
amount of citizens participating 
in the conflict. Concern has since 
turned to alarm, with the realisation 
that some of those taking part in 
the fighting may choose to return 
to their home country to carry out 
attacks. At the same time, the threat 
from self-radicalised would-be 
terrorists based in Europe remains 
undiminished. Indeed, the increasing 
sophistication of Islamist propaganda 
has threatened to mobilise those 
who would otherwise have avoided 
militancy. The risk of an IS-inspired 
attack in Europe in 2015 remains a 

real possibility.

Along Europe’s eastern periphery, 
the battle for political influence 
appeared to be drawing to a 
definitive conclusion in some 
countries, as Armenia, Georgia 
and Moldova sought to finalise 
association agreements with 
larger regional unions in 2014. 
As expected, the governments 
of Georgia and Moldova ratified 
association agreements with the EU. 
In contrast, Armenia committed to 
the emerging Eurasian Economic 
Union (EEU), the Russia-dominated 
alternative. Yet it was in Ukraine 
that the battle for influence raged, 
primarily on the streets of Kiev, 
moving to the Crimean peninsula 
before culminating in hostilities 
in the east of the country. The 
unexpected dismemberment of 
Ukraine, which will have Crimea 
officially incorporated into the 
Russian Federation on the first day 
of 2015, will continue to reverberate 
throughout a continent in which 
sanctity of state sovereignty had 
gone unchallenged for decades. 
Meanwhile, a ceasefire in the 
eastern Donetsk and Luhansk 
regions will remain tenuous, as 
Russia-backed separatists continue 
to carve out and consolidate the 
enclave. 

“…the increasing 
sophistication of Islamist 
propaganda has threatened 
to mobilise those who would 
otherwise have avoided 
militancy.”

Borders were also challenged 
elsewhere in Europe, albeit in a 
constitutional fashion. A referendum 
on the independence of Scotland in 
September 2014 did not succeed, 
but proved closer than anticipated, 

with panicked UK authorities 
vowing further devolution of political 
power to preserve the union. 
Meanwhile, in Spain, a referendum 
on the independence of Catalonia 
was challenged on constitutional 
grounds, although not thwarted 
altogether; a symbolic vote held 
on 9 November had a low turnout, 
but indicated strong support for 
greater self-determination. Self-
determination aside, marginal 
economic growth returned to most 
EU countries, with popular discontent 
abating in many. Increasingly issue-
specific protest action continued, 
occasionally rallying hundreds of 
thousands of supporters; despite 
this, governments survived flagging 
popularity everywhere except in 
Bulgaria, where snap parliamentary 
elections were held in 2014 for the 
second time in as many years, as 
well as in Slovenia, where a recently 
formed centre-left party leads the 
fourth government coalition in the 
country since 2008.

In 2015, the Europe desk will 
be preoccupied with the stability 
of Ukraine. Further intervention 
by Russia, likely more subtle 
and not involving force, remains 
possible. Similar manipulations and 
machinations in Georgia, Moldova 
or even the Baltic states cannot be 
dismissed. Stability along Turkey’s 
shared border with Syria remains 
another concern, as President Recep 
Tayyip Erdogan seeks to limit conflict 
spillover and consolidate peace efforts 
with the country’s Kurdish minority. 
Significant elections include general 
elections in the UK, scheduled for 7 
May 2015, as well as parliamentary 
elections in Finland, expected on 
19 April 2015. Meanwhile, the EU 
will seek greater consensus from 
member states as it deals with the 
threat from Russia and the prospect 
of elevated terrorist activity related to 
the conflict in Syria and Iraq. 

Introduction 

Johannes Louw Nel   
Chief Analyst: Europe

(i) European Union &  
(ii)Ukraine
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On 24 May 2014, Mehdi Nemmouche, a dual 
French-Algerian national, entered the Jewish 
Museum in Belgium’s capital, Brussels, and 
opened fire with an assault rifle, killing four 
people. Nemmouche, who is thought to have 
spent a year with Islamist militants in Syria before 
returning to Europe, later travelled to France by 
bus; he was then apprehended days later during 
a routine search of passengers at the Saint-
Charles station in Marseille. He was found to be 
in possession of an assault rifle, a revolver, a gas 
mask and almost 300 rounds of ammunition. The 
nature of the attack and his subsequent actions 
revealed that Nemmouche had not received 
advanced militant training. 

Europe

A uthorities in the EU increased their vigilance   
 against potential Islamist extremist-inspired 
 terrorist attacks through 2014. This ongoing 

effort gathered pace in the wake of the advance of the 
Islamic State (IS) across northern and central parts of 
Iraq from its strongholds in Syria in mid- to late-2014; 
fears that returning militants may perpetrate attacks in 
Europe also prompted increased vigilance. The inflated 
security posture coincided with calls from IS in 2014 for 
its supporters in the West to delay their plans to travel to 
the primary conflict zone and rather target government, 
and other, interests in their home country.

The short- to medium-term strategy of European 
governments seeking to mitigate the threat from Islamist 
extremist groups is, broadly speaking, twofold. Firstly, 
they are seeking to combat the reach and influence of 
IS and other jihadist groups domestically. Secondly, 
governments are aiding (directly or indirectly) in anti-IS 
military intervention abroad. The measures will continue 
to yield results but will not reduce the risk of attacks 
in 2015. Indeed, an associated marginal anticipated 
increase in the frequency of IS-inspired attacks is 
anticipated. Although these are more likely to be low-
level or unsophisticated in nature, larger-scale mass 
casualty attacks will remain a probability.

The latest estimates (September 2014) place the 
number of EU nationals fighting in Syria and Iraq at 
2,750. This large number has raised significant concern 
among the general public and the authorities in Europe. 
Indeed, the authorities have rated the security threat 
posed by potentially returning jihadists as one of the 
most significant security risks to have faced the EU in 
recent years. In light of this threat, there are currently 
two ways a potential IS- or jihadist-related attack could 
manifest in the EU, the first being a well-organised and 
planned mass casualty attack. This would be similar 
to the terrorist attacks experienced in London in 2005 
and Madrid in 2004; such an attack could be supported, 
funded and directed by a larger terrorist organisation, or 
be planned by a trained or well-motivated individual(s), 
such as those returning from the conflict zone. Secondly, 
individuals inspired by IS or extremist propaganda, but 
without any experience or support, may attempt an 
attack; as has been discussed and motivated on some 
jihadist platforms, and witnessed in Canada in 2014, 
these could take various forms, including shootings, or 
even striking pedestrians using a vehicle. The forums 
have openly urged individuals to use any weapon at 
hand to conduct random and unexpected attacks; 
these include methods utilising poison and knives. 
Nevertheless, given the lack of resources available to 
individual lone-wolf assailants to conduct large-scale 
attacks, such incidents are likely to be unsophisticated 
in nature. This assessment has been verified; there 
have been no complex or mass casualty attacks in the 
EU in recent years (as of 2 December 2014). The most 
noteworthy incident to date was perpetrated by a single 
militant in Brussels, Belgium, in May 2014.

The threat from the Islamic State 

Top five EU countries with citizens fighting 
in, and returning from, Syria and Iraq  
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The Nemmouche case is not exceptional. Data from 
various European security agencies indicates that plots 
by groups of homegrown Islamist extremists have been 
common recently. In 2014, there have been approximately 
218 terrorist-related arrests in the UK. Belgian security 
forces have reportedly foiled at least two plots to conduct 
significant terrorist attacks (as of 2 December 2014). 
Reports show that the authorities in France, Italy and 
Germany have also foiled plots throughout 2014. 

 
 
 
The ‘success’ of the EU’s counterterrorism strategy is 
evident by the number of plots that have been foiled; 
however, these cases also serve to highlight the current 
elevated terrorism risk. Although increased current (and 
future) powers of surveillance and elevated security 
measures, both in general and at points of entry, will 
mitigate the risk of a successful incursion, the potential for a 
lone-wolf assailant to evade security detection and conduct 
an attack remains high. A number of noteworthy attacks 
in Europe in recent years starkly underline the persistent 

risk from radicals working independently; these include 
the Nemmouche incident and the attacks perpetrated by 
Mohamed Merah in Toulouse and Montauban, located 
in southern France, in March 2012, and that of Anders 
Breivik in Oslo and Utoya, Norway, in July 2011. 

Selected foiled terrorism plots in 2014
France

February: Local police reportedly foiled a plot 
targeting the Nice Carnival; the perpetrator is 
purportedly a returnee from Syria. 
August: Two youths arrested for conspiring to 
conduct a suicide bombing on the Great Synagogue 
in Lyon. 
October: Police announced the arrest of a returning 
fighter who is suspected of planning to target 
Francois Hollande with an explosive device.

Italy

August: A number of IS sympathisers were arrested 
in Rome after security forces uncovered a plot to 
attack Pope Francis. 
August: Security forces arrested five people in 
Venice. These individuals were found to be in 
possession of explosives and documents detailing a 
plot to attack the London Underground.

Germany

September: Security forces in Berlin arrested a 
man in connection with unspecified plans to attack a 
target in the city. 
September: Three Danes and an Iraqi national 
were arrested in Aachen shortly before they 
attempted to conduct a politically motivated 
kidnapping in the town. 
September: Security forces in Mulheim arrested a 
man in connection with a plot to attack a school in 
the region; the individual had reportedly been under 
surveillance since his reported return from Syria 
in August. He is presumed to have taken part in 
terrorist training while in Syria.

Selected profiles of self-radicalised 
extremists 

Mohamed Merah - 23, 
French-Algerian 
Targeted three urban areas 
in Toulouse and Montauban 
in March 2012, killing seven 
people, including French security 
forces and Jewish civilians. He is 
suspected of having ties to  
militant groups in Algeria, 
Afghanistan and Palestine. He 
was known to be involved in criminal gangs in France 
and spent some time in juvenile detention. During 
his time in prison, he is thought to have become 
radicalised.
 

Anders Breivik - 35, 
Norwegian 
In 2011, Breivik attacked 
government buildings in Oslo  
and a youth camp on Utoya 
Island, killing 77 people. Breivik 
had not previously been to prison 
or exhibited extremist behaviour; 
however, he attempted to join 
an extremist group on at least 
one occasion. He was reportedly abused as a child 
and diagnosed with schizophrenia. He is an extreme 
nationalist; the desire to protect Norway from foreign 
invaders was the reported motivation for his attack. 
 

Mehdi Nemmouche - 29, 
French-Algerian
On 24 May 2014, Nemmouche 
attacked a Jewish museum in 
Brussels, Belgium, and killed 
four people. Nemmouche grew 
up in a poor neighbourhood with 
a large immigrant population. He 
was involved in fringe elements 
as a youth and is said to have 
been radicalised in prison. He is 
alleged to have spent time in Syria with IS militants 
for approximately a year.
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The risk from returnees aside, there 
is also a credible risk of domestic 
counterterrorism policy and military 
intervention abroad serving as 
a base for the radicalisation of 
European Muslim youth. The 
increased surveillance of ‘higher-risk’ 
Muslim communities and travellers 
has alienated and demonised this 
demographic. For instance, the 
effect of stop-and-search powers by 
police in some states is concerning 
as it adds to the perception of 
discriminatory racial and religious 
profiling. Should EU states not 
reverse policies which alienate the 
Muslim sector of society, the risk 
of a rise of militants within these 
communities increases. In addition, 
the potential for links being forged 
between returnees and local 
extremist groups may also increase 
in the near-term. Furthermore, EU 
military activity in Muslim states 
abroad will continue to serve as a 
propaganda avenue for radicals 
seeking to portray the EU as anti-
Islamic. EU states operating in the 
Middle East will need to effectively 
manage their campaigns and 
partnerships with local states in order 
to reduce the domestic backlash 
they could face if their operations are 
perceived as being unjustly targeted 
against Muslims.

“EU military activity in Muslim 
states abroad will continue to 
serve as a propaganda avenue 
for radicals seeking to portray 
the EU as anti-Islamic.”

Europe will continue to face a risk 
from Islamist extremist-inspired 
terrorists and terrorist groups in 
2015. The small but notable number 
of EU citizens supportive of IS and 
other Islamist extremists in the 
Middle East and North Africa is of 
particular concern and has laid the 
foundation for a potential rise in 
militancy in the year ahead. The 
risk, real or perceived, has also 
led EU states to adopt a proactive 

counterterrorism policy. Although a 
number of foiled plots and arrests 
suggest this has been a success, the 
potential for these policies to further 
radicalise targeted communities has 
and continues to increase. In 2015, 
both the high level of European 
security measures and the fact that 
IS and its allies are focused on the 
primary Middle Eastern conflict zone, 
where it is seeking to survive against 
a determined Iraqi and Syrian 
government counter-offensive, 
will likely reduce the risk of a 
complex mass casualty attack being 
planned and executed on EU soil. 
While this risk certainly exists, the 
potential for a marginal increase in 
unsophisticated or low-level attacks 
perpetrated by one or a small group 
of actors sympathetic to IS and its 
allies, is the more pressing short-
term concern.

Non-Islamist sources of terrorism:  
 * Separatist and other groups

France (Corsica) - National Liberation Front of Corsica 
(Fronte di Liberazione Naziunale Corsu – FLNC) 

Spain (Galicia) - Resistencia Galega 

Italy - Federazione Anarchica Informale (FAI) 
(Informal Anarchist Federation) 

Italy (Veneto) - Venetian Most Serene Government 

UK (Northern Ireland) - Irish Republican Army and splinter groups

Spain and France - Euskadi ta Askatasuna 
(ETA, Basque Fatherland and Liberty) and splinter groups.

Greece - Conspiracy of Fire Cells

Germany - Nationalsozialistischer Untergrund (NSU) 
(National Socialist Underground)

*The activity of many of these groups is limited. They and their splinter groups are, 
however,	still	assessed	as	being	the	most	significant	drivers	of	non-Islamist	terrorist	
activity in the EU.
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Dividing Ukraine: The cost and 
implication of Russian aggression

Russia’s extraordinary 
interventions in Ukraine 
in 2014 prompted widely 

divergent speculation over the 
country’s short- and medium-
term ambitions in its near abroad. 
Russia’s long-term ambition 
of incorporating former Soviet 
states, both in Europe and Asia, 
into a common economic space it 
dominates and a political alliance 
it heads is well understood and 
generally accepted. Yet in Ukraine, 
events realised long-held fears 
that an ascending Russia would 
eventually come into confrontation 
with those it seeks to dominate. 
There, an interminable struggle for 
influence over the most populous 
and dearest of the former Soviet 
republics finally escalated into 
conflict in 2014. Whether Russia will 
extend itself further to consolidate 
recent gains, or show restraint as it 
absorbs the cost of an increasingly 
aggressive foreign policy now 
presents a vexing question.

Reflecting on the events of 2014, 
Russia will no doubt recognise the 
failure of its past Ukraine policy. The 
bolstering of the corruption-tainted 
regime of then-president Viktor 
Yanukovych, following disputed 
elections in February 2010, and the 
coercion of his administration to jettison 
Ukraine’s association agreement 
with the EU in November 2013 were 
the initial drivers of the ‘Maidan’ anti-
government protests in Kiev.

Yet it was anger over the country 
abandoning its European ambitions 
that fed the fervour of Ukrainian 
nationalists in the capital and 
stoked the violence which led to 
Yanukovych’s eventual ouster in 
February 2014. Alarmingly, Russia 
responded by appealing to ethnic 
identity, offering a perceived threat 
to Ukraine’s Russian-speaking 
minority as justification for 
intervention.

Russia’s near abroad: Partnerships, blocs and 
frozen conflicts

Near abroad: Originally 
coined in 1992 by Russia’s 
then-minister of foreign affairs, 
Andrey Kozyrev, the term ‘near 
abroad’ (blizhnee zarubezhye) 
has become a common 
reference to the states that 
gained their independence 
following the dissolution of 
the Soviet Union. The term is 
also used as an equivalent for 
Russia’s presumed sphere of 
influence.

“…events realised long-held fears that an ascending Russia 
would eventually come into confrontation with those it seeks 
to dominate.”
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The annexation of Crimea, a majority 
Russian-speaking region, in March 
2014 was accomplished in only a 
few weeks and with very little loss of 
life. There, the mobilisation of local 
proxies supported by Russian forces 
already stationed at Sevastopol laid 
siege to and entrapped Ukrainian 
units on the peninsula, allowing 
local collaborators to execute a 
rushed and extrajudicial divorce 
from Ukraine. The seizure illustrated 
forcibly how Ukraine had neither 
the inclination nor wherewithal to 
confront Russian forces directly, 
and how the speed of Russia’s 
centralised decision-making and 
willingness to flout international order 
rendered the international response 
obsolete.

Success in Crimea possibly 
convinced Russian decision-makers 
that the ploy could be promptly 
replicated in eastern Ukraine. There, 
an insurrection was fashioned locally 
and supported covertly with military 
equipment and non-regular forces 
filtering across an unsecured border. 
All the while Russian authorities 
maintained plausible deniability. 
However, the ruse was largely 
dispensed with when Ukrainian 
forces, having launched an offensive 
in mid-April amid increasing 
insecurity, began to seize the 
ascendancy in July.

Recognising that a self-sustaining 
insurrection was not materialising in 
the regions of Donetsk and Luhansk, 
regular forces from Russia infiltrated 
the region to beat back the Ukrainian 
advance, starting in late August. 
Significantly, a new front emerged 
in the south of the Donetsk region 
where a swift rebel advance on 
Mariupol exposed the inadequacy 
of the hastily assembled volunteer 
battalions Kiev had deployed to 
the conflict zone. An Organization 
for Security and Co-operation in 
Europe (OSCE)-brokered ceasefire 
agreement was concluded in Minsk, 
Belarus, on 5 September 2014 with 
Ukraine’s armed forces demoralised 
and in retreat.

The cost and implication of Russian 
aggression, often portrayed as 
ushering in a new Cold War, is 
manifold. For Ukraine, the fallout is 
self-evident. Thousands of lives and 
vast territory have been lost, and the 
country’s ailing economy has been 
plunged into a deep recession.  
Yet, Ukraine’s Western course 
remains far from certain.  
 
 

Ambitions of EU accession will 
remain unfulfilled as long as the 
status of Crimea, Donetsk and 
Luhansk remains unresolved as the 
bloc demands border disputes be 
settled prior to joining. Indeed, the 
current armistice in the east remains 
fragile as the process of establishing 
de facto borders continue. 

The OSCE is a Vienna-based intergovernmental organisation focused 
on increasing military security and stability in Europe. The organisation 
covers some of the most fundamental politico-military agreements of its 
participating states.

Ukraine unravels: From street protests to borders redrawn

November 2013 
Protests erupt in Kiev after association agreement with EU is abandoned. 

23 January 2014 
Protests spread to western cities.

18 to 20 February 
More than 80 people killed during major escalation in violence in Kiev.

22 February 
Viktor Yanukovych ousted. 

27 February 
Armed personnel begin to occupy key infrastructure in Simferopol, Crimea.

16 and 17 March 
Referendum on status of Crimea, followed by declaration of independence.

6 April 
Protests and occupation of buildings commence in eastern Ukraine.

15 April 
Security operation launched, initially focusing on Kramatorsk and 
Sloviansk in the Donetsk region.

26 May 
Escalation in hostilities with rebel assault on Donetsk International Airport.

17 July 
Malaysian Airlines flight MH17 crashes near Hrabove, Donetsk region, 
killing all 298 people on-board.

29 August 
UN estimates fatalities to have reached 2,593.
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The Minsk Agreement also damaged 
the domestic standing of President 
Petro Poroshenko, who assumed 
office on 7 June 2014, with some 
servicemen calling the granting 
of special status to the separatist 
regions a capitulation. Significantly, 
the agreement was concluded 
between Ukraine and the self-
proclaimed People’s Republics 
of Donetsk and Luhansk (DPR 
and LPR); this placed Russia 
alongside the OSCE as a facilitator 
in the resolution of the conflict, and 
precluded the country from being 
formally recognised as a belligerent.

The Minsk Agreement also damaged 
the domestic standing of President 
Petro Poroshenko, who assumed 
office on 7 June 2014, with some 
servicemen calling the granting 
of special status to the separatist 
regions a capitulation. Significantly, 
the agreement was concluded 
between Ukraine and the self-
proclaimed People’s Republics 
of Donetsk and Luhansk (DPR 
and LPR); this placed Russia 
alongside the OSCE as a facilitator 
in the resolution of the conflict, and 
precluded the country from being 
formally recognised as a belligerent.

 
“Ukraine’s Western course 
remains far from certain.” 
 
 
None of the EU, US or NATO have 
emerged from the crisis with much 
credit. Support for the protests in 
Kiev and endorsement of the post-
Yanukovych regime has certainly 
informed Russia’s response. Yet once 
hostilities erupted, NATO offered no 
security guarantees to Ukraine, an 
aspirant member, nor did any individual 
member of the military alliance provide 
logistical support for the country’s war 
effort. Instead, the NATO Summit in 
Wales in September was preoccupied 
by the threat posed by the Islamic 
State extremist group in Iraq and 
Syria, and produced little more than 
platitudes for the long-overdue creation 

of a rapid-deployment force in Europe. 

Similarly, sanctions targeting Russian 
individuals and enterprises deemed 
complicit in the Ukraine crisis have 
not proven a deterrent. This lack of 
action cast dispersions on the security 
guarantees enjoyed by the Baltic 
states specifically, all NATO members, 
now confronted by a bellicose Russia 
on their eastern frontier. Yet Russia will 
likely stop short of provocations which 
will trigger Article 5 of the Washington 
Treaty, focusing instead on Ukraine 
and similar non-NATO, non-aligned 
states along its periphery.

 

Washington Treaty (excerpt)

“The Parties agree that an armed 
attack against one or more of 
them in Europe or North America 
shall be considered an attack 
against them all…”

 

Within Russia, the intervention in 
Ukraine has been presented as a 
victory and buttressed President 
Vladimir Putin’s popularity 
domestically.  Remarkably, the 
annexing of Crimea occurred 
precisely as Russia was hosting 
the Paralympic Games in Sochi, 
illustrating how the country’s elites 
have grown less preoccupied 
with the way in which Russia is 
perceived internationally. Instead, 
the extravagant Games served to 
announce the country’s ascendancy 
and reinforce ‘exceptionalism’ at 
home.

Yet presenting the intervention as a 
strategic success is questionable. 
Annexing Crimea ensured the 
tenancy of Russia’s Black Sea 
fleet and, by extension, the 
country’s naval presence in the 
eastern Mediterranean. However, 
the region is likely to remain a 
significant drain on Russia’s fiscus 

for years to come. The conflict in 
eastern Ukraine has also created 
a major refugee crisis in south 
western Russia with some 800,000 
displaced persons fleeing across the 
border. This, combined with sliding 
oil prices and the impact of targeted 
sanctions on Russia’s financial, 
energy and defence sectors, are all 
expected to weaken the country’s 
already flagging economy. Russia 
will seek to compensate by turning 
to Chinese financial markets and 
extractive technologies, specifically. 
Diversifying away from its European 
client-base, however, cannot be 
achieved in the short-term.

To many, further Russian aggression 
in its near abroad is inevitable. With 
a staggering US$80 billion, or 4.2 
percent of Russia’s GDP, allocated 
to the country’s defence budget in 
2015, such hawkish predictions are 
not unfounded. Ukraine remains 
the most likely and immediate 
target. There, fear mongering over 
separatist forces crafting a land 
corridor from Mariupol to Crimea 
is sure to persist, along with 
speculation over Russian forces 
stationed in Moldova’s Transnistria 
breakaway enclave creating a 
western front in an expanded 
conflict, threatening Odessa and 
Ukraine’s remaining naval assets. 

Yet having established a bridgehead 
in eastern Ukraine, and increasing 
its military presence in Crimea, 
Belarus and Kyrgyzstan, Russia 
may rely on little more than the 
memories of 2014 to project its 
influence in the short- to medium-
term. The most immediate priority 
will likely be the promotion of 
federalism in Ukraine, with the 
coerced involvement of the 
international community, thus further 
eroding Kiev’s ability and resolve in 
confronting Russian encroachment. 
Now more than ever, Russia may 
never consider Ukraine lost, with 
an uneasy governing coalition in 
Kiev and beholden separatists 
entrenched in the east.

Europe
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Cocaine bound for the large 
US consumer market often 
begins its journey in Colombia. 

It is in rural areas of this country’s 
Antioquia, Caqueta, Narino and 
Putumayo departments in particular 
that a large proportion of the world’s 
supply of coca is grown. It is also 
in these parts that the left-wing 
Revolutionary Armed Forces of 
Colombia militant group, known 
more commonly by its Spanish 
acronym, FARC, stages frequent 
attacks against security force 
personnel and infrastructure. This is 
no coincidence; these areas have 
weak state penetration and FARC 
has increasingly strayed from its 
ideological anti-government stance 
in favour of the revenue-generating 
activities inherent in the drug 
trade. As peace talks between the 
government and FARC continue, we 
look at the possibilities of peace in 
2015 in a country beset by years of 
low-level conflict.

From Colombia, that cocaine moves 
northwards. In recent years, most 
US-bound, South American-origin, 
narcotics have been moved by 
boat, submarine or light aircraft to 
Honduras, Guatemala and, ultimately 
to the final staging post – Mexico. 
With a substantial shared land border 
with the US, the security situation in 
Mexico continues to be dominated 
by the movement of drugs through 
that country, and the nefarious 
groups involved in doing so. In this 
year’s forecast, we look at whether 
President Pena Nieto’s government 
will have any success in stemming 
violence in Mexico, based on his 
actions in 2014.

Not all drugs that enter the US do 
so via Central America and Mexico. 
As pressure on drug groups in this 

region has increased in the last three 
years, alternative routes are being 
reused by criminal elements intent 
on servicing demand in the US for 
cocaine and other drugs. Either 
directly from Colombia, or through 
Venezuela, Guyana, Suriname or 
French Guiana, the same transport 
methods – boat, submarine, 
light aircraft – are being used to 
transport narcotics to the US via the 
Caribbean. 

“A large increase in the 
amount of drugs being moved 
along this route has prompted 
us to address this issue in 
2015’s Threat Forecast.”

The effects of the drug trade in the 
Americas are pervasive, but there 
are other issues that the Americas 
analyst team will be monitoring in 
the year ahead. A call for elections 
in Haiti has yet to be heeded and 
there is an ongoing risk of significant 
political unrest in this country 
in 2015. There are also stability 
concerns in Venezuela, where 
the incumbent president, Nicolas 
Maduro, is struggling to maintain the 
support base and political capital of 
his charismatic predecessor, Hugo 
Chavez. Argentina experienced a 
technical sovereign bond default in 
recent months; as anticipated by 
red24, this didn’t result in the same 
unrest as seen in times of similar 
negative economic developments 
in the past. The year ahead though, 
with elections in October, could see a 
higher degree of popular discontent 
amid inflation and other cost-of-living 
malaise. 

Introduction

Nick Piper
Chief Analyst: Americas 

Colombia

Mexico

Caribbean
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Colombia: Will there be a FARC peace 
agreement in 2015?

The year 2014 marked the 
50th anniversary of the 
start of Colombia’s civil war 

between left-wing militants and the 
government, a low-level conflict 
that currently costs the country 
approximately US$2.76 billion 
annually. Significant progress has 
been made in ongoing negotiations 
between the country’s largest rebel 
group, the Revolutionary Armed 
Forces of Colombia (FARC), and 
the government. Nonetheless, 
the talks have continued without 
a formal bilateral ceasefire 
agreement between both sides, 
and clashes and attacks have 
continued largely unabated. 
In addition, the talks, which 
commenced in November 2012, 
remain a contentious issue and 
public opinion is divided on the 
matter. 

The recent presidential elections 
in June 2014 can be viewed as a 
litmus test for public support for the 
negotiations; although President 
Juan Manuel Santos – the main 
advocate for the negotiations – 
managed to secure a second term 
in office, overall public support 
for the incumbent was far less 
robust than his first campaign for 
presidency in 2010. As the talks 
continue, and are likely to run into 
at least the first half of 2015, public 
support for Santos will continue 
to wane. In addition, contradictory 
messages have been conveyed 
from both sides of the conflict; 
while government representatives 
claim that they are close to 
achieving an agreement, FARC 
asserts that the government has 
created unrealistic expectations 
and claims that the talks are not 
nearing completion.

However, the roadmap for peace has thus far been defined according 
to a six-point agenda. Basic agreements have been reached on three 
points:

Existing peasant reserve zones, that grant collective ownership of rural land to peasants, 
will be formalised and expanded. The provisions also cover housing plans, the provision 
of tap water, technical assistance and training, access to education, formal land titling, 
infrastructure, and soil recovery.

2. Land reform

1. Political participation

Rights and guarantees have been agreed upon for new political movements to emerge 
after	the	signing	of	a	final	agreement.

3. Drug production and trafficking

The agreed provisions expand illicit crop substitution programmes and increase the 
institutional	capacity	of	law	enforcement	to	deal	with	drug	traffickers	and	money	
launderers.

http://historysshadow.files.wordpress.com/2013/11/20100602_drugsguns.jpg
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Three remaining agenda items have yet to be addressed. Firstly, the issue of victims’ rights is unresolved. 
Several human rights groups have denounced FARC’s call for reconciliation over retributive justice, asserting 
that sustainable peace requires accountability. If the government decides to proceed with wide-ranging criminal 
charges against militants, the possibility of an agreement being reached is significantly decreased.

Secondly, the demobilisation and reintegration of armed combatants is a significant challenge that has not yet 
been discussed in the ongoing talks. Some 47,500 demobilised fighters have entered reintegration programmes 
since 2003. Thus far, 6,800 former left-wing and paramilitary fighters have successfully been reintegrated, while 
the remainder are either still in the process or have been reported missing, killed, or absent from the programme. 

If the renewed efforts at demobilisation are flawed, FARC militants are likely to engage in other forms of illicit 
activity. Indeed, a significant number of paramilitary forces that did not fully invest in disarmament, formed 
criminal groups, known as bandas criminals (bacrims), following the conclusion of a formal peace agreement 
between the government and Colombia’s largest paramilitary groups in 2006. Bacrims remain involved in drug 
trafficking, kidnappings and extortion in large parts of the country. The formation of similar criminal groups is 
likely if the government cannot offer enough opportunities and incentives to FARC combatants to demobilise and 
reintegrate.

“There are a number of obstacles that could impede the implementation of any formal pact 
between FARC and the government.”

An issue related to demobilisation efforts pertains to the second-largest armed group in the country, the National 
Liberation Army. Although the government formally agreed to enter into negotiations with the militant group in 
June 2014, no agreements have yet been reached. If the government fails to demobilise the ELN, a significant 
number of former FARC combatants are likely to defect to the armed group. 

 
If the aforementioned two issues are agreed upon, implementation of all the provisions for peace is the final, yet 
critical element of the process. Funding, prioritisation of objectives and timeframes will need to be confirmed. 
Given that FARC and the government have competing priorities, implementation will be a challenge. It is currently 
unclear whether the Colombian state has the capacity to fulfil the demands and requirements of relevant 
stakeholders. If Santos grants too many concessions to FARC, which now only has approximately 4,000 active 
militants, a worrying precedent may be set in terms of assigning significant political capital to armed groups. This 
could result in the development of new armed actors in the country and erode public confidence in government 
and the state. 

As no bilateral ceasefire has been reached as yet and negotiations are likely to continue into 2015, FARC 
assaults are expected to continue in the coming year. Departments most affected by the conflict include Cauca, 
Antioquia, Caqueta, Narino and Putumayo, where different FARC cells are known to have a strong operational 
presence. Attacks have mostly targeted security force personnel in rural areas of the country; however, there 
remains a credible incidental risk to civilians.
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Attacks have mostly targeted 
security force personnel in rural 
areas of the country; however, 
there remains a credible incidental 
risk to civilians.

Furthermore, as negotiations 
between FARC and the government 
advance, the ELN may increase 
attacks in an effort to demonstrate 
its relevance; an increasing 
number of low-level bombings in 
urban centres throughout 2014 
have been attributed to the ELN. 
This trend is likely to continue as 
peace talks progress, and may 
intensify if a final agreement is 
reached between FARC and the 
government.

In light of the above-mentioned 
challenges, a formal agreement 
during the first half of 2015 appears 
to be out of reach. Even if a peace 
agreement is finalised later in 
the year, there are a number of 
obstacles that could impede the 
implementation of any formal 
pact between FARC and the 
government. As such, insecurity, 
particularly in rural areas of the 
country, is likely to persist.

This map delineates the departments that have been most affected by FARC attacks 
between 2013 and 2014.
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On 22 February 2014, Mexican authorities arrested 
Joaquin ‘El Chapo’ Guzman, leader of the Sinaloa 
drug cartel, at an apartment in Mazatlan. While 

this development was touted by President Pena Nieto 
as a victory in the ongoing war on drugs, the president 
also claimed that the creation of a national gendarmerie 
force in 2014 had been a key development for improving 
security in Mexico. However, these seemingly positive 
developments require further investigation before assessing 
possible improvements in security in Mexico in 2015.

Firstly, the capture of Guzman, in addition to a number 
of other high-ranking cartel figures in 2014, served as 
confirmation that President Pena Nieto was following the 
model of his predecessor, Felipe Calderon, in seeking 
to dismantle drug cartels by targeting their leaders. 
However, the so-called ‘kingpin strategy’ has not been 
proven to significantly improve security in either the short- 
or longer-term. In fact, the incapacitation of a major cartel 
figure has been followed, on occasion, by an increase in 
homicides in a particular area, as internal and external 
contenders vie for control amid the power vacuum. The 
expected continuation of this strategy by Pena Nieto in 
2015 will likely result in renewed disruptions of cartels, as 
well as a persistently dynamic and violent drug war in the 
year ahead. 

“The security situation in Mexico is unlikely to 
improve or deteriorate meaningfully in 2015; 
however, there may be changes in how the 
actual dynamics of the drug war play out.”

Secondly, Pena Nieto’s gendarmerie formed a signature 
part of his late-2012 electoral campaign; however, its 
deployment in August 2014 was met with scepticism. 
This was partly a result of the size of the force itself 
(once touted to be in the multitude of thousands, 
although only 5,000-strong on deployment) and 
partly due to the nature of the force; it was seen as a 
continuation of the militaristic approach to fighting drug 
cartels that has, thus far, proven inefficient in reducing 
violence. While security operations will generally only 
pose an incidental risk to bystanders in the immediate-
term, precedent has shown that further ruptures within 
cartels may result in the balkanisation of organised 
crime groups in the medium-term. Smaller, more loosely 
organised groups generally engage in conventional 
criminal activities, including street crimes, assaults, 
robberies, property crimes and extortion, which are more 
likely impact on foreign nationals.

 

Indeed, 2014 saw few discernible gains from Mexico’s 
gendarmerie, explained somewhat by the fact that the 
force was not actively involved in combative operations; 
regardless of direct mandate, its size and scope suggest 
that its effects are expected to be limited in 2015.

Mexico: The 2015 drug war forecast

 Source:	Instituto	Nacional	de	Estadistica	y	Geografia

2012 2013

35,139 
incidents per 
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41,563 
incidents per 
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Increasing 
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The security situation in Mexico is unlikely to improve 
or deteriorate meaningfully in 2015; however, there may 
be changes in how the actual dynamics of the drug war 
play out. In perhaps the most interesting development 
in 2014, leaders of some of Mexico’s major drug cartels 
allegedly met in a summit-type environment to decide 
on major aspects of the organised crime landscape in 
the country. Mexico’s largest organised crime group, the 
Sinaloa cartel, was conspicuously absent, suggesting a 
possible anti-Sinaloa alliance by summit participants in 
the coming year. 

The largest among these is Los Zetas, a notoriously 
brutal cartel that operates mainly in the north east of 
the country. The group will continue to face challenges 
from the Gulf Cartel in this part of the country, but 
may also connect with remnants of the Beltran Leyva 
Organization in an effort to gain traction in the north 
west; a traditional Sinaloa cartel area of control. To this 
end, the border states in the north east and north west 
of the country will continue to be strongly affected by 
drug cartel-related violence in 2015. Further south, the

weakening of the Michoacan-based Knights Templar 
cartel, partly on account of the activities of self-defense 
militias, will open the door for smaller groups, as well as 
both Los Zetas and the Sinaloa cartel, to find a foothold 
in that state. 

Meanwhile, the self-defense militias have lost influence 
following their 2014 incorporation into the federal 
police forces as the Rural Defense Corps; however, the 
cooperation between these vigilante groups and the 
government will continue to be stymied somewhat, by 
persistent mutual trust concerns and evidenced links 
between the militias and certain drug cartels. 

As in previous years, developments in Michoacan 
will have contagious effects on Guerrero, Jalisco and 
other neighbouring states. Elsewhere, the precarious 
presence of Los Zetas, the Gulf Cartel and Knights 
Templar will continue to manifest into incidents of inter-
cartel violence in strategically important Tamaulipas 
state.

Effect of the drug trade on Mexican states

Very High
High
Moderate
Low 
Very Low



    25

Americas

Los Zetas

 

Current leader: 
Omar Trevino Morales.

Areas of operation: 
Central, eastern and northern states.

Main allies:
Familia Michoacana; Beltran Leyva 
Organization; Juarez Cartel.

Main rivals:
Gulf Cartel; Sinaloa cartel; Knights 
Templar; Cartel de Jalisco Nueva 
Generacion.

Sinaloa cartel 

Current leader: 
Ismael Zambada Garcia.

Areas of operation: 
Countrywide.

Main allies: 
Gulf Cartel; Knights Templar; Cartel 
de Jalisco Nueva Generacion.

Main rivals: 
Los Zetas; Juarez Cartel; Tijuana 
Cartel; Beltran Leyva Organization.

Knights Templar

Current leader: 
Servando Gomez Martinez.

Areas of operation: 
Central states.

Main allies: 
Sinaloa cartel; Gulf Cartel; 
Beltran Leyva Organization.

Main rivals: 
Los Zetas; Cartel de Jalisco Nueva 
Generacion.

Ultimately, 2015 promises much of what 2014 delivered 
in terms of the effects of the war on drugs in Mexico. 
Organised crime groups will continue to be financially 
incentivised to maintain (or gain) control over supply 
routes into the United States, while the government will 
persist with a militarised policy which will only ensure 
that the status quo of ongoing violence is maintained. 

As in the past, those directly involved in the conflict 
will be predominantly affected; this includes cartel 
members, security force personnel and, to a lesser 
degree, journalists and anti-violence activists. 
However, auxiliary security threats and the possibility 
of persons being incidentally affected remain 
pronounced.

Snapshot of significant cartels in Mexico
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The path of least resistance: Narcotics 
trade routes in the Caribbean

In the 1980s and 1990s during 
the reign of Pablo Escobar, 
Colombia’s infamous drug tycoon, 

the Caribbean served as the main 
smuggling route for narcotics from 
South America to the US. However, 
after an extended period during 
which the vast majority of US-bound 
narcotics travelled via northern parts 
of Central America, the Caribbean is 
re-emerging as a key transit zone. 

“The growth in the Caribbean 
drug trade is a concern for 
security in the region in 
2015.”

This shift has been confirmed by US 
State Department statistics, indicating 
that the amount of cocaine (the most 
prominent illegal narcotics trafficked in 
the region) arriving in the US from the 
Caribbean increased from 4 percent 
in 2011 to 16 percent in 2013. This 
figure is believed to be even higher 
in 2014. The majority of the drugs 
trafficked through the region originate 
in Colombia, Peru and Bolivia, and 
are sent to the Caribbean from 
Colombia and Venezuela (although 
Guyana, Suriname and French 
Guiana are increasingly being used 
as a South American dispatch point). 
Significant Caribbean transfer points 
include the Dominican Republic, 
which sees as much as 6 percent of 
US-bound cocaine transit the country, 
and Puerto Rico, which saw at least 
a threefold increase in the amount 
of cocaine traversing its shores from 
2011 to 2014. There are various 
factors that have influenced this shift 
in trade routes from Central America 
and Mexico to the Caribbean, but key 
to understanding the dynamic is the 
so-called ‘balloon effect’, being that 
the air of a squeezed balloon does 
not disappear but is merely displaced. 
Likewise, as increased pressure is 
placed on one narcotics transit  
route in the form of an intensified anti-

drug security and social campaign, 
traffickers change their operations to 
follow a path of least resistance.

The growth in the Caribbean drug 
trade is a concern for security in the 
region in 2015. Firstly, it has been 
made clear from the examples of 
Mexico and countries in northern 
Central America, that the presence 
of a domestic ‘narco industry’ creates 
or bolsters intra- and inter-gang 
violence. Gangs involved in trafficking 
narcotics rarely limit their activities 
to this sole task and diversify into 
other nefarious activities, including 
conventional crime, kidnaping and 
extortion. Precedent shows that an 
increase in drug trafficking activities 
has a direct impact on both petty and 
violent crime rates.  
 
A second concern relates to the 
general approach taken by regional 
governments and role players, which 
usually adopt a heavy-handed, 
militaristic line to the illegal narcotics 
industry. Such a plan is already in 
place in most of the Caribbean in the 
form of the US-led Caribbean Basin 
Security Initiative that was launched  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
in 2009. This initiative has increased 
pressure on drug cartel operations, 
but still has quite a limited scope 
when compared to other more active 
initiatives such as those in Central 
America. 

In addition, an increasingly militaristic 
response has the potential to lead to 
violent clashes between traffickers 
and security officials, as is so often 
witnessed in Mexico and other Latin 
American countries.

Given the aforementioned issues, the 
prominence of the Caribbean as a 
narcotics trafficking route is expected 
to continue to grow in 2015, largely 
due to ongoing pressure on narcotics 
traffickers in Central America and 
Mexico. The Dominican Republic 
and Puerto Rico will continue to be 
most heavily affected. Elsewhere, an 
increase in insecurity in 2015 as a 
result of violent competition between 
gangs, conflict between these groups 
and security forces and a subsequent 
general increase in criminality is most 
likely in Jamaica, Trinidad and Tobago, 
Saint Kitts and Nevis, the Bahamas 
and the US Virgin Islands.

Overland, river and air

Air from Venezuela

Go-fast speedboat
from Venezuela

Small cargo vessel

Yacht, mule, cargo, cruise 
ship or go-fast speedboat 

Mule or cargo

Map data ©2014 Google, INEGI 

Drug transhipment routes in the Caribbean
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Tripoli, Libya
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Introduction

The Middle East and North Africa 
region remains dynamic and 
ever changing. The impact of 

the 2011 Arab Spring continues to be 
felt from Morocco to Iran, as states 
grapple to meet the demands of 
their people and/or aim to suppress 
challenges to their power from rival 
states and domestic non-state armed 
groups. This challenge is most 
pronounced in Iraq and Syria. 

Last year, red24’s Threat 
Forecast accurately predicted that the 
Islamic State (then known as ISIS or 
ISIL) would seek to capture and hold 
territory in the region. In June 2014, 
the Islamic State (IS) was declared 
by Abu Bakr al-Baghdadi, following a 
string of remarkable victories against 
the Iraqi Army and rival Syrian rebels. 
Currently, IS holds a stretch of territory 
the size of Portugal, spanning Iraq and 
Syria.

The question remains - what is in 
store for the group and the region in 
2015? US-led air strikes have been 
initiated, and IS momentum appears 
to have stalled. Despite this, the group 
maintains a significant amount of 
support and considerable resource 
reserves. red24 will explore the 
group’s current capability, its short- to 
medium-term goals, and will assess 
the likelihood of the conflict developing 
further in 2015.

“…it is the emergence of IS, 
Egypt’s political frailty and 
Libya’s schism that exemplify 
the base security concerns 
for the region.”

Egypt’s continued polarisation 
between those supporting the military 
and those behind the Islamist Muslim 
Brotherhood is another key focus area 
for red24 in the 2015 Threat Forecast. 

Due to its geographical location and 
its geopolitical influence in the region, 
Egypt remains a critical key to stability 
in the Middle East. The region’s 
most populous nation continues to 
struggle to define its political and 
national identity amid an ongoing 
economic crisis. Political instability 
and associated civil unrest will remain 
a feature in 2015; however, it is the 
violent opposition to the regime which 
is likely to be the primary focus point in 
the country in the year ahead. 
 
The conflict in the Levant and political 
machinations in Egypt aside, a nation 
that has recently been severely 
affected by both conflict and political 
issues is Libya. The state is split 
between two rival parliaments and 
governments, as well as two rival and 
equally powerful military forces. City 
and town states, regional interests and 
numerous non-state armed groups are 
all competing for power and influence. 
In 2015, Libya will face severe and, at 
times, bloody opposition to attempts 
to unify, as competing bodies vie for 
control of the future of the territory. 
This will serve to further polarise the 
country.

Apart from our selected focus 
assessments for the Threat Forecast, 
there are numerous other issues 
that are expected to affect the 
MENA region in 2015, including 
the emergence of Jund al-Khalifa 
in Algeria, the Houthi ‘takeover’ of 
the Yemeni state, Israeli-Palestinian 
relations reaching another low, as well 
as ongoing politically motivated civil 
unrest in Bahrain. On a positive note, 
Morocco, many Gulf states, Tunisia 
and Jordan are showing positive 
security and political trajectories. 
However, it is the emergence of IS, 
Egypt’s political frailty and Libya’s 
schism that exemplify the base 
security concerns for the region. red24 
believes that these concerns will serve 
to shape the region’s complex political 
and security dynamics in 2015.

Andre Colling 
Chief Analyst: Middle East 

and North Africa 

Syria and Iraq

Egypt

Libya
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Syria and Iraq: The Islamic State

The conflicts in Syria and Iraq developed considerably in 2014, as militants aligned to the Sunni Muslim Islamic 
State (IS) swept across both troubled states. In 2015, the severe levels of violence will continue to exact heavy 
human, infrastructural and financial tolls through both conflict and acts of terrorism. To varying degrees, the 

violence will also serve to undermine the security environments in the primary conflict zone, as well as in neighbouring 
territories and states. 

The disposition of rival forces (November 2014)

The defining moment of 2014 occurred on 29 June, three weeks after the fall of the northern Iraqi city of Mosul. On 
this day, the Islamic State of Iraq and the Levant (ISIL) announced that it was changing its name to Islamic State and 
declared a caliphate across northern Iraq and north eastern Syria, under the leadership of Abu Bakr al-Baghdadi, 
the state’s new caliph. The declaration, which followed the IS’ remarkable military victories, shocked the collective 
consciousness and coincided with the group’s seemingly unstoppable advance.

Abu Bakr al-Baghdadi is the caliph of the Islamic State. 
He has been the leader of the Islamic State, as well as 
its forerunning groups, since May 2010.

Syrian Arab Army and allies
Islamic State and allies
Kurd militias
Iraqi Security Forces and allies
Various Syrian rebel militant groups

Map data©2014 Basarsoft, Google, Mapa GIsrael, Orion-ME
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Buoyed by a massive windfall of 
cash and Iraqi military weapons and 
supplies, IS’ momentum carried it 
to victories in Iraq against the Iraqi 
Army; this also led to the defeat or 
absorption (coerced or otherwise) of 
rival rebel groups and Syrian Arab 
Army (SAA) forces in Syria. By the 
end of July 2014, the group was not 
only threatening Iraq’s core, Baghdad, 
as well as Syria’s eastern oil fields, 
but also the relatively stable Kurdistan 
Regional Government (KRG) territory 
in northern Iraq, through limited 
incursions and a subsequent full-on 
assault in early August. The threat 
of the collapse of the KRG led to the 
initiation of air strikes against the IS 
by a US-led coalition in the same 
month. The strikes served to halt the 
IS offensive.

Despite the US committing significant 
military and intelligence assets to 
the conflict, IS managed to survive 
throughout late 2014. Without a 
significant ground offensive, air strikes 
have proved largely futile in pushing 
back against IS. The group’s tactics 
have also adapted to the new status 
quo. Large convoys and movements 
of troops have been lessened and 
smaller bands of fighters deployed in 
offensive action. Near its major urban 
centres in Iraq, such as Mosul, Tikrit 
and Fallujah, IS’ extensive bomb-
making expertise is being utilised in 
a new defensive posture, as it seeks 
to stymie advances by local and US-
supported forces. 

In addition to the assistance 
provided by the US, local troops 
on the ground, notably the KRG’s 
Peshmerga militia and the Iraqi 
Army, have staged and won some 
battles since August. However, a 
lack of political will on the side of the 
KRG to move beyond its historical 
area of influence, combined with 
the disorganisation and severe 
demoralisation of the Iraqi Army 
since Mosul, has served and will 
continue to serve to limit their ability 
to severely degrade IS in 2015. 

 
What does the Iraqi state 
need to do to halt and push 
back against IS?

• Stabilise the government.

• Create alliances with Sunni Arab        
tribes and reconcile the Shiite 
majority government with Sunni 
political groupings.

• Restrain Shiite militias, 
particularly in Sunni areas.

• Reorganise, train and re-equip 
the Iraqi Army and police.

• Limit the medium-term 
destabilising presence or influence 
which foreign militaries currently 
operating in the country could have. 

In 2015, as the conflict evolves, 
IS will likely hold at least two of 
its three major urban centres 
(Raqqah, Mosul and Fallujah) 
and will likely aim to and 
successfully capture at least one 
other (Ramallah, Deir ez-Zor or 
Hasakah). In addition, the group 
will continue to develop its rural 
support and operating zones. 
In these areas, IS support cells 
will continue to exact a heavy 
toll through bombings on its 
opponents, mainly Shiite Muslim 
communities and militias, as well 
as state interests. It will also sap 
the morale of Iraqi and Syrian 
armed groups through its urban 
terrorism campaign, which has 
been ongoing since 2012. 

Should the US or any other 
major foreign power attempt to 
involve themselves fully in the 
conflict, by ground and air, IS 
will struggle to hold its urban 
centres, given its lack of a major 
international partner, and with a 
severe battlefield technological 
disadvantage. IS command and 
control and battlefield presence 
will also be slowly diminished. The 
potential for this occurring, given 
the reluctance of Western states to 

repeat past costly foreign military 
interventions, is considered low 
under current circumstances (as of 
December 2014).

“...the IS expansion in 2014 
will redefine geopolitical 
relationships... increase 
the risk of separatist and 
interstate conflicts and 
heighten Sunni-Shiite 
sectarian tensions.”

The insecurity in Syria (in the Idlib, 
Aleppo, Ar Raqqah, Hasakah, 
Homs, Hama, Rif Damashq, Daraa 
and Queneitra governorates) and 
Iraq (in the Ninewa, Kirkuk, Anbar, 
Salah ad-Din, Diyala, Babil and 
Baghdad governorates) will also 
continue to have an impact on 
neighbouring territories. Limited 
to moderate conflict spillover 
into areas bordering conflict 
zones will remain a risk in 2015. 
This includes Lebanon, Jordan, 
Israel, Saudi Arabia, Turkey, as 
well as Syria’s Latakia, Tartus 
and Suweida governorates, and 
Iraq’s Karbala and KRG regions. 
Tensions between Sunni and Shiite 
communities, exacerbated by the 
sectarian conflicts in Iraq and 
Syria, will continue to negatively 
influence the relationship between 
Shiite and Sunni communities 
in the wider region, including in 
Yemen and in Lebanon’s city of 
Tripoli and the North and Bekaa 
governorates.

The generally increased risk of 
IS-inspired terrorism will become 
an increasingly global threat (see 
the Europe section for more). 
Over the longer-term, the 2014 IS 
expansion will redefine geopolitical 
relationships between world and 
regional powers, increase the 
risk of separatist and interstate 
conflicts and heighten Sunni-Shiite 
sectarian tensions regionally and 
globally.
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Egypt’s return to military rule 
was cemented on 3 July 2013 
when the military overthrew 

the Islamist Muslim Brotherhood 
(MB)-dominated government of 
President Mohammed Mursi. The 
coup came just two years after major 
Arab Spring-related protest activity 
ousted the military-backed long-term 
regime of Hosni Mubarak. Since 
July 2013, the military has moved to 
strengthen its political and economic 
grip on the state and has degraded 
the organisational capability of 
the Islamist opposition, notably 
the Muslim Brotherhood, through 
mass arrests and show trials. This 
consolidation has translated into 

 
 
 

near complete political control 
of state institutions and has led 
to the diminishing of near-daily 
political protest action, which was 
a feature of the Egyptian political 
landscape between 2011 and 
2013. This ‘stability’ has come at a 
high cost. The military repression 
has undermined the democratic 
experiment, provided the base for 
future opposition to the military-
backed government and radicalised 
a large proportion of the population 
which supports the MB. 

Today, Egypt is led by the former 
head of the military, President Abdel 
Fattah el-Sisi, and is heavily  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

influenced by the military. The 
military, together with el-Sisi, views 
its mandate as one that is popularly 
supported and which is aimed at 
protecting Egyptian history, culture, 
security and integrity. 

The rise of the Islamists in 2012 and 
2013 was viewed by the military as a 
direct challenge to its political power 
and influence and embedded control 
of the economy. Through various 
channels the military presented the 
Islamists as counter to Egyptian 
nationalism or ‘Egyptian-ness’ 
and the cause of the economic 
downturn in the country. It also 
encouraged populist protests against 
the Islamists in mid-2013 which 
culminated in the military takeover in 
July 2013.

This coup set a worrying precedent 
for Egypt. The involvement of 
the military has been welcomed 
by many Egyptians, including 
liberal democrats; however, the 
support is based largely on mutual 
opposition to Islamist political forces. 
The events of 2013 will serve to 
undermine any future attempts 
to return to a democracy free of 
outside, specifically military, influence 
and a backlash by pro-democracy 
activists will remain a continuing 
short- to medium-term possibility.  

“The military repression has 
undermined the democratic 
experiment.” 

The Muslim Brotherhood leadership 
and organising structures have been 
effectively degraded to a point where 
its ability to mobilise countrywide, 
well-attended protest events has 
been severely undermined. Indeed, 
since August 2013, when protests 
reached a modern era peak, the 
number of reported protest events 
decreased significantly. 

Egypt: The evolution of opposition 

Who is Egyptian President Abdel Fattah el-Sisi? 

US Secretary of State Kerry Meets with Egyptian Military Leader General al-Sisi in 
Cairo 2013-11-03

Born:          Gamaleya, Old Cairo, in 1954. 
Education: Military schooling. 
Career:       Appointed Commander of the Northern Military Region-  
                    Alexandria and Director of Military Intelligence                                                           
       and Reconnaissance in 2008. Appointed as the youngest 
                    member of the Supreme Council of the Armed Forces and 
                    served on this body in 2011 and 2012. Resigned from the 
                    military in March 2014 and ran for president. He won the May 
                    poll and was sworn in, in June 2014. 
Ideology:    Egyptian nationalist. Anti-Islamist.  
Family:        Wife and four children.

http://upload.wikimedia.org/wikipedia/commons/0/0d/US_Secretary_of_State_Kerry_Meets_With_Egyptian_Military_Leader_General_al-Sisi_in_Cairo_2013-11-03.jpg
http://upload.wikimedia.org/wikipedia/commons/0/0d/US_Secretary_of_State_Kerry_Meets_With_Egyptian_Military_Leader_General_al-Sisi_in_Cairo_2013-11-03.jpg
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Some data suggests that weekly 
protest activity has decreased by as 
much as 60 percent between late 
2013 and mid- to late-2014 with only 
major anniversaries, such as the 14 
August Rabia Massacre observance, 
reaching protest numbers akin to 
those reached in mid- to late-2013. 
The Islamist protest phenomenon 
will persist at low levels but it is the 
increased radicalisation of Islamist 
support base following the July 
takeover that is the most worrying 
recent trend. 

This radicalisation is nowhere more 
evident than in the North Sinai 
governorate where groups like 
Ansar Bayt Maqdis have emerged 
to challenge the state. This group 
and others have claimed a number 
of attacks in the Sinai Peninsula 
and in greater Egypt since mid-2013 
and they will continue to grow and 
attract recruits, particularly from the 
suppressed Islamist political base. 
There are also growing indications 
that the banned and degraded 
Muslim Brotherhood has despatched 
supporters to train in north east Libya 
to prepare for an insurgency against 

the Egyptian state. A number of 
attacks against state security forces 
near the Libyan border in 2014 
point to a possible new avenue for 
anti-government agitation moving 
forward. 

The risk to foreign nationals in Egypt 
will increase in 2015 and will mirror 
the rising influence of radical armed 
groups in the country. The overall 
risk will be founded on a number 
of developments. The international 
community continues to support the 
current government and has largely 
ignored Islamist appeals. This has 
been no more starkly illustrated 
than by the June 2014 decision by 
the African Union to restore Egypt’s 
membership in the wake of a 
disputed referendum and presidential 
election in early 2014. 

The mere ‘appearance’ of democracy 
and more pressing regional issues 
has led many African and Western 
powers to sidestep calls for a return 
to democracy in favour of short-term 
political expediency. This disregard 
for the plight of Islamists will serve 
to stoke anti-foreigner sentiment 

and may motivate armed groups to 
expand operations to include the 
targeting of foreign interests and 
persons. 

The Egyptian government will also 
seek to continue to present its fight 
against ‘terrorism’ within the global 
counterterrorism narrative, which 
will, in turn, lead to more foreign 
support and, therefore, lead to an 
increasing risk to foreign nationals 
and operations. Low-level bombings 
and shootings will be the most 
common modus operandi but mass 
casualty events are an increasing 
likelihood in 2015, including in major 
cities and resort areas. In addition, 
while Islamist protest frequency will 
continue its downward trend in the 
first quarter of 2015, anticipate a 
potential spike in protests towards 
the middle to end of 2015. Islamists 
will reorganise and a backlash is 
possible. As with the risk of terrorism, 
foreign inaction over the plight of the 
Islamists may push many protesters 
to increasingly target foreign-branded 
businesses and diplomatic facilities. 
The incidental risk to travellers will 
be high near all protest events.  

June 2012 
The Islamist and Muslim Brotherhood member, Mohammed 
Mursi, wins a popular election and is declared president.

December 2012 
A new constitution is passed through a national referendum. 
The document is drafted by a largely Islamist-dominated 
grouping.

30 June 2013 
Anti-Islamist and anti-Mursi protests occur countrywide.

3 July 2013 
The military intervenes and suspends the constitution. 
President Mursi is arrested and faces multiple criminal 
charges.

July to August 2013 
Islamist counter-protests occur in Cairo and Giza and 
culminate on 14 August when the security forces violently 
disperse the demonstrators. Subsequent clashes leave 
hundreds dead. 

14 January 2014 
The military-appointed interim government organises a 
constitutional referendum. The Islamists boycott the poll, 
which is subsequently approved by 98 percent.

May 2014 
A presidential election is held. The Islamists boycott the poll. 
El-Sisi wins with 97 percent of the vote amid widespread 
allegations of fraud. Hamdeen Sabahi wins 3 percent. 

El-Sisi and MursiTimeline of key political events since 2012
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Libya’s fractured and disunited polity

Muammar al-Gaddafi’s grip 
on Libya (1969 to 2011) 
translated into a state with 

few liberties but with a relatively 
stable and cohesive security 
environment. The 2011 Arab Spring 
and subsequent Libyan Civil War 
eradicated al-Gaddafi’s patronage 
systems and with them a decades-
old security apparatus which had 
maintained his stifling control of 
every sphere of society. The fall of 
al-Gaddafi as a central strongman 
led to the unravelling of the security 
apparatus and the emergence 
of pseudo-state armed groups 
which rivalled the remaining state-
sponsored security forces.

In 2015, the fracture of Libya is 
expected to continue as competition 
between various armed groups 
persists. Powerful city and town-
based groupings, such as Misratah 
and Zintan, and regional tribal and 
religiously-inspired groupings, such 
as the Warshefana tribe and Ansar 
al-Sharia, respectively, will continue 
to define the post-al-Gaddafi political 
and security dynamic. Within this 
increasingly fractured and divisive 
environment, armed groups inspired 
by extreme interpretations of Islam, 
will find sufficient room to develop 
and, possibly, expand in 2015. 
The insecurity in Libya may also 
increasingly impact on its neighbours 
who may be targeted by Libyan 
armed groups or who may assess 
that military intervention is required to 
safeguard their own national interests.

Since the start of 2014, the 
quintessential challenge facing 
Libya has been highlighted by the 
competition between two rival forces. 
On the one side are the ‘Islamists’, 
a collection of various political and 
armed groups. In the west, these 
forces, known as Operation Dawn, 
are dominated by the city of Misratah, 
which in turn is allied to

 

the Justice and Construction Party 
or JCP (affiliated with the Muslim 
Brotherhood). This general grouping 
is supported by various town militias. 
In the east, the ‘Islamist’ grouping 
is dominated by the Benghazi 
Revolutionaries’ Shoura Council 
(BRSC), a grouping which includes 
Ansar al-Sharia (AS), Libya Shield 
No. 1 Brigade, 17 February Martyrs 
Brigade and the Rafallah al-Sahati 
Brigade. The connection between 
the east and west factions remains 
unclear and largely undefined; 
however, support for some of the 
others goals has been identified. 
Their opponents, in rhetoric at 
least, have no problem, however, in 
grouping them into a single opposing 
bloc. Opposing the ‘Islamists’ are 
the nationalist forces. As a grouping, 
they fall under the banner of 
Operation Dignity, named after the 
operation launched by retired Libyan 
General, Khalifa Belqasim Haftar, 

 
against Islamist militia in Benghazi in 
May 2014. The groupings within this 
structure include those from Zintan 
and allied town and tribal militia in 
the west and Libyan military units 
and tribal groupings in the east.

“...there is no single unifying 
actor present in the country 
to counter the myriad security 
challenges or to unite the 
country…”

These opposing factions, the 
Islamists and nationalists, developed 
following the 2011 civil war. During 
the term of the General National 
Congress (GNC), which was the 
sole and official legislature of Libya 
from August 2012 to August 2014, 
the polarisation of the two groups, 
who had both fought the al-Gaddafi 
regime became entrenched as each 

Libya divided

Political status:
Loyal to the House of Representatives 

Islamist extremist and/or loyal to the  
General National Congress

 

Regions:

Tripolitania                        

Cyrenaica 

Fezzan
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sought to secure political hegemony. The GNC term 
was dominated by the Islamist JCP and challenged by 
the National Forces Alliance. Following fresh legislative 
elections in June 2014, the Tobruk-based House of 
Representatives (now dominated by non-Islamist forces) 
replaced the GNC. But with a turnout of only 18 percent, 
the new ‘legitimate’ legislature lacks validity. Indeed, the 
lack of confidence, and already elevated contestation 
between the two general rival blocs, led supporters of the 
JCP and Islamist factions to reinstate the GNC in Tripoli 
and elect its own prime minister on 25 August 2014.

 
With two rival legislatures and prime ministers Libya’s 
immediate future remains largely uncertain. Even if 
regional and international actors manage to bring the 
rival groupings to the negotiation table it will be a number 
of years before stability is achieved. While there are 
discernible political and armed groupings in the country 
(grouped generally within the above mentioned two rival 
camps) it is clear that even within each body, allegiance 
to a senior leadership structure is weak or non-existent. 
Alliances are forged regularly and broken even more 
frequently as groups seek to retaliate for past indiscretions, 
seek to eliminate rivals or aim to secure resources. 

The emergence of local strongmen, with the loyalty of 
hundreds or thousands of armed militia, will be difficult 
to overcome. Furthermore, there is no single unifying 
actor present in the country to counter the myriad security 
challenges or to unite the country, at present. Should one 
emerge, Libya is still likely to face the prospect of a heavily 
federal political system where central authority is

devolved in significant quantities to regional powers. 

The continued fracturing of the state appears to be 
inevitable as does the emergence of strong domestic 
forces. Regional states, including Algeria, Sudan, Chad, 
Niger, Tunisia and Egypt, view with serious concern the 
deterioration of the security environment in Libya and will 
likely seek to support Libyan actors who align with their 
general political interests in 2015. 

In order to support these actors it is possible that one 
or more of these states may seek some form of military 
intervention or direct military funding. Should intervention 
occur, limited cross-border action remains the most likely 
outcome. Of the states mentioned, Algeria, Egypt or 
Tunisia are the most likely to initiate cross-border military 
action. Air strikes, allegedly carried out by UAE aircraft in 
2014, may also become an increasing possibility in the 
year ahead. Within this environment foreign business 
will find it difficult to operate safely as the business and 
personnel security risks increase.

Mahmoud Jibril el-Warfally
(March to October 2011)

Abdurrahim Abdulhafiz El-Keib
(November 2011 to November 2012)

Ali Zeidan
(November 2012 to March 2014)

Abdullah al-Thani 
(March to May 2014 and August  
to present)

Ahmed Maiteeq
(25 May 2014 – 9 June 2014)

Source: Al-Arabiya

Libya’s warring factions

Libya’s leadership revolving door

Omar al-Hasi 
(August to present) Claims to be prime 
minister. Not widely recognised.

Operation Dignity

Loyal to the House of 
Representatives and Prime 
Minister Abdullah al-Thani.

Centre of power is in Tobruk and 
Al-Bayda.

Nationalist forces, federalists, 
eastern tribes and Libyan Army. 
 

Supported by Egypt and UAE.

Operation Dawn

Loyal to the General National 
Congress and Prime Minister 
Omar al-Hasi.

Centre of power is in Tripoli and 
Misratah.

Islamists forces loyal to the city of 
Misratah. There are local Islamist 
militant groups nominally aligned 
to the ideals of the Dawn group.

Supported by Qatar, Turkey and 
Sudan.
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Introduction

Asia is a dynamic and diverse 
region with a host of political, 
economic and security-

related issues. Some of the most 
pertinent in 2014 included an 
increase in tensions between India 
and Pakistan over the disputed 
Kashmir region; the continued 
polarisation of the Thai polity 
following the May 2014 military 
coup; and aggressive rhetoric and 
posturing between various states 
(namely China, Philippines, Japan 
and Vietnam) over disputed islands 
in the East China (Senkaku/Diayou 
Islands) and South China (Spratly 
Islands and Paracel Islands) seas. 

The emergence of the new al-
Qaeda franchise on the Indian sub-
continent in late 2014 also gained 
significant media attention, in 
addition to the spike in kidnapping 
along the eastern seaboard of 
Malaysia’s eastern Sabah state 
(the abductions were carried out 
by perpetrators from the southern 
Philippines). These and other 
issues will continue to be monitored 
by red24’s Asia desk in 2015.

“The data and recent 

conflict developments 

suggest that...grassroots 

insecurity in Afghanistan is 

on the rise”.

In terms of our focus pieces, 
red24 concentrates on three key 
areas in the 2015 Threat Forecast. 
The first and most critical is the 
security status of Afghanistan. In 
the 2014 forecast, red24 focused 
on the potential fallout that a NATO 
withdrawal from Afghanistan would 
have on the region. 

In the current forecast, we seek 
to expand further on this base 
assessment. The data and recent 
conflict developments suggest 
that, counter to the assertions of a 
number of Western governments 
that their occupation has been a 
success, grassroots insecurity is 
rising. As such, the general security 
assessment for Afghanistan in 2015 
is poor and red24 concludes that the 
country faces an increasing risk of 
falling into a civil conflict.

Another critical focus area for 
red24’s Asia desk has been the 
increasing insecurity in China’s far 
western XUAR region, where Uighur 
separatist agitation (civil unrest and 
terrorism) has escalated during the 
course of 2014. Given the country’s 
global and regional importance, 
this year’s forecast will explore 
the potential for the separatist 
movement gaining additional 
traction in 2015. It will also address 
the impact of this on urban centres 
outside of the XUAR.

Finally, in terms of pure impact, 
natural disasters account for the 
largest human and material losses 
each year in Asia. In this year’s 
edition, India’s annual flood risk will 
be discussed with a view on how 
this phenomenon can impact foreign 
business operations and visitors. 
The role of the Indian government in 
managing and mitigating the effect 
of the annual crisis will also be 
discussed. 

Jonathan Vincent 
Chief Analyst: Asia 
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Afghanistan’s return to civil conflict

Between 2002 and 2013, the 
US spent almost US$650 
billion in direct security 

and reconstruction assistance on 
Afghanistan. During this time, 3,500 
foreign troops and thousands of 
local security forces lost their lives 
attempting to bring a semblance of 
peace to the chronically unstable 
country. An estimated 20,000 
to 35,000 militants and 16,000 
civilians were also killed. Despite 
the enormous cost of foreign 
intervention, conflict levels in 
Afghanistan increased ahead of 
the withdrawal of the last of the 
NATO-led International Security 
Assistance Force (ISAF) troops 
in late 2014. Civilian casualties 
rose sharply during 2014; Interior 
Minister Mohammad Omar Daudzai 
in his address to the legislature in 
September 2014 stated that the 
previous six months had been the 
deadliest on record for the Afghan 
National Police (ANP). In addition 

to the expansion of the illegal 
narcotics trade (with 2013 producing 
an all-time record for opium poppy 
production) and political wrangling 
in the wake of the contested 
presidential elections,  increased 
levels of violence will be seen in 
2015 with the country risking the 
possibility of yet another full-scale 
civil conflict. 

From a security perspective, the 
defining factor in 2015 will be the 
fallout of the 2014 completion of the 
withdrawal of ISAF troops. A small 
US troop contingent of 9,000 to 
12,000 personnel (compared to a 
high of over 100,000 in 2010/11) will 
be present in a primarily supportive 
role in 2015, leaving the 350,000 
strong Afghan National Army (ANA) 
and ANP to fully step into the breach. 
Although significant in number, local 
troops will be faced with numerous 
difficulties; these will include an 
almost total lack of air cover, poor 

intelligence gathering capabilities, 
funding and equipment shortages, 
and high rates of attrition. This will 
provide an operational space for 
non-state armed groups, such as the 
Taleban and Haqqani network, who 
will likely expand and wrest control of 
territory lost during the 13-year-long 
NATO-led campaign. 

Indeed, there were several 
instances in 2014 where large 
groups of militants, numbering 
in the hundreds, confronted ANF 
troops. These confrontations were 
enacted with the express purpose 
of overrunning and holding territory, 
as opposed to only carrying out 
isolated hit-and-run type attacks. 
Within this deteriorating security 
environment, as the central 
government struggles to exert 
its authority beyond major urban 
centres, rural areas are increasingly 
likely to fall under the control of 
militants.  

Attack frequency and IED attacks on civilians (2013) 
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“…competing centres of power 
within the government make 
a cohesive counterinsurgency 
strategy difficult to formulate.”

As foreign troops have scaled back 
operations, opium production has 
exploded in Afghanistan’s insurgent-
dominated countryside, from 3,700 
to 5,500 tonnes; this represents a 
49 percent increase between 2012 
and 2013. Poppy fields, storage 
sites, and trafficking networks are 
largely located in rural areas and 
will become increasingly off-limits 
to Afghan forces amid declining 
security in these areas. In addition 
to fuelling criminality and corruption, 
a further concern is the possibility of 
conflict between various competing 
trafficking groups for control over 
the lucrative drug trade. This will 
be especially prevalent in the core 
poppy-producing southern provinces 
of Kandahar and Helmand, which 
have long been insurgent hotspots. 
Underscoring this, in June 2014, 
between 800 and 1,000 insurgents 
launched coordinated attacks 
on police outposts throughout 
Helmand’s strategically important 
Sangin district.

This incursion was a direct result of 
a desire to establish control over the 
district and its opium trade ahead 
of the foreign troop withdrawal. It 
is noteworthy that as of mid-2014, 
opium poppies are grown in 19 of 
the country’s 34 provinces. Although 
this is the same number as 2013, 
once complete figures for 2014 
are released, these are expected 
to reflect a sharp increase in the 
number of hectares under opium 
production as security deteriorates 
and eradication efforts dwindle. 
Further conflict incidents related 
to the drug trade are anticipated in 
2015, particularly in the southern 
and western provinces, where the 
majority of opium production takes 
place. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
In 2015, political power plays will 
also impact on the security situation, 
despite a (somewhat) successful 
transition from one government to 
another in the 2014 presidential 
elections. Losing presidential 
contender Abdullah Abdullah 
accepted the role of Chief Executive 
Officer in President Ashraf Ghani’s 
administration; this will be similar 
to the role of a prime minister. 
However, the current centralised 
political system puts a lot of power in 
the hands of the president, creating 
a situation where Ghani may seek to 
sideline Abdullah. 

Elite figures that supported Abdullah 
and fearing being politically 
marginalised in the wake of the poll 
may move to increase their own 
interests, and this could further 
jeopardise the security environment. 
Figures include individuals such 
as Atta Mohammed Noor, former 
warlord, key anti-Taleban Northern 
Alliance leader and governor of 
Balkh province. Noor remains a 
highly influential figure; he is said 
to be able to draw on the support of 
thousands of militiamen and former 
mujahideen through his patronage 
network. Any attempt to remove 
him from his post as governor could 
spark violent reprisals from him 
and his militiamen. Moreover, Noor 
is also known to have a hostile 
relationship with another powerful 
anti-Taleban warlord (General  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Rashid Dostum) who has become 
the current vice president in the 
Ghani administration. Noor and 
Dostum’s respective militias fought 
numerous battles for control over 
parts of northern Afghanistan in 
the early 2000s. In addition to the 
threat of possible future conflict 
between the supporters of these two 
factions, there are also concerns that 
Dostum could use his position as 
vice president to install supporters 
and former militiamen of his into key 
positions within the military, thus 
having considerable coercive power 
at his disposal.

Given the multiple issues faced 
by Afghanistan, even in a best-
case scenario, it is unlikely that 
the security dynamic will improve 
during 2015. No group will be able 
to unilaterally impose its will over 
the whole of the country; increased 
levels of conflict between the 
government and other armed groups, 
as well as between non-state armed 
groups themselves, will persist in 
2015. To further complicate matters, 
competing centres of power within 
the government will make a cohesive 
counterinsurgency strategy difficult 
to formulate, let alone implement; 
and if the status quo remains and 
there is no improvement in the 
security situation, then the worst-
case scenario will be a return to full-
scale civil conflict.

2013 opium poppy production per province 

This map highlights the primary opium producing provinces in Afghanistan. Darker 
colours indicate a more intense opium production sector.
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The north western Xinjiang 
Uighur Autonomous Region 
(XUAR) is an area of key 

strategic importance to China. It 
has immense reserves of coal, 
oil and natural gas, and shares 
borders with eight other countries. 
However, it is also a hotbed of 
separatism and, since 2013, has 
seen an escalation in the intensity 
of anti-government armed activity. 
Moreover, the geographic spread 
of incidents has broadened; while 
most incidents take place in the 
XUAR, larger-scale attacks have also 
been conducted as far afield as the 
capital, Beijing. This spike has been 
attributed to separatists from the 
Uighur population, the predominant 
ethnic group in the XUAR. The 
increased frequency and scope of 
armed activity has raised security 
concerns for China’s major interior 
and coastal urban centres. However, 
the likelihood of a sustained armed 
campaign outside of the XUAR is not 
anticipated in 2015. Nevertheless, 
red24 anticipates that, although 
low-level incidents will continue to 
occur, the Chinese government’s 
preoccupation with stability and 
security will see it crack down heavily 
on separatist groups and individuals, 
in order to ensure that its domestic 
security environment is safeguarded 
and its global image remains 
unaffected.

“…while most incidents take 
place in the XUAR, larger-
scale attacks have now also 
been conducted as far afield 
as the capital, Beijing”.

The Chinese government’s security 
and intelligence apparatus is well 
placed to deal with any possible 
escalation in Uighur separatist-
related violence. Historically, the 
government has had a pervasive 
presence in the XUAR. This presence 
was increased further after the mid-
May 2014 twin suicide bombings in 

the XUAR capital, Urumqi. Although 
numbers cannot be independently 
verified, an additional 100,000 
troops are thought to have been 
deployed to assist local police. The 
deployments focused on Urumqi and 
other major urban centres such as 
Kashgar, which is mainly populated 
by Uighurs and is strategically 
located near China’s border with 
Kazakhstan. Other measures that 
have been utilised on a long-term 
basis are heavy restrictions to all 
forms of information flowing out of 
the XUAR. Strict media censorship 
and (occasional) blocking of internet 
and mobile phone networks have 
assisted the Chinese government 
in controlling the narrative of events 
emanating from the region, making 
accurate, unbiased information on the 
current status of the situation difficult 
to obtain.

This crackdown has been justified 
in part by the government’s claim 
that Uighur separatists are backed 
by foreign-based Islamist extremist 
groups. In addition, sweeping 
arrests and the imprisonment of 
Uighurs displaying anti-Han Chinese 
sentiments or making pro-separatist

comments have taken place. 
Between January and October 2014, 
almost 40 Uighurs are thought to 
have been handed death sentences 
(with at least 21 executions 
publically announced by the Chinese 
authorities) for convictions linked 
to separatist-related activities. 
Moreover, Uighurs seeking shelter 
in neighbouring states are also 
coming under increased pressure. 
China has signed treaties with 
Russia, Kazakhstan, Kyrgyzstan 
and Tajikistan, in order to urge 
these states to deter their own 
Uighur minorities from supporting 
separatism in the XUAR, as well as 
guaranteeing that these states will 
extradite any Uighurs fleeing China.

While Chinese anti-separatist 
domestic and regional action and 
policies will serve to severely 
undermine the separatist agenda, it 
is the disunity among Uighurs which 
is likely to be the biggest obstacle to 
a sustained anti-Han Chinese armed 
campaign in 2015. Within the Uighur 
population, there is a significant 
split with regards to what is actually 
wanted; the divide is largely between 
those that want a separate state and 
those that want only cultural and 
political autonomy.

China - Uighur separatism and the XUAR

What is the East Turkestan Islamic Movement (ETIM)? 

• Founded by Hasan Mahsum (an ethnic Uighur) in 1997. 
• Seeks the creation of an independent Uighur homeland through violent insurgency.
• Most attacks occur in the XUAR; there are doubts over the group’s ability to 
  launch large-scale attacks elsewhere.
• ETIM has links with other Islamist groups and a presence in the Afghanistan-
  Pakistan border region.
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The XUAR is the largest region in China and a hotbed of Uighur-related separatist activity.

Of the groups agitating for greater 
autonomy, the most prominent are 
the banned East Turkestan Islamist 
Movement (ETIM) and the Turkestan 
Independence Party (TIP), an 
ETIM successor/splinter group, or 
possibly the same group under a 
different name. Little is known about 
these groups, as there is a lack of 
independently verifiable information 
on them. Indeed, the US placed the 
ETIM on a terrorist watch list after 
the 9/11 attacks; however, it was later 
removed amid doubts that it existed in 
any highly organised manner. Despite 
this, what is known is that the ETIM 
is willing to use violence to achieve 
its aim of an independent Turkestan 
and that it does have connections to 
Islamist extremist circles in Pakistan 
and Afghanistan. Propaganda 
released by the group also indicates 
that it has a nationalist and Islamist 
ideology.

The ETIM/TIP claimed responsibility 
for a string of incidents within the 
XUAR. Critically, they have not 
claimed responsibility for some of 
the deadliest or high-profile attacks 
outside of the XUAR, despite 

claims to the contrary from official 
government sources. The most high-
profile examples of such incidents 
include the March 2014 Kunming knife 
attacks that left 33 people dead, as 
well as the October 2013 car attack 
on Beijing’s Tiananmen Square, 
which left five people dead. See the 
incident descriptions below for further 
information on these attacks.

In 2014, the ETIM/TIP’s tactics 
evolved beyond targeting state and 
military personnel and installations, 
towards civilian targets such as 
railway stations and marketplaces. 
While the broadening target profile 
is a growing concern, the Chinese 
government is expected to continue 
to limit the ability of the ETIM/TIP 
and other Uighur groups to carry out 
attacks. 

However, regular outbreaks of civil 
unrest, bomb attacks and acts of 
separatist-motivated violence are still 
anticipated throughout 2015. Major 
mass casualty attacks or sustained 
low-level incidents in major Chinese 
urban centres are not anticipated. 
However, what may be of significant 
concern in 2015 is the increasing 

possibility of ETIM/TIP connecting 
with Islamist groups in Pakistan and 
Afghanistan. 

Given their religious and geographic 
associations, Islamist groups in the 
Afghanistan/Pakistan area are the 
most obvious future connections for 
the Uighurs. Connections with these 
groups could theoretically allow ETIM/
TP to acquire new insurgency skills 
and tactics. 

In addition, the Chinese government 
will face increasing threats from 
militants abroad. In the past, Islamist 
extremist groups have not perceived 
China to maintain a specific anti-
Islam agenda. However, more recent 
extremist propaganda suggests that 
China is increasingly being viewed 
as a legitimate target due to the 
perception that it persecutes Muslims 
within its borders. Such propaganda 
has not manifested into attacks on 
Chinese soil; however, the longer-
term risk of these occurring is on the 
rise. What is more likely in 2015 is 
the possibility of attacks on Chinese 
interests abroad, particularly in areas 
where Islamist extremist insurgencies 
are established. 

The XUAR

Map data  ©2014 Basarsoft, Google, INEGI, Inav/Geosistemas SRL, ORION-ME



28 October 2013

An SUV was driven into a crowd of tourists and security 
offices outside the Forbidden City, opposite Tiananmen 
Square, in China’s capital, Beijing. At least five people, 
including one foreign national, were killed and dozens 
more injured in the incident. 
 
24 January 2014

At least 12 people were killed in a series of bombings and 
a subsequent shoot-out with police in the city of Xinhe, in 
the XUAR’s Aksu prefecture. Four people were killed in 
separate bombings targeting a market and a hair salon. 
Two additional people were killed when explosives were 
detonated in a vehicle containing suspects, after being 
surrounded by police. In addition, six suspects were killed 
by police during efforts to apprehend them. All suspects 
were believed to be Uighur separatists. 
 
1 March 2014

Eight knife-wielding assailants attacked commuters 
and bystanders at the central railway station in Yunnan 
province’s administrative capital, Kunming. At least 29 
people were killed, including most of the attackers, and 
an additional 130 others injured. Although the attack 
was attributed to Uighur separatists, ETIM/TIP have not 
claimed responsibility for this incident, which is the most 
deadly outside of the XUAR. 
 
6 May 2014

Six people, including a foreign national, were injured in 
a knife attack at a train station in the city of Guangzhou, 
administrative capital of Guangdong province. A group 
of four men began stabbing people indiscriminately, 
before fleeing the scene when police arrived. No group 
has claimed responsibility for the incident, although the 
government has blamed the attack on Uighur separatists. 
 
22 May 2014

At least 31 people were killed and 90 more injured 
in bomb attacks targeting Han Chinese in Urumqi, 
administrative capital of the XUAR. Two vehicles laden 
with explosives drove into a crowded market area; several 
explosive devices were hurled from one vehicle and the 
second is understood to have exploded. 
 
21 June 2014

At least 13 separatist militants were killed in a bomb attack 
and ensuing shoot-out in the Kashgar prefecture of the 
XUAR. The incident took place at the central police station 
in Kargilik county. Assailants set off an explosive device 
before attacking security forces; the attack was repulsed 
and all 13 assailants were killed in the ensuing gunfire. 
Three security officers were wounded. 

 
 
28 July 2014

At least 96 people were killed in an incident which 
occurred in the townships of Elixku and Huangdi in the 
XUAR’s Shache county. According to Chinese media, 
a group of attackers stormed a police station in Elixku, 
killing 37 civilians in the process, following which police 
opened fire and killed 59 assailants. Thereafter, the 
violence is believed to have spread to Huangdi, where 
rioting reportedly took place. The Uyghur American 
Association disputed this version of events, stating that 
police opened fire on unarmed Uighur protesters and that 
the death toll is far higher, possibly up to 2,000 people. 
 
 
 
 
21 September 2014

At least 50 people were killed during a series of bomb 
blasts in Luntai county in the XUAR’s Bayingolin Mongol 
Autonomous Prefecture. Six civilians and four security 
force personnel were reportedly killed and dozens more 
injured in the bombings, which targeted a marketplace, a 
shop and separate police stations. Following the attacks, 
security forces are believed to have shot and killed at 
least 40 people, described as ‘rioters’ by Chinese state 
media. 
 
 
 
 
12 October 2014

Approximately 22 people were killed and dozens more 
injured in an attack on a marketplace in the Bachu 
county of the XUAR, in Kashgar prefecture. Four 
Uighur assailants reportedly threw explosives (possibly 
grenades) in a targeted attack on ethnic Han Chinese 
locals, and launched knife attacks on police officers in 
the vicinity. The police responded with gunfire, killing all 
the attackers. 
 
 
 
 
28 November 2014

At least 15 people were killed in Shache (also known 
as Yarkant) county, in the XUAR in separatist-related 
violence. A group of armed assailants attacked shoppers 
on a commercial street in an unknown location of the 
county with knives and crude explosives. Four civilians 
were killed and 14 more injured before security forces 
arrived on the scene, killing all 11 attackers.

China - Selected separatist attacks (2013 to 2014)
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The most devastating flooding tends to occur in the Indo-Gangetic Plain, 
located in the rural northern and north eastern parts of the country. However, 
it is not only rural areas that are affected, and the issue of urban flooding is an 
ongoing concern in some of the main urban centres, such as Delhi, Mumbai 
and Kolkata. The varying infrastructure standards, including areas of extreme 
poverty and underdevelopment in these cities, also contribute to the proclivity 
for large-scale flood disasters.

Flood risks in India

Over the last decade, annual 
foreign direct investment into 
India has increased almost 

tenfold, reaching more than US$36 
billion in the 2013 to 2014 period. In 
addition, foreign tourist arrivals in the 
country have also increased steadily 
in the last ten years, with tourist 
arrivals being above 6 million visits 
each year since 2011. This increase 
of foreign investment and travel is 
expected to continue in the year 
ahead.  

“…it is the often overlooked 
impact of natural hazards 
that will continue to pose 
the greatest direct personal 
safety and operational risk to 
foreigners.”

Although traditional security risks in 
India, including terrorism, conflict and 
civil unrest, will remain a feature of 
the political and security environment 
in 2015, it is the often overlooked 
impact of natural hazards that will 
continue to pose the greatest direct 
personal safety and operational risk 
to foreigners. Mitigating these risks is 
a critical requirement for businesses 
operating in the country.  

The Indian economy is vitally linked 
with the south west monsoon season, 
which takes place from June to 
September. Despite a year-to-year 
variation of the onset and distribution 
of rainfall, there is a fundamental 
dependability that significant rainfall 
will occur. However, despite the 
predictability of the monsoon period, 
India experiences large-scale 
monsoon-related losses to crops, 
infrastructure and public utilities each 
year. These losses are assessed to 
cost approximately US$300 million 
annually. Although the scope of 
flooding is not expected to escalate 
significantly over the coming year, 
the growing interest in the country, 
from a business and recreational 
perspective, increases the likelihood 
that foreign interests may be affected.

Casualties and damage due to flooding

Map of flood-prone areas

Year               2010       2011              2012

Lives lost              
1677       2310              1600

Houses          
 1,359,726                1,338,619           876,168

Cropped areas        
 4,713,000  4,625,000          1,887,000

damaged

affected (hectares)

Map data ©2014 AutoNavi, Google, ORION-ME

Severe flooding risk
Moderate flooding risk
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Due to improper urban planning, 
mega cities have a very low 
capacity to absorb climatic shocks. 
Rapid urban growth has resulted 
in unfettered development, and 
slums have emerged without taking 
drainage and sewerage systems 
into consideration. Moreover, the 
majority of slums tend to be located 
in low-lying and coastal areas, as 
well as along drainage systems or 
flood plains, further exacerbating their 
vulnerability to flooding. Operations at 
major international airports, including 
Delhi’s Indira Gandhi International 
(IGI) Airport and Mumbai’s Chhatrapati 
Shivaji International Airport, have 
regularly been severely disrupted and 
often forced to close for days due 
to the inundation of airport facilities, 
heavy flooding on the runways and 
damage to aviation equipment. 
Such interruptions have been far-
reaching, resulting in financial losses 
and considerable inconveniences to 
travellers. Moreover, incessant rains 
incapacitate traffic networks in mega 
cities; major highways and arterial 
roads become impassable and rail 
and bus networks crippled. As a 
result, considerable interruptions to 
supply chain networks can occur; the 
threat to business operations during 
this period can be substantial.  

This extends to rural areas, where 
critical infrastructure and primary 
transport routes are also regularly 
affected. In addition, the risk of 
being stranded in remote locations 
with limited prospects for immediate 
rescue is a regular occurrence. 
Although this is often more localised, 
it can also affect larger regions. For 
example, during severe flooding 
in Jammu and Kashmir state in 
September 2014, landslides cut off the 
National Highway (NH1A), the primary 
link between the mountainous region 
and the rest of India. Furthermore, the 
airport in the regional capital, Srinagar, 
was inundated by floodwaters, 
essentially leaving the region isolated 
for several days. In the worst-affected 
districts, at least 100,000 people were 
completely isolated for several weeks, 
putting strain on essential supplies 
and fresh drinking water. 

The prolonged periods of isolation 
in remote areas also increase the 
risk of exposure to diseases brought 
on by the floodwaters as well as 
the potentially limited health care 
available for dealing with such 
concerns.

In the last decade, the Government 
of India (GoI) has made significant 
advances in remedying the worst 
effects of flood disasters. In 2005, 
following severe flooding in the 
states of Gujarat and Maharashtra, 
the GoI established the National 
Disaster Management Authority 
(NDMA) as the top body for disaster 
management. Since then, there has 
been a notable shift from 
 relief-centric response to proactive 
prevention and mitigation strategies. 
It was recognised that while floods 
cannot be prevented, they can 
certainly be managed to minimise  
 
 

losses and reduce vulnerability. 
Aspects of flood management have 
since involved collaborative efforts  
by various key agencies, including 
central ministries, district authorities, 
municipal corporations and technical 
experts; these efforts primarily focus 
on capacity building

and improving preparedness 
mechanisms. Despite these efforts, 
effective flood management requires 
sustained financial, institutional 
and technical commitment. In 
consideration of the scale and extent 
of flooding in India each year, many 
mitigation strategies identified by the 
NDMA and other related agencies 
have yet to be implemented in risk-
prone areas. To this extent, it should 
be expected that the ability of the 
GoI to manage and deal with flood 
disasters will remain limited in the 
next few years, at least. 

Key flood mitigation strategies

•	If	operating	in	areas	prone	to	monsoon	flooding,	take	into	account	the	potential	
  local and regional impact on operations and travel. 
• Ensure that contingency plans are in place to mitigate these risks. Contact your    
  security provider for more information.
• Be aware of local emergency response procedures and how to access the 
  relevant authorities and relief in the event of an emergency. 

“…while floods cannot be prevented, they can certainly be 
managed to minimise losses and reduce vulnerability.”
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Introduction

The year 2014 proved to be tumultuous for Sub-Saharan Africa. Conflict and 
associated insecurity continued to flare across large parts of the continent, 
with the situation particularly precarious in the Sahel region, as well as parts 

of West and Central Africa, where weak to non-existent state authority precipitated 
intra-state conflicts with dire humanitarian consequences. This was most evident 
in South Sudan and neighbouring Central African Republic (CAR), where violence 
between disparate and ethnically oriented armed groups cumulatively resulted in 
at least 15,000 fatalities and the displacement of close to 2 million others since 
2012. With limited options to finding a binding resolution to both conflicts, South 
Sudan and the CAR will likely continue to experience intermittent but severe levels 
of violence in 2015.

In the Sahel’s western-most corner, insecurity continued to be driven by Islamist 
extremist groups seeking to displace secular state authority with their brutal 
interpretation of Islamic rule – a trend that red24 anticipated in its 2013 and 2014 
threat forecasts. In this regard, north eastern Nigeria continued to serve as a focal 
point for such insecurity. Not only was 2014 the bloodiest year of Boko Haram’s 
decade-long insurgency, but it also saw the Islamist extremist sect capture and 
hold large swathes of territory in Nigeria’s north eastern states of Adamawa, Borno 
and Yobe. Ill-equipped and under-staffed, the Nigerian military has struggled, 
and will likely continue to struggle, to stem the burgeoning violence. However, 
of particular concern is the impact that the Boko Haram insurgency could have 
on Nigeria’s February 2015 presidential elections, a topic which is discussed in 
greater detail in red24’s Nigeria focus piece.  

“However, of particular concern is the impact that the Boko Haram 
insurgency could have on Nigeria’s February 2015 presidential 
elections…” 
Outside of the Sahel, geopolitical stability is set to be influenced by two very 
dissimilar but equally influential factors. Firstly, in 2014, an outbreak of Ebola 
haemorrhagic fever destabilised an already tenuous socio-economic and political 
equilibrium which existed in Guinea, Liberia and Sierra Leone. Due to its dynamic 
nature, it remains difficult to forecast the anticipated progression of the outbreak 
in the short- to medium-term. However, what can be said with surety is that the 
adverse impacts of the disease will be felt in the aforementioned countries in 2015 
and beyond. 

Secondly, in October 2014, the world witnessed the 27-year reign of Burkina 
Faso’s president, Blaise Compaore, unravel in less than 72 hours. The 
events which led to and precipitated the fall of one of Africa’s strongmen have 
undoubtedly sent shockwaves across the African continent. The reverberations 
would have been particularly palpable in those countries where other long-serving 
presidents are facing increasing calls for socio-political reform. In red24’s 2015 
Threat Forecast, the Africa desk will examine whether the fall of the Compaore 
regime could mark the dawn of the ‘African Spring’.

The Sub-Saharan Africa edition of red24’s 2015 Threat Forecast will conclude 
by looking at the burgeoning increase of protest activity in South Africa, as the 
country marked 20 years of democracy in 2014. The year also accounted for the 
highest number of protests tabulated since the fall of the apartheid regime. red24 
assesses the factors fuelling civil unrest in the country, concomitantly explaining 
why the struggle in South Africa seemingly persists.

Ryan Cummings 
Chief Analyst: Africa

Nigeria

Sub-Saharan Africa

South Africa

https://www.red24.com/members/indepth/ebola_west_africa2014.php
https://www.red24.com/members/indepth/ebola_west_africa2014.php
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Bullets, blood and the ballot box: 
Nigeria in 2015

The year 2014 proved to be full 
of contradictions for Nigeria. 
On a positive note, the year 

commenced with the capital, Abuja, 
being nominated to host the 24th 
edition of the World Economic Forum 
(WEF) – a first for both Nigeria and 
the wider West Africa region. Further 
asserting the country’s status as a 
global powerhouse, Nigeria became 
Africa’s largest economy on 7 April 
2014, following a rebasing of its 
gross domestic product (GDP) 
calculations. Regrettably, this is 
where Nigeria’s progress and upward 
trajectory reached an abrupt end. 
Days after the country ascended 
to Africa’s economic summit, the 
Boko Haram Islamist extremist 
sect executed a suicide attack at a 
crowded bus station in Abuja, killing 
76 people and wounding 200 others. 
Mere hours after the bombing, 
reports emerged that the insurgent 
group had kidnapped more than 270 
schoolgirls from the north eastern 
town of Chibok. 

“A large-scale insurgent 
offensive on a regional 
hub, such as the cities of 
Maiduguri or Damaturu, 
remains a distinct possibility 
in 2015.” 
 
The brazenness and overt impunity 
displayed in the Chibok kidnapping 
would become characteristic of the 
Boko Haram insurgency in 2014. 
Over the course of the year, the 
sect captured large swathes of 
territory across Nigeria’s north east, 
killing more than 5,000 people and 
displacing hundreds of thousands 
more. This upward trend of violence 
from the insurgent group shows no 

sign of abating. 

Hampered by a lack of manpower 
and resources, the Nigerian 
military has proven incapable of 
stemming the Boko Haram advance. 
Further complicating the efficacy 
of the military’s counterinsurgency 
campaign is the purported presence 
of insulated Boko Haram bases in 
neighbouring Cameroon, Niger and 
Chad. In the absence of a regional 
military intervention, the first half 
of 2015 will likely see Boko Haram 
continue to assimilate territory in the 
north eastern states of Adamawa, 
Borno and Yobe. A large-scale 
insurgent offensive on a regional 
hub, such as the cities of Maiduguri 
or Damaturu, remains a distinct 
possibility in 2015.  

The most worrying aspect of the 
Boko Haram insurgency however will 
undoubtedly be its potential impact 
on Nigeria’s forthcoming presidential 
elections. Scheduled for 14 February 
2015, millions of Nigerians will 
participate in the electoral process. 
Those residing in the country’s north 
will be expected to cast their votes 
amid the threat of Boko Haram 
attacks. Hundreds of thousands 
of others, who have either been 
displaced by the violence or who 
find themselves in areas under Boko 
Haram control, will be unable to vote 
altogether. 

“A definitive electoral victory 
for the ruling People’s 
Democratic Party (PDP) may 
well be rejected by the APC 
on the condition that the 
ballot was not inclusive…” 

Electoral constituencies which have 
and will continue to be most at risk 
from the Boko Haram insurgency 
also happen to be strongholds of 
Nigeria’s major opposition parties, 
now coalesced under the All 
People’s Congress (APC) coalition 
movement. The prevailing scenario 
is one of grave concern for Nigeria. 
A definitive electoral victory for the 
ruling People’s Democratic Party 
(PDP) may well be rejected by the 
APC on the condition that the ballot 
was not inclusive and subsequently 
illegitimate. 

Precedent suggests that a rejection 
of electoral results, based on 
perceived lack of inclusivity, 
transparency and/or fairness of 
the ballot, could incite significant 
outbreaks of politically motivated 
unrest. This was perhaps best 
exemplified during Nigeria’s 2011 
presidential elections, when as 
many as 1,000 people were killed 
following accusations that the PDP 
had rigged the vote. As was the 
case in 2011, Nigeria’s opposition-
held northern states, in addition to 
the country’s politically polarised 
Middle Belt region, are particularly 
susceptible to spontaneous and 
protracted outbreaks of politically 
motivated violence. A repeat of 
such insecurity could lead to a 
countrywide deterioration in Nigeria’s 
security environment, which could 
impact on the country well beyond 
the conclusion of the 2015 election 
cycle. 
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Islamist extremism and electoral 
malfeasance are not the only factors 
which could impact on socio-political 
stability in Nigeria. In 2015, a peace 
accord which brought a tentative end 
to an armed insurgency in Nigeria’s 
oil-rich but impoverished Niger 
Delta region is set to expire. Signed 
in 2009, the amnesty agreement 
provided Niger Delta militants with 
vocational and financial incentives in 
exchange for not challenging state 
authority or disrupting oil production. 
The scheduled expiration of the 
agreement and the concomitant 
loss of the aforementioned benefits 
however could see a return to 
violence. This is particularly true given 
that much of the structural problems 
which precipitated the insurgency – a 
lack of infrastructural development, 
limited employment opportunities 
and industry-related environmental 
degradation – continue to persist 
across the Niger Delta.

While the possibility that authorities 
could extend the agreement remains, 
they have remained conspicuously 
evasive when questioned on the 
matter. Current evidence suggests 
that the budgetary implications of 
extending the agreement may prove 
too much of a financial burden for 
the federal government to bear, 
particularly given the resources 

required to combat the Boko Haram 
insurgency and concurrently organise 
general elections. Consequently, 
2015 could well mark the rebirth 
of one of Africa’s most costly and 
pervasive oil insurgencies. 

 
 

 
As in previous years, a return to 
violence will likely manifest in acts 
of oil bunkering, the sabotage of oil 
infrastructure and, perhaps most 
worryingly, the pervasive kidnapping 
of foreign expatriates employed in the 
oil industry.  

Theatres of influence in Nigeria

This map denotes voting behaviour in Nigeria’s 37 administrative states during the 
country’s 2011 presidential elections.  It also delineates areas in which non-state 
armed groups have operated and continue to operate. 

 Political and Boko Haram-related violence and fatalities (2007 to 2014)

The Nigeria Social Violence Dataset, John Hopkins School of Advanced 
International Studies (SAIS). * Denotes years in which presidential elections were 
held in Nigeria. 

https://www.google.com/maps/d/edit?mid=z8LmiQtl9fVQ.kz0SHVoBkPAE
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In October 2014, the world witnessed 
the 27-year reign of Burkina Faso’s 
president, Blaise Compaore, 

unravel in less than 72 hours. An 
attempt by Compaore to amend 
the Burkinabe constitution, which 
would have allowed him to stand 
for re-election in Burkina Faso’s 
October 2015 presidential ballot, 
catalysed a civil insurrection which 
drew the support of all facets of 
Burkinabe society. Outnumbered and 
outmanoeuvred, Compaore was left 
with few alternatives but to tender his 
resignation – a decision which was 
celebrated as a victory for democracy, 
both within and outside of Burkina 
Faso’s borders. 

The events which led to and 
precipitated the fall of one of Africa’s 
strongmen have sent reverberations 
across the continent.This would 
have been particularly palpable in 
those countries where other long-
serving presidents were seeking to 
extend their constitutional rule. These 
include the Democratic Republic of 
Congo’s Joseph Kabila, the Republic 
of Congo’s Denis Sassou-Nguesso, 
Togo’s Faure Gnassingbe, Benin’s 
Yayi Boni, Uganda’s Yoweri Museveni, 
Burundi’s Pierre Nkurunziza, as well 
as Rwanda’s Paul Kagame. Concerns 
regarding the contagion effect of 
the Burkinabe revolution would also 
likely have been felt by other long-
serving African presidents who, in the 
absence of being vexed by the issue 
of presidential term limits, were facing 
increasing calls for political reform. 
The most glaring examples thereof 
include Equatorial Guinea’s Teodoro 
Obiang Nguema, Sudan’s Omar al-
Bashir, Zimbabwe’s Robert Mugabe, 
and Angola’s Jose Eduardo Dos 
Santos.

However, will the toppling of 
Compaore ignite a comparable 
political wildfire in Sub-Saharan Africa 
in the same manner in which the  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
fall of Tunisia’s Zine al-Abidine Ben 
Ali marked the advent of rapid and 
violent regime change in the Arab 
world?

When thousands of protesters 
stormed the National Assembly 
building on the eve of Compaore’s 
ouster, the absence of the Burkinabe 
armed forces was conspicuous. 
Instead of suppressing the unrest,  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

the majority of soldiers chose to stay 
in their barracks while the National 
Assembly and other state institutions 
were ransacked and burned to the 
ground. Their actions confirmed 
growing suspicions that support for 
Compaore among the Burkinabe 
armed forces had waned – a 
quandary first highlighted in 2011, 
when the non-payment of army 

An ‘African Spring’?

Africa’s longest-serving strongmen

“The events which led to and precipitated the fall of one 
of Africa’s strongmen have sent reverberations across the 
continent.”
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salaries triggered a countrywide 
military revolt. While Compaore 
could be accused of neglecting 
his army, the same cannot be said 
of many of the aforementioned 
regimes. 

Cognisant of their roles as the 
guarantors of executive authority, 
resource-rich semi-authoritarian 
governments in countries such 
as Sudan, Angola and Equatorial 
Guinea have exploited state 
resources, and continue to do so, 
to grease the wheels of military 
patronage. Elsewhere, less-endowed 
strongman regimes, such as those 
in Rwanda, Uganda and Burundi, 
will continue to manipulate existing 
ethno-political cleavages as a means 
of leveraging the support of their 
respective militaries. 

However, while many of Africa’s 
strongmen will continue to enjoy the 
unfettered loyalty of their armies in 
2015, a few may find their situations 
to be more precarious. One such 
example is that of the DRC’s divisive 
president, Joseph Kabila. Kabila’s 
economic neglect of the Congolese 
army, in addition to his controversial 
policy of ‘rewarding’ anti-government 
warlords with high-ranking military 
positions, have seen the statesman 
lose significant support among 
his military hierarchy, a fact most 
saliently underlined by the two 
attempted military coups his regime 
has faced since coming to power 
in 2001. In 2015, Kabila will likely 
persist in his attempts to amend 
the Congolese constitution, thereby 
facilitating his eligibility for re-election 
the following year. However, in doing 
so, Kabila could face a significant 
civil insurrection, which members 
of his military may paradoxically 
be more inclined to support than 
suppress. 

In addition to the actions of the 
military, the Burkinabe revolution 
was rooted in a change in the 
country’s political equilibrium. 
Defections by influential members of 
the ruling Congress for Democracy 

and Progress (CDP) party led 
to the creation of a well-funded 
and politically relevant opposition 
which, in turn, drew the support 
of a vibrant and youth-driven civil 
society movement. For the first 
time, opposition to the Compaore 
regime stemmed from an organised 
socio-political alternative capable 
of harnessing popular discontent 
and channelling it in a unified and 
revolutionary voice. 

However, in many other strongman 
regimes, the presence of a vibrant 
and politically resonating opposition 
is conspicuously absent. In the wake 
of Compaore’s fall, attempts by 
opposition movements in countries 
such as Republic of Congo, Benin 
and Zimbabwe to catalyse similar 
uprisings fell well short of the mark, 
a trend which is not expected to 
change in 2015. Nonetheless, 
developments in Burkina Faso may 
well help to galvanise reasonably 
organised anti-government and 
civil society movements into a more 
formidable force. In this regard, 
the Togolese administration of 
Faure Gnassingbe could face an 
invigorated political opposition, 
coalesced under the Collectif 
Sauvons le Togo (CST) movement, 
should he attempt to stand for re-
election during the country’s March 
2015 presidential ballot. Whether 
this will translate into Gnassingbe 
befalling the same fate as Compaore 
will depend on the CST’s ability to 
garner the sympathy of the country’s 
ethno-political orientated military.  
 
 

“…in many other strongman 
regimes, the presence of 
a vibrant and politically 
resonating opposition is 
conspicuously absent.” 

The dawn of Burkina Faso’s ‘Spring’ 
resulted from a myriad of specific 
changes in the country’s social-

political climate. The prevalence 
of such conditions, with specific 
reference to revolution-conducive 
shifts in prevailing civil-military 
and opposition dynamics, remains 
discernibly absent in many 
comparable strongman regimes. 
Consequently, it is unlikely that 
the fall of the Compaore regime 
alone will ignite a chain of similar 
regime change across the continent. 
Nonetheless, this does not mean 
that 2015 will not see significant 
change in Africa’s political 
landscape. 

The events in Burkina Faso may 
well prompt many long-serving 
leaders to abandon their plans to 
‘adjust’ their respective countries’ 
constitutions and extend their 
political shelf-lives. Moreover, other 
continental strongmen may also 
lend a more attentive ear to the 
growing calls for political reform 
by an increasingly frustrated and 
perhaps more emboldened citizenry. 
This could lead to the strengthening 
of democratic institutions and foster 
a greater degree of stability in a 
historically unstable continent. 

There is a strong possibility 
however that the status quo 
persists. Statesmen may persevere 
in their plans to prolong their 
political longevity and/or continue 
with governance systems where 
repression, and not democratisation, 
is the raison d’etre. 

This could result in significant 
political upheaval in many parts 
of the continent in the coming 
year. While such events may not 
necessarily conclude in the same 
manner witnessed in Burkina Faso, 
their impact may prove to be as 
profound. 
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South Africa celebrated 20 
years of democracy in 2014. 
Paradoxically, this was also the 

year in which the country recorded 
its highest levels of public unrest 
since the fall of the apartheid regime. 
According to police statistics, a total of 
13,508 incidents of civil unrest were 
reported across South Africa between 
April 2013 and March 2014. This is 
in comparison to 12,399 incidents in 
2012/2013 and 12,654 in 2011/2012. 
Along with an increase in frequency, 
protests have also become more 
violent, and have been characterised 
by the destruction of public and private 
property, as well as confrontations 
between police and demonstrators. 

Which factors catalyse the increasing 
incidents of protest action in South 
Africa? Moreover, what can be 
expected in 2015? In answering the 
first question, it is worthwhile to note 
that factors driving protest activity in 

South Africa are highly complex and 
multi-layered. Nonetheless, certain 
trends have been identified. 

South Africa experienced a marked 
increase in labour-related unrest 
in recent years, with the situation 
deemed to be particularly precarious 
in the country’s mining sector. Low 
wages, inflationary pressures and 
labour union dynamics have all played 
a part.

The industrial action has had a 
particularly acute economic impact. 
In one of the costliest strikes on 
record, an estimated ZAR24 billion 
(US$2.25 billion) was lost in South 
Africa’s platinum mining sector due to 
industrial action which extended from 
January to June 2014. The relative 
success for workers in the 2014 
platinum sector industrial action, which 
concluded with mine owners largely 
ceding to workers’ demands, has

raised concerns that other economic 
sectors may be inspired to follow 
suit in 2015. This will be of particular 
concern during the country’s annual 
strike season, which extends from April 
to July. Apart from causing significant 
revenue losses, labour agitation 
could also conceive large-scale and 
potentially violent unrest, with the 
threat assessed as being pronounced 
in major economic centres. Moreover, 
such industrial action could lead to 
a significant decline in foreign direct 
investment and associated job cuts. 
This could worsen South Africa’s 
already burgeoning unemployment 
difficulties and subsequently feed a 
perpetual protest cycle. 

“Lacking the economic means 
to survive…protesters are 
becoming more inclined to 
resort to violence in expressing 
their frustration at the socio-
economic status quo.”
On the issue of unemployment, data 
garnered from South Africa’s most 
recent census in 2011 suggests 
that an estimated 1.32 million South 
African youths between the ages of 
20 and 24 are currently unemployed. 
The majority of these individuals 
were found to be resident in South 
African communities where access 
to basic services was limited to non-
existent. It is therefore not surprising 
that the majority of protests recorded 
in South Africa occur in the country’s 
low-income settlements, which are 
generally located on the outskirts of 
major towns and cities. Demographic 
analysis of these demonstrations, 
often defined under the catch-
all descriptor of ‘service-delivery 
protests’, further indicated that young 
unemployed men were the key 
instigators of such public unrest. 

Cumulative protests in South Africa (2004 to 2014)

*Data supplied from the South African Police Service’s Incident Registration 
Information System.

The struggle for South Africa: 
Twenty years on 
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Lacking the economic means to survive and residing in 
areas where access to basic amenities is severely limited, 
protesters are becoming more inclined to resort to violence 
in expressing their frustration at the socio-economic status 
quo. Stimulating economic growth, improving basic service 
delivery and creating employment opportunities are the 
clear panaceas to this form of unrest. 

 

However, in June 2014 the World Bank cut South Africa’s 
economic growth forecast  for 2015 from 3.4 percent to 
3 percent. This figure is significant; in his 2014 State of 
the Nation Address, President Jacob Zuma noted that the 
South African economy would only be able to stimulate job 
creation with an economic growth rate exceeding 5 percent. 
Consequently, an upward trend in the frequency and 
perhaps violent nature of socio-economic protest activity is 
expected to continue in 2015.  

A final consideration to the upsurge in South Africa’s 
worsening protest phenomenon may be rooted in the 
country’s prevailing political climate. Hampered by 
allegations of corruption, maladministration and party 
infighting, the political monopoly of the ruling African 
National Congress (ANC) appears to be waning. This 
has translated into increasing support for the country’s 
political opposition, which is spearheaded by the liberalist 
Democratic Alliance (DA) party and the newly-formed and 
far-left Economic Freedom Fighters (EFF) movement. The 
increased competition in South Africa’s political sphere 
appears to be aiding the rise in protests and related acts 
of violence. This was perhaps exemplified during South 
Africa’s 2014 general elections, which were marred by 
several incidents of politically motivated violence.

Although the nature of the unrest was localised and did 
not impact on the credibility of the vote, the distribution of  
recorded incidents was telling. The country’s most tightly 
contested provinces, the Western Cape and Gauteng, 
generally experienced the majority of incidents while 
respective party strongholds were significantly less affected. 
In light of this, there are concerns that the trend of politically

  
motivated violence could continue in the latter half of 2015, 
as the country prepares for municipal elections in 2016. 

“The increased competition in South Africa’s 

political sphere appears to be aiding the 

increase of public violence.” 

Moving into 2015, it is unlikely that South Africa will 
experience a sustained and coordinated protest campaign 
that could lead to social, economic and/or political change 
reminiscent of that witnessed during the Arab Spring or 
more recently in Burkina Faso. That being said, many 
factors which were key drivers to such events, particularly 
that of labour unrest, high youth unemployment and the 
apparent decline of a monopolistic ANC-led regime, are 
conspicuously present in South Africa. Left unchecked, 
these issues may well flare-up in a country where violent 
protest action is often described as being embedded in its 
culture.

Selected protest data

The number of people arrested 
during violent service-delivery 
protests between April 2012 and 
March 2013.

The number of protesters killed in 
South Africa between 2004 and 
2014.

The aggregated number of violent 
protests occurring across South 
Africa on a daily basis.

3,680 

80 

5
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which may contribute to the threat. These include crime, conflict, economic malaise, political instability, corruption and weak law enforcement capabilities. For more information, visit www.red24.com
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Kidnapping, in its variant forms, 
continued to pose a significant 
global security risk in 2014. 

Conservative estimates place the 
number of kidnapping incidents 
worldwide at several hundred 
thousand per year. Although the 
majority of kidnappings are not 
directly financially motivated, red24 
estimates that between 30,000 and 
40,000 kidnapping for ransom and 
extortion (KRE) incidents occur 
on an annual basis. Motives for 
the remainder of incidents include 
human trafficking, marriage, forced 
labour, political/religious tensions and 
revenge. When it comes to victims, 
the vast majority of kidnappings 
affect locals. Although less than 5 
percent of reported KRE activity is 
assessed to affect foreign interests, 
the risk of kidnapping remains a real 
and direct threat to foreign nationals 
and operations abroad.

The personal, psychological, 
financial and operational 
repercussions of kidnapping can be 
severe. Numerous criminal, extremist 
and financially motivated kidnapping 
groups will continue to view foreign 
nationals as high-value targets; this 
is due to their perceived ability to 
raise significant ransoms, or for their 
propaganda value. As such, KRE 
will remain a pervasive and credible 
security risk to foreign recreational 
and business travellers, as well as 
international business operations 
in numerous locations worldwide in 
2015. 

“…KRE will remain a pervasive 
and credible security risk 
to foreign recreational and 
business travellers…”

Data sourcing and authentication 
have remained a major challenge 
in the tracking and assessment of 
kidnapping incidents and trends in 
2014. Poor reporting rates contribute 
to the general unreliability of 
kidnapping statistics; it is estimated 
that between 70 and 90 percent 
of kidnappings go unreported. 
Underreporting is a particular 
problem when it comes to abductions 
involving locals, as well as those 
which take place in insecure and 
conflict-ridden environments, where 
poor media presence, inadequate 
law enforcement and judicial 
systems, and police collusion 
contribute to low reporting rates. In 
addition, many governments do not 
release official kidnapping statistics 
at all, or when they do, official 
statistics fail to fully represent the 
scale and nature of the kidnapping 
threat.

Thematically divided into three 
parts, red24’s 2015 Threat Forecast 
kidnapping assessment will open 
with a discussion of the key regional 
and country-specific kidnapping 
developments of 2014. Taking this 
into account, we have identified 
several political, socio-economic 
and security factors as possible 
contributors to elevated kidnapping 
threats. These elements, together 
with current kidnapping dynamics, 
will be used to forecast areas most 
likely to be affected by kidnappings in 
2015. Furthermore, additional areas 
where the potential exists for an 
increase in, or re-emergence of an 
elevated kidnapping threat to foreign 
nationals over the coming year will 
also be highlighted.

This will be followed by an 
assessment of the perpetrators and 
victims of kidnapping, as well as which 
target groups will face the highest 

risk of being kidnapped in 2015, 
where, and by whom. We will touch 
on the most prominent groups that 
use kidnapping and extortion as an 
accepted modus operandi, highlighting 
which groups red24 believes are likely 
to pose an increasing, emergent or 
declining threat going forward.

 
Recognising the diverse and evolving 
threat kidnapping poses, and the 
various forms it takes, we will examine 
traditional and non-traditional forms 
of kidnapping. It is red24’s position 
that non-traditional kidnapping 
variants, in particular the fairly new 
phenomenon of virtual kidnapping, 
will present an increasing risk going 
forward; as such, we have identified 
areas where this threat will be 
most pronounced in 2015. We will 
highlight the threat posed by extortion, 
specifically how extortion rates have 
overtaken kidnapping rates in long-
term traditional kidnapping hotspots, 
as well as the growing security risk 
that extortion is expected to pose to 
business operations in developed 
countries in 2015.

“…despite reduced incident 
rates, piracy will continue to 
pose a security risk to maritime 
crew, cargo and operations in 
many regions of the world.”
 
Finally, it is red24’s opinion that, 
despite reduced incident rates, piracy 
will continue to pose a security risk to 
maritime crew, cargo and operations 
in many regions of the world in 
2015. With the decline of Somali-
based piracy since 2011, piracy for 
ransom incidents have been largely 
overtaken by armed robbery at sea. 
Nonetheless, both threat types are 
assessed to be present, and growing, 
in piracy hotspots, the Gulf of Guinea 
and South East Asia. As such, we 
will conclude with a brief discussion 
on the maritime risks anticipated in 
these areas, and developing trends 
in 2015. 

Introduction
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Kidnapping for ransom and extortion (KRE) will continue to pose a complex, and growing, security risk to foreign 
travellers and business operations in numerous areas of the world in 2015. As is the case with other security 
risks, such as terrorism or crime, kidnapping activity seldom manifests in a vacuum. Elevated kidnapping levels 

can be viewed as both a contributing factor to and an outcome of a particular security environment, be it region-, 
state-, or area-specific.

“Elevated kidnapping levels can be viewed as both a contributing factor to and an outcome of a 
particular security environment…”
In last year’s Threat Forecast, red24 identified the following high- and extreme-risk destinations as the primary 
kidnapping hotspots for 2014: Afghanistan, Mexico, Nigeria, Pakistan, the Philippines, Somalia, Syria, the Sahel, 
Venezuela and Yemen. Albeit with some variations in terms of scope and scale, this assessment has proven accurate 
to date. However, changing national and regional security dynamics over the past 12 months have also resulted in 
new and re-emergent kidnapping threats in places. 

When compiling the 2015 kidnapping forecast, in addition to 2014 trends and developments, red24 has taken the 
inherent interplay between kidnapping risk levels, and social, economic, political and security dynamics into account. 
Crime, political instability, economic problems, poor institutional control and conflict have been identified as potential 
contributory factors in the emergence of new or the increase in existing kidnapping threats.

Kidnapping dynamics in 2015

Contributory factors to elevated KRE riskContributory factors to elevated KRE risk

Areas with high rates of violent crime are often subject to an elevated kidnapping threat.
Well-established organised crime syndicates may use kidnapping for ransom and extortion 
and non-traditional kidnapping methods as part of their modus operandi. 
Members of unsophisticated, opportunistic street gangs may also turn to kidnapping as a 
means of generating income.

Areas subject to poor institutional control, including weak law enforcement, can be highly 
susceptible to kidnapping activity. 
Government and security force personnel and institutions are generally unable to exercise 
their authority effectively. 
High levels of corruption in the public and private sectors, police ineffectiveness and collusion, 
and poor judicial oversight, also play a role in enabling kidnapping activity to take place.

Political instability holds the potential to manifest in protracted or intermittent elevated 
kidnapping activity. 
The rate of kidnappings motivated by inter-political rivalries and election and/or succession 
disputes often increases during periods of heightened political tension. 
Wrongful or extra-judicial detentions also pose a significant and unpredictable security threat 
in countries experiencing widespread protest action and political instability.

Periods of economic difficulty, such as recessions, rising interest rates and cost of living, may 
lead to corresponding increases in criminal activity.
Accompanying high unemployment levels, income disparities and rapid urbanisation are also 
possible triggers for increased kidnapping activity.
Adverse national economic conditions and periods of economic deprivation hold the potential 
to trigger an uptick in kidnapping activity.

Conflict-affected security environments are often conducive to elevated levels of kidnapping 
activity. 
High levels of insecurity serve to both encourage and enable militant and criminal groups to 
orchestrate kidnappings for financial, ideological or political gain.
Lack of authority allows perpetrators to act with little or no impunity.
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• 
 
• 
 
•
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As a result of this assessment, red24 has a revised and updated list of global kidnapping hotspots for 2015. In addition, we have 
compiled a watch list for countries and regions we believe may be subject to a new, increased or re-emergent kidnapping threat 
going forward. A table of the respective forecasts has been included below. 

In the Americas, kidnapping levels remained fairly consistent in 2014, with the overall 
number of incidents still very high in comparison to other regions. Of the nine countries 
in the region rated as high-risk for kidnapping, Mexico and Venezuela are expected to 
continue to be worst affected by KRE in 2015. In Mexico, drug cartels will continue to use 
kidnapping as a tactic to encourage violence, spread insecurity and generate income. 
However, gangs and organised crime syndicates will continue to constitute the primary 
kidnapping threat in Mexico over the coming year, and increasingly take advantage of the 
poor security environment to extend their kidnapping and extortion activities. In Venezuela, 
fast-deteriorating socio-economic circumstances and poor institutional and security force 

control, manifested in an increase in kidnapping activity in 2014. An imminent improvement in this situation is unlikely in the short-
term, and kidnapping rates are expected to remain high in 2015. Elsewhere in the region, the trend of declining kidnapping activity 
by rebel groups, including the Revolutionary Armed Forces of Colombia (FARC) (Colombia), Shining Path (Peru) and the Ejercito 
del Pueblo Paraguayo (EPP) (Paraguay), is expected to continue. Furthermore, the steady yearly decline in kidnapping rates in 
Colombia will likely continue in 2015. In the central regions, extremely high levels of violent crime and lawlessness in El Salvador, 
Guatemala, Haiti and Honduras should be monitored closely, as they hold the potential to form the basis for a surge in KRE cases 
in the short-term. Finally, non-traditional kidnapping methods, including express and virtual kidnapping, will present a persistent 
security risk in 2015, particularly in Brazil, Mexico and Argentina. 

To access red24’s 2015 Global Kidnapping Hotspots and Global Kidnapping Watchlist graphics, please view the 
images on page 55 and 56.

Regional threat breakdown

Americas

Global kidnapping hotspots 2015

Afghanistan

Iraq & Syria

Libya

Mexico

Nigeria & Cameroon

Somalia & Kenya

Pakistan

Philippines & Malaysia

Sudan

The Sahel (North Africa)

Venezuela
Yemen

CAR & DRC

Colombia

El Salvador

Guatemala

Haiti

Honduras

Lebanon

Mozambique

Papua New Guinea

Russia (The North Caucasus)

Turkey
Ukraine

Global kidnapping watchlist 2015
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Middle East and  
North Africa (MENA)

High-profile abductions of foreign 
nationals in Algeria, Libya, Syria, Yemen 
and elsewhere in 2014 highlighted 
the significant and ongoing threat 
kidnapping poses in various areas 
of the Middle East  and North Africa 
region. Conflict-related developments 
in Syria and the deteriorating security 
environment in Iraq have manifested in 
an upsurge in Islamist extremist militancy 
in both countries, with kidnappings 
commonplace. The rise to prominence of 
the Islamic State (IS) and, in particular, 
the group’s public beheading of five 
Western nationals, has placed a global 
spotlight on kidnapping, both as a means 
of funding and an act of terrorism. 
The targeting of foreign nationals for 
kidnapping is likely to remain a major 
security risk in both countries in 2015. 
In addition, a further deterioration in 
Lebanon’s security environment as a 
result of conflict spillover from Syria is 
anticipated, particularly in the eastern 
Bekaa governorate. Tensions between 
local tribal and criminal groupings, 
non-state militia forces and Syria-based 
extremist groups will manifest in regular 
kidnappings, including cross-border 
reprisal abductions. 
Locals will remain most commonly 
targeted; however, precedent indicates 
that the risk will extend to foreigners 
operating in the affected areas. Wracked 
by conflict between various state 
and non-state armed groups, Libya 
experienced an upsurge in kidnapping 
incidents in 2014, with scores of foreign 
nationals abducted, in many cases 
for ransom; in light of the escalating 
insecurity in the country, a reversal of 
this trend is unlikely in 2015. Finally, 
in response to the poor security 
environment and political situation, 
regular kidnappings of foreign nationals 
and locals for financial and political 
motives are expected to continue at a 
high frequency in Yemen in 2015.  

Sub-Saharan Africa

In Sub-Saharan Africa, Nigeria will 
retain its position as one of the world’s 
primary kidnapping hotspots in 2015. 
Elevated threat levels will be informed 
by the Boko Haram insurgency in the 
north east and criminally motivated 
kidnappings in the southern Niger 
Delta, and major urban centres 
elsewhere, including Lagos and Abuja. 
In addition, the insurgent activities of 
Somalia-based militant group, al-
Shabaab, will continue to elevate the 
kidnapping threat in Somalia, and along 
the shared border with Kenya. Despite 
the low number of reported kidnappings 
in the Sahel in 2014, Islamist 
extremist group, al-Qaeda in the 
Islamic Maghreb (AQIM), its affiliates 
and offshoot groups are expected to 
remain an active threat to security in 
the region going forward. In terms of 
emergent risk areas, conflict-wracked 
Central African Republic (CAR) 
and the Democratic Republic of the 
Congo (DRC) have been identified as 
potential kidnapping hotspots; security 
developments in both states should be 
closely monitored.  

Asia

 
 
 
 
 
 
 
 
 
Insecurity, poor institutional control 
and the presence of numerous 
militant groups will continue to 
fuel the high kidnapping threat in 
Asia’s primary kidnapping hotspots, 
Afghanistan and Pakistan. Security 
ramifications following the completion 
of the international troop withdrawal in 
Afghanistan in December 2014 may 
result in an uptick in kidnappings in 
both states in 2015. 

The threat posed by armed rebel 
groups in the Philippines’ southern 
Mindanao region and Sulu Archipelago, 
the most prominent of which being Abu 
Sayyaf, is expected to remain elevated 
in 2015. In addition, the group’s 
successful kidnapping of foreigners 
from Malaysia’s eastern Sabah state 
in 2014 indicates that the Abu Sayyaf 
transnational threat will also remain 
elevated. India’s kidnapping rate will 
likely remain extremely high; however, 
the vast majority of incidents will 
continue to affect locals. 

Europe and Russia

Finally, kidnapping risk levels and 
incident rates are likely to remain 
fairly low in Europe in 2015, with 
the threat in Western Europe, 
the Baltic states and Russia, 
continuing to stem from organised 
crime groups. Politically motivated 
kidnappings will persist, and possibly 

increase in frequency in the conflict-affected areas of south eastern Turkey. 
Russia’s volatile North Caucasus region will also remain subject to elevated 
kidnapping activity. Finally, the insecurity in eastern Ukraine during 2014 
manifested in regular short-term kidnappings/wrongful detentions of rival 
armed groups, as well as government and media personnel. However, 
criminally motivated abductions were also reported; should the security 
environment in eastern Ukraine deteriorate further in 2015, a trend of KRE 
cannot be discounted.  



Yemen
Regular kidnappings of local  

and foreign nationals by tribal, 
extremist and criminal groups are 

expected to continue in 2015.  
General political and security 

threats may increase KRE risk,  
including in relatively ‘secure’ 

areas, such as Sanaa. Southern 
separatist and northern Houthi 

agitation may manifest in  
reprisal kidnappings.

The Sahel
The activities of transnational 

Islamist extremist militants, as well 
as smuggling and drug trafficking 
groups, will remain a key regional 

security concern in 2015.  
Highest-risk areas include central 

and southern Algeria,  
Mauritania and northern Mali; 
threat is reduced in Chad and 

Niger.

Afghanistan
KRE threat from criminal and mil-
itant groups will remain elevated; 
foreign troop withdrawal may lead 
to uptick in incidents, particularly in 

the southern and eastern  
provinces. Increased risk from April 

to July, as summer weather  
conditions are more conducive to 

 militant offensives. Business, 
media, NGO and military 

 personnel will be 
 primary targets.

Somalia & Kenya
Instability and presence of  
militants, criminal groups,  
profit-seeking clans and  

land-based pirates will ensure 
elevated KRE threat in 2015. Risk 

highest in Somalia’s Galmudug 
and Puntland regions; threat also 
extends along the Somalia-Kenya 
border. Cross-border kidnappings 

of aid workers and tourists  
to remain a key concern.

Libya
Recent upsurge in kidnapping 
activity in the northern coastal 

regions will likely continue in 2015, 
with threat stemming from criminal, 
extremist and militia groups. Risk 

will be most elevated in the vicinity 
of Benghazi and Tripoli. Journal-
ists, aid workers, diplomats and  

business personnel are 
 subject to the highest risk.

Pakistan
Presence of numerous criminal  

and Islamist/anti-Western armed 
groups will guarantee a high KRE 
threat in 2015. Spillover instability 
following the troop withdrawal in  

Afghanistan may exacerbate  
security concerns, particularly in 

Balochistan and Khyber  
Pakhtunkhwa provinces,  

Karachi and the north  
western tribal areas.

Sudan
Kidnapping will remain a key  

operational tactic of rebels and 
militant groups in 2015; risk 

 elevated in the Darfur region, 
where aid workers provide ample 

high-value targets. Conflict 
 between the Sudanese military 
and rebel factions will contribute 
 to a high threat in the Blue Nile 

and South Kordufan states.

Syria & Iraq
In light of the conflict in both 

countries, frequent KRE activity will 
persist in 2015. In Iraq, the risk is 
elevated in the central and north-

ern Sunni governorates; threat 
is reduced in the Kurd north and 

Shiite south. In Syria, aid workers 
and journalists will continue to be 

targeted countrywide for  
ransom/political 

 purposes.

Nigeria & Cameroon
The Boko Haram insurgency will 
continue to elevate the KRE risk 

in northern Nigeria in 2015. Threat 
will also extend into northern 
 Cameroon, where a spate of  
incidents took place in 2014.  

Criminally/politically motivated 
kidnappings will continue in Niger 

Delta, with piracy in the Gulf of 
Guinea an additional  

concern.

Philippines & Malaysia
KRE activities of Abu Sayyaf and 

other insurgent groups in  
Philippines’ southern Mindanao  
region and the Sulu Archipelago 
will continue to pose a significant 

threat in 2015. Further kidnappings 
of local and foreign nationals by  

Philippines-based groups in 
 Malaysia’s Sabah state are  

anticipated.

Venezuela
Venezuela is expected to remain 
one of the world’s primary kidnap 

hotspots in 2015; police corruption 
and collusion with criminal  
kidnapping syndicates will  
exacerbate the overall risk. 

Wealthy locals will be primarily 
targeted; however, abductions of 

foreign nationals should be  
anticipated.

Mexico
Spike in kidnapping rates in 2013 

and 2014 indicates that Mexico will 
remain a top kidnapping hotspot in 
2015; risk highest in Tamaulipas, 

Michoacan, Guerrero, Tabasco and 
Morelos states. Although locals 
are the primary targets, foreign 

nationals still face a considerable 
countrywide risk; extortion 

poses a growing threat.

Global Kidnapping Hotspots 2015
In its various forms, kidnap for ransom and extortion (KRE) has remained a global security threat in 2014; this trend is expected to  
continue in 2015. red24 has identified the following geographical areas as being most conducive to kidnapping activity going forward.  
In line with red24’s client focus, an elevated risk to foreign nationals, including leisure and business travellers, NGO and media personnel 
and foreign business operations, is a primary criterion. Accurate data sourcing and authentication remain a challenge in the assessment of 
KRE trends. As such, general security threats, incident rates and anecdotal evidence have also been taken into account.
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Kidnappings in the south 
eastern regions have declined 
since the March 2013 ceasefire 

agreement between the government 
and separatist rebels. However, 
incidents were reported in 2014. 
Should negotiations falter, further 

kidnappings targeting local 
construction workers, teachers 

and officials, and possibly 
foreign nationals are 

possible in 2015.

 
 
 

High violent crime rates have 
created an environment where 
well-armed and sophisticated 

criminal gangs, often associated with 
the drug trade, conduct kidnappings 

with impunity. A continuation of 
this trend is anticipated in 2015; 

potential high-risk areas for 
Western nationals include 
Guatemala City and Peten 

department. 

Tensions between local tribal 
and criminal groupings, non-state 

militia forces and Syria-based 
extremist groups will continue to 
manifest in regular cross-border 

reprisal kidnappings in 2015. Eastern 
Bekaa governorate likely to be worst 

affected. Locals, and nationals 
of regional states, will remain 

primary targets; however, 
the risk will also extend 

to Westerners.

 
 
 

Historically, the KRE threat 
in Haiti has been high by 

both regional and international 
standards. Despite a significant 
reduction in incidents in recent 

years, a potential uptick in 
kidnappings is possible in 2015. 
Wealthy locals, film-makers, aid 

workers, diplomatic staff and 
multinational business 
employees will be most 

at risk.

 

Insecurity in the conflict-affected 
eastern regions manifested in 

regular short-term kidnappings/
wrongful detentions of rival armed 

groups, as well as government 
and media personnel in 2014. 

Should the security environment 
deteriorate further in 2015, KRE 

and politically motivated 
kidnappings should be 
expected in eastern 

Ukraine.

 
Government security offensives 
and ongoing negotiations with 

militant group, the Revolutionary 
Armed Forces of Colombia (FARC), 
have led to a decline in kidnapping 

rates since 2012. Should talks 
falter in 2015, FARC may pose a 
re-emergent threat, especially 

to locals and Westerners 
involved in the extractive 

sector.

 
 

Due to endemic gang-related 
violence and criminal activities, El 
Salvador is one of the most violent 

countries in the world. KRE poses an 
existing security risk in this lawless 
environment, and there is potential 

for an increase in incidents, 
particularly extortion, in 2015, 

especially in San Salvador 
and surrounds.

 
A significant improvement in 
the security environments in 

the Central African Republic and 
Democratic Republic of the Congo 
is not anticipated in 2015. Conflict 

between rival armed groups, coupled 
with the presence of aid workers 

and extractive personnel may 
result in growing KRE activity, 

with locals and military 
personnel the primary 

targets.

 
 

KRE has emerged as a 
growing threat in Mozambique in 
recent years, and a continuation 
of this trend is possible in 2015. 

Wealthy locals, including nationals of 
South Asian descent and members 

of the Portuguese expatriate 
community to remain the primary 

targets; precedent suggests 
Westerners may also be 

targeted. 

 
Various security concerns, 

including high unemployment and 
violent crime rates and political 
instability, make New Guinea 

vulnerable to increased kidnapping 
activity in 2015. Wealthy locals or 
foreign nationals with a long-term 

presence in the country will be 
the primary targets; risk will 

be most elevated in Port 
Moresby, Lae and 

Mount Hagen.

Russia’s overall kidnapping 
risk rating will remain moderate in 

2015; however, the North Caucasus 
region will be subject to an elevated 

risk. Aid workers and foreign 
journalists in Chechnya, Ingushetia, 
Dagestan and Kabardino-Balkaria 
will be most at risk; however, this 

is largely because few other 
foreigners venture into the 

region.

 
 
 

High levels of violent crime 
and lawlessness have informed 
an elevated kidnapping threat in 

Honduras. A further deterioration in 
the security environment in 2015 may 
increase the kidnapping threat posed 

by sophisticated criminal gangs; 
highest-risk areas will include 
Tegucigalpa, San Pedro Sula, 

Olancho department and 
other northern areas.

Honduras

Turkey

Guatemala

Lebanon

Colombia Haiti

Ukraine

El Salvador

CAR & DRC

MozambiquePapua New GuineaRussia

Global Kidnapping Watchlist 2015
Kidnapping for ransom and extortion (KRE) will continue to pose a security risk to foreign travellers and businesses in traditional kidnapping 
hotspots in 2015. In addition, changing national and regional security dynamics in 2014 resulted in new and re-emergent kidnapping threats 
elsewhere. red24 has identified the following locations as having the potential to experience growing kidnapping activity in 2015. We have 
used crime, conflict, economic difficulties, political instability and poor institutional control as potential contributory factors; general security 
threats, incident rates and anecdotal evidence have also been taken into account. In line with red24’s client focus, this assessment is largely 
based on potential KRE risks to foreign nationals.
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Victims and perpetrators

As kidnap for ransom and extortion (KRE) continues 
to be recognised as a growing security threat in 
many areas of the world, risk identification and 

mitigation will likely remain key focus areas for individuals, 
businesses, governments and non-governmental 
organisations in 2015. The perpetrators, modus operandi 
and target groups of KRE incidents vary significantly 
from region to region, country to country, and in many 
instances, province to province. 

Arguably as important as the specific geographic security 
environment, the individual risk profile of the victim plays 
a key role in the incident itself and, in many instances, 
the potential outcome. red24 has identified several 
overarching trends and dynamics with regard to victims, 
perpetrators and outcomes; these are used to assess 
kidnap threat levels for 2015 and form a base from which 
to mitigate client exposure to the threat of kidnapping. The 
risk levels discussed below are indicators of the threat to 
those foreign nationals operating in high- and extreme-
risk locations with poor or no risk-mitigation strategies in 
place. It is red24’s position that risk mitigation, through 
security and contingency planning, will reduce security 
risks to persons and/or foreign businesses operating in 
these areas in 2015. 

Perpetrators 
 
In general terms, perpetrators conducting kidnappings 
remain divided into two broad categories of motivation; 
financial and ideological. The former includes those 
kidnappings motivated by some kind of monetary or 
equivalent reward. Ideologically motivated kidnappings 
are conducted to draw attention to a certain agenda; be it 
political, social, religious or other. 

Groups which employ kidnapping as a modus operandi 
continue to be broadly differentiated into criminal gangs 
and syndicates, as well as ideologically motivated groups, 
including political, militant, rebel and Islamist extremist 
groups.  

Although kidnappings attributed to criminal groups 
garnered far less media attention in 2014 than those 
conducted by militant groups, criminal groups were 
responsible for a high percentage of KRE incidents in 
2014.  

The distinction between various groups becomes blurred 
in areas where militant groups pose a significant threat, 
such as Afghanistan, Libya and Syria. In conflict zones, 
armed groups (whether criminal or militant) are expected 
to continue to be driven by both financial and ideological 
motivations in 2015. For example, in Syria, militants will 
pursue a dual path; some hostages will be held and 
subsequently released after the payment of a ransom 

red24 has identified the below ideologically and/or politically motivated 
groups on the basis of the potential kidnap for ransom and extortion 
threat they may pose in 2015.The groups are depicted on a spectrum 
of anticipated static, re-emergent, increasing or declining threat levels.

Islamic State Sunni militant organisation, the Islamic State (IS), rose to prominence in 2014 after 
seizing control over large amounts of territory in Iraq and Syria. IS’s kidnap and 
extortive activities have adversely impacted thousands of people; the group has also 
kidnapped several foreign nationals for ransom and propaganda purposes. As of 
November 2014, IS had executed three American and two British nationals in Syria; 
the group is also believed to be holding additional Westerners hostage. IS will continue 

to pose a major kidnap threat to foreign nationals operating in Iraq and Syria in 2015.

Islamist extremist group, Boko Haram, continued to escalate its insurgency against 
Nigeria’s government in 2014. In addition to insurgent and terrorist attacks, the use of 
kidnapping as a tactic and the abduction of over 260 female students in Chibok, Borno 
State, generated global media attention. Boko Haram also demonstrated its ability to 
secure large ransom payments for Westerners abducted in Nigeria and Cameroon. 
The group will continue to pose an elevated kidnap threat to locals and foreign 

nationals in 2015; the upcoming general election may fuel an increase in incidents.

Boko Haram

Prior to the rise of IS, Sunni extremist group, the al-Nusra Front, was widely viewed as 
the most operationally sophisticated non-state armed group active in the Syrian 
conflict. Formed with the intention of overthrowing the regime of Syrian president, 
Bashar al-Assad, and installing an Islamic state, al-Nusra continued with its armed 
campaign in 2014. The group was also responsible for the kidnapping of several 
Western nationals for ransom. Although superseded by IS in 2014, the al-Nusra Front 

will continue to pose a kidnapping threat in 2015, specifically to Western nationals.

Al-Nusra

Islamist militant group, al-Shabaab, has traditionally posed a kidnapping threat in 
Somalia and neighbouring countries. The number of incidents attributed to al-Shabaab 
has been low in recent years; this reflects the limited activity of foreign nationals in their 
operational areas, not a reduced threat. In 2015, al-Shabaab will remain committed to 
using kidnapping to draw attention to its political-religious agenda and finance its 
activities. In Somalia, aid workers and journalists will be targeted; in Kenya’s 

cross-border and coastal regions, aid workers and foreign tourists will remain high-value targets.

Al-Shabaab

Yemen-based al-Qaeda affiliate, al-Qaeda in the Arabian Peninsula (AQAP) and local 
affiliate Ansar al-Sharia (AS), posed a security threat to state and foreign interests in 
Yemen in 2014. However, no noteworthy kidnapping activity was attributed to either 
group over the past year, with criminal/tribal elements responsible for the kidnapping of 
scores of Westerners. Despite the recent drop in incidents, AQAP/AS will maintain the 
operational capability to kidnap locals and foreign nationals in 2015, particularly in the 

groups’ operational areas in the east and south eastern regions.

AQAP / AS

Taleban

AQIM

Abu Sayyaf, an Islamist militant group, is the most prominent separatist group fighting 
the central government for an autonomous state in southern Philippines. Despite 
regular military offensives, the group maintained its Sulu Archipelago and Mindanao 
strongholds in 2014. Abu Sayyaf also conducted regular transnational kidnappings in 
Malaysia’s eastern Sabah state, seizing tens of locals and foreign tourists. The group 
negotiated several prominent kidnappings, which were reportedly resolved in 2014 with 

high ransom payments. Abu Sayyaf’s kidnapping activities will remain a key security threat in 2015.

Abu Sayyaf

TTP

PKK

MEND

Sunni extremist group, the Taleban, continued to abduct locals and foreign nationals 
for ransom and political purposes in 2014. The anticipated security vacuum following 
the full withdrawal of the International Security Assistance Force (ISAF) is likely to 
result in a deterioration in the security environment in 2015. The government will 
remain largely unable to ensure security beyond many urban centres; this will allow the 
Taleban increased room to operate and carry out terrorist attacks and kidnappings, 

particularly in its south and south eastern strongholds.

The Tehreek-i-Taleban Pakistan (TPP), or Pakistani Taleban, maintained its 
strongholds in Pakistan’s Federally Administered Tribal Areas in 2014. In addition to 
kidnapping, the group extended its extortive activities, demanding large payments from 
individuals, including politicians and business owners, in exchange for the prevention 
of attacks and/or kidnappings of their dependents/employees. KRE activity against 
foreign businesses will also remain a concern in 2015. In addition, although mainly 

targeting local aid workers and security forces, Western nationals will remain a target of the TTP.

Al-Qaeda’s North African branch, al-Qaeda in the Islamic Maghreb (AQIM), and its 
affiliate/offshoot groups maintained an operational presence in Algeria, Mali, 
Mauritania, Niger and Chad in 2014. However, these groups were arguably less active 
than in previous years. Although past kidnappings of foreign nationals were 
purportedly conducted for ideological reasons, most incidents were resolved with the 
payment of large ransoms. Sahel-based drug smuggling, kidnap and extortion activity 

will remain primary revenue sources for Sahel-based groups in 2015.

Historically, the Kurdistan Workers’ Party (or PKK) has posed an elevated kidnapping 
risk in Turkey’s south eastern provinces. Following a March 2013 ceasefire and 
ongoing negotiations for a solution to the conflict, there was a tapering off of 
PKK-attributed kidnapping incidents. However, there are credible concerns of a 
renewal in violence in 2015. Should the PKK choose to renege on the ceasefire 
agreement, the kidnapping of locals and possibly Westerners in the south east may 

once again become a concern.

FARC The kidnapping activities of Colombia’s left-wing militant organisation, the 
Revolutionary Armed Forces of Colombia (FARC), have declined in recent years. This 
has been attributed to government security offensives and talks between the two sides 
since 2012. Nonetheless, FARC has specifically targeted foreign nationals in the past; 
apart from ransoms, these individuals have been used to demand government 
concessions. Should negotiations continue to falter in 2015, FARC may pose a 

re-emergent threat, especially to persons involved in the extractive sector.

The Movement for the Emancipation of the Niger Delta (MEND) engaged in an 
insurgency against the Nigerian state in the Niger Delta region since the mid-2000s. 
Prior to a 2009 amnesty, the group kidnapped scores of Westerners involved in the oil 
and gas industry. There are concerns that MEND factions may re-engage in 
insurgent/kidnapping activities in 2015. The general election may prompt members to 
conduct kidnappings to raise funds for political candidates, while the end of the 2009 

amnesty may trigger a return to arms and kidnap activity, for some MEND factions.

Increasing, declining and re-emerging KRE 
threat of prominent groups
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(occasionally referred to locally as a ‘fine’), while others will be held for political reasons, or for the purpose of propaganda. 
This twofold strategy was underlined in Syria in 2014 by the reported release of hostages held for ransom by the Islamic 
State (IS); a number of Western hostages held by the group were also executed. Militant groups will also frequently use 
ideology or a political agenda as a tool to increase ransom amounts. Numerous high-profile hostage releases in 2014, 
negotiated for significant settlement figures by militant groups in Libya, the Philippines, Syria, Yemen and elsewhere, highlight 
the use of purported ideologically motivated kidnappings as a form of income generation.  
 
Co-operation between criminal networks and militant groups is expected to remain a feature in most insecure regions in 
2015. In particular, the use of proxies, whereby local criminal groups sell victims to militant groups, will continue to be a 
concern in some areas, including the Sahel, Syria and Yemen.  
 
Victims  
 
It is widely accepted that, in most countries with high kidnapping rates, locals are disproportionally affected by the crime. This 
is especially the case in countries where criminally motivated kidnappings dominate, such as India, Mexico and Venezuela. 
Criminal groups are reluctant to target foreign nationals, due to the attention it may draw from media and police; these groups 
prefer to target wealthy and increasingly middle-class locals, or members of specific communities known to pay ransoms. 
In some areas, such as Somalia, locals are predominantly targeted due to the low operational presence of foreigners in the 
country. Nonetheless, foreigners and foreign interests remain high-value targets; this is due to their perceived wealth and 
ability to raise a ransom for criminal and militant groups and, in the case of Western nationals, their use as a propaganda tool 
by ideologically motivated groups. Although foreign nationals operating in high- and extreme-risk countries will be subject to a 
general kidnapping risk in 2015, certain groups have been identified as facing an elevated specific threat. Journalists and aid 
workers are expected to continue to be most at risk in 2015. Additional target groups include individuals employed in the oil, 
gas or extractive industries, private contractors, business personnel and, in places, foreign tourists. 

2013 - 71 2013 - 141
2012 - 38 2012 - 92
2011 - 71 2011 - 97

Journalists  
Journalists kidnapped globally by year

Data courtesy of Reporters without Borders. 

 

 

Aid workers
Aid workers kidnapped globally by year 
 
 
 
 
 
 
Data courtesy of Aid Workers Aid Worker Security.

 
 

•	 Journalists are specifically targeted on the basis 
of their perceived ideological bias or message, 
often as a result of their affiliation with a certain 
broadcaster or country of origin.

•	 Such incidents can involve traditional kidnapping 
and/or wrongful detention at the hands of state or 
non-state armed forces.

•	 Kidnapping of journalists is most common in areas 
experiencing regime change, a political uprising or 
low-level conflict.

•	 Foreign aid workers are high-value targets for 
various reasons, including financial gain and 
ideological motivation. 

•	 Local affiliates are also frequently targeted.

•	 In addition to ransoms, demands often include 
concessions to appease religious or cultural 
beliefs, the release of associates by authorities, 
the cessation of operations, or activities which are 
deemed to contradict a group’s ideals.
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Elevated risk areas for high-risk 
target groups in 2015 
 
In light of the worsening conflict 
between government forces, armed 
rebel groups and Islamist extremists, 
Syria is expected to remain the most 
dangerous operating environment for 
foreign nationals in 2015. Journalists 
and aid workers will be subject to 
the highest risk of being kidnapped. 
In light of the dozens of successful 
kidnappings of Western nationals 
in Syria in 2013 and 2014 and 
subsequent large ransom payments, 
as well as the continued Western 
military involvement in the conflict, 
Islamist extremist groups, such as the 
Islamic State and the al-Nusra Front, 
will remain motivated to kidnap foreign 
nationals, particularly Westerners, in 
2015. 

Due to chronic insecurity, political 
instability and the activities of extremist 
and/or rebel groups, additional high-
risk kidnap areas for foreign journalists 
in 2015 will include the conflict-affected 
areas of Afghanistan, Iraq, Libya, 
North Caucasus (Russia), Somalia, 
Sudan and South Sudan. The targeting 
of humanitarian personnel in these 
locations, as well as insecure areas 
in Pakistan and along Kenya’s north 
eastern border with Somalia, will 
remain a credible concern going 
forward. In addition, aid workers 
operating in the CAR, DRC, Lebanon, 
Turkey, Yemen, as well as Gaza Strip 
and the West Bank in Israel, may 
be viewed as potential high-value 
targets and are thus vulnerable to 
being targeted by kidnappers. In 
addition, red24 anticipates an uptick 
in financially motivated kidnappings 
and wrongful and/or extra-judicial 
detentions in eastern Ukraine; 
precedent indicates that these will 
predominantly affect local government 
officials. However, foreign media 
personnel are also at risk of being 
targeted. 
 

“…Syria is expected to remain 

the most dangerous operating 

environment for foreign 

nationals in 2015.”

Due to the geographical nature of the 
industry, oil and gas infrastructure as 
well as facilities can be based in some 
of the most hostile and challenging 
environments in the world. As such, 
employees of these operations can 
find themselves subject to significant 
security concerns, stemming from 
high levels of crime, conflict, political 
instability and other risks in or near 
their areas of operation. In many 
locations, KRE will continue to present 
a credible threat to employees 
engaged in this type of work. It is 
generally accepted that security 
risks faced by employees will be 
most elevated during travel to and 
from secure sites, and when rest 
periods involve time spent in nearby 
urban centres. Although extractive 
personnel frequently operate in the 
same risk environments as media and 
humanitarian personnel, the number 
of kidnapping incidents affecting this 
sector is likely to remain reduced. This 
is due to robust security measures and 
protocols implemented by companies 
in these sectors. High-risk locations for 
extraction personnel in 2015 include 
Algeria, Colombia, the DRC, Iraq, 
Libya and Nigeria. The anticipated 
extension of operations off the coast 
of Angola’s western Cabinda province 
holds the potential to increase the 
kidnapping threat in this region; 
foreign and Angolan oil workers may 
be targeted by the separatist Front 
for the Liberation of the Enclave of 
Cabinda (FLEC), as part of its efforts 
to halt oil production and gain control 
of the enclave. Additional areas with a 
burgeoning oil and gas industry, such 
as Cote d’Ivoire, Western Sahara, 
as well as the east African countries 
of Kenya, Uganda and elsewhere, 
may see a developing trend in the 
kidnapping of extractive personnel. 
 
 
The risk to foreign business personnel 
operating outside of the extractive 
sector will remain elevated in numerous 
urban centres in 2015, including those 
located in Afghanistan, Iraq, Mexico, 
Nigeria, Venezuela and elsewhere. 
The risk to this target group will also 
be determined by security protocols 
in place for the duration of stay; the 
possibility of being affected increases 
with long-term travel. Persons without 
adequate security or who reside in 

high-risk areas for lengthy periods 
of time are at greatest risk of being 
abducted. Furthermore, recreational 
travellers may be subject to an elevated 
KRE risk in popular tourist destinations, 
including resort areas in Malaysia’s 
Sabah state, Egypt’s Sinai Peninsula 
(outside of main resort towns), the 
mountainous area of northern Algeria, 
and the coastal regions of north eastern 
Kenya. 
 
Outcomes  
 
Indeed the majority of kidnapping for 
ransom incidents worldwide conclude 
with the payment of a ransom and 
the release or death of the hostage. 
However, most cases are resolved with 
ransom payments, which may include 
political concessions. Successful 
escapes or security force rescue 
missions are uncommon, and when 
they do occur, often result in the death 
of the hostage. In 2015, the kidnapping 
motivator, be it financial, ideological or 
both, will continue to play an important 
role in the outcome of kidnapping 
incidents. In comparison to solely 
financially motivated kidnappings, the 
resolution of ideologically motivated 
kidnappings will remain extremely 
complex. The victim’s nationality 
will continue to play an important 
role in the motivation and outcome 
of kidnappings. Foreign nationals, 
particularly Westerners, will remain 
high-value targets for some groups, 
such as Islamist extremist militants in 
Afghanistan, Iraq, Nigeria, Philippines, 
Somalia, Syria and elsewhere. Foreign 
hostages, particularly UK or US 
nationals, may be subject to a higher 
risk of being killed; this possibility 
increases should national or foreign 
actors refuse to negotiate or attempt 
a rescue operation instead. Further 
IS executions should be anticipated 
in Iraq and Syria. A new, yet related, 
risk will stem from the possibility 
of extremist groups elsewhere 
threatening to and/or executing 
foreign hostages under the guise of 
expressing solidarity with IS. The 
kidnap and execution of a French 
national by newly formed Algerian 
group, Jund al-Khilafah, in September 
2014, and Abu Sayyaf threats against 
a German couple held hostage in the 
southern Philippines highlight this 
potential threat. 



 63

Kidnapping & Piracy

The changing face of kidnapping

In addition to kidnap for ransom, non-traditional forms of kidnapping are expected to pose a significant security 
concern  in numerous regions of the world in 2015. Express and tiger kidnappings will remain a  modus operandi of 
both organised criminal groups and small-scale, opportunistic gangs. In addition, the geographical footprint of the 

fast-growing phenomenon of virtual kidnapping is expected to spread to areas that were previously largely unaffected. 
Technological advances may contribute to the evolution of virtual kidnapping tactics, fuelling a growth in the scope and 
scale of this form of crime, which has largely been orchestrated by relatively unsophisticated criminal groups. Extortion 
will continue to pose a key security risk to individuals and business operations in 2015; in places, extortion rates may 
eclipse kidnapping incident levels. 

•	 Seizure of an individual(s) against their will and the 
holding of them in order to gain certain demands.

•	 Involves demands for the payment of a financial 
settlement (cash, goods and/or property) in order to 
release the hostage.

•	 A combination of motivations is common. Extremist 
groups, who are generally politically or ideologically 
motivated, frequently demand financial and other 
concessions.

Express kidnapping

•	 Victim is abducted and held for a short period of time, 
generally only a few hours, in order to coerce some 
kind of concession or financial reward.

•	 Express kidnappings usually involve victims being 
forced to withdraw money from a series of ATMs, or 
to hand over their PIN details.

•	 Robbery of personal belongings and cash often 
accompanies this type of crime.

•	 A kidnapping is orchestrated in order to conduct 
another criminal act, typically robbery.

•	 Perpetrators generally abduct an employee of a 
business, forcing them to facilitate a robbery (or 
hold a member of their family until the robbery is 
complete).

•	 These types of kidnappings are fast-moving, taking 
place over a period of 24 to 48 hours.

Tiger kidnapping

Kidnapping for ransom
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Virtual kidnapping

•	 A ransom demand is made under the pretext of an 
individual having been kidnapped; however, there is 
no actual abduction.

•	 Relatives of the purported hostage are usually 
targeted; ransom demands are quite low.

•	 The success rate of this type of kidnapping depends 
on the perpetrator hiding the actual status of the 
victim until the ransom is paid. 

Express, tiger and virtual kidnapping
The primary reasons for the increasing use of non-
traditional kidnappings as a modus operandi by 
criminal groups include a significantly reduced risk to 
the perpetrator and a rapid financial reward. Although 
traditional kidnap for ransom incidents can conclude 
with large monetary settlements, negotiations are often 
drawn-out and accompanied by a high risk of being 
apprehended by security forces. An additional constraint 
includes having the operational capability to  hold the 
hostage undetected for a protracted period. With the 
reduced risk factor comes lower rewards; however, the 
benefits include a more regular income, with a lower risk 
of exposure.

Traditionally a feature of the Latin American criminal 
landscape, precedent suggests that non-traditional 
kidnappings will continue to pose a security risk to locals 
and foreigners in the high-risk kidnapping hotspots of 
Argentina, Brazil, Mexico and Venezuela in 2015. The 
prevalence of these incidents is expected to increase in 
other locations, including Bolivia, Colombia, Ecuador, El 
Salvador, Guatemala, Haiti and Honduras. 

In addition, a trend of non-traditional kidnappings 
increasing in frequency in other regions is expected to 
continue, and possibly increase going forward. Non-
traditional kidnappings will predominantly affect countries 
where KRE rates are already elevated, such as Algeria, 
Iraq, Pakistan, the Philippines and Yemen; tiger and 
virtual kidnappings will remain less of a concern than 
express kidnapping. 

Express kidnapping, in particular, will also pose a risk in 
countries with high crime rates. Short-term kidnappings 
are already prevalent in Kenya, Malaysia, Mozambique, 
Nigeria, South Africa, Zimbabwe and elsewhere; this 
trend will continue in 2015. 

Finally, countries in Europe and the former Soviet 
Union are expected to experience an uptick in non-
traditional kidnappings, particularly virtual kidnapping, 

over the coming year. Tiger kidnappings will remain 
a concern in Ireland, the UK (particularly Northern 
Ireland), Scandinavia, Belgium, Eastern Europe and 
Russia. Financial institutions and small businesses 
in the US will also be susceptible to this form of 
crime. This crime type  will largely continue to impact 
on individuals, families and small- to medium-sized 
businesses, posing a reduced threat to large-scale 
organisations.  
 
“Express kidnapping, in particular, will also 
pose a risk in countries with high crime 
rates.”
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Extortion

•	 The obtaining of property, including goods, money 
and/or favours/privileges by way of duress. 

•	 Involves the use of actual/threatened force, violence 
or fear, or under the pretence of official right.

•	 Can target individuals or businesses; in addition 
to threat of violence, perpetrators often threaten 
the release of confidential or potentially damaging 
personal information.

Extortion

Extortion, in its traditional forms, is forecast to remain a key global security concern in 2015. The entrenched 
presence of criminal groups, together with high crime rates and poor law enforcement capabilities, will guarantee 
high extortion rates in already adversely affected areas of Latin America. In fact, unverified information indicates 
that extortion rates have overtaken traditional kidnap for ransom rates in Mexico, Guatemala and elsewhere in the 
region.  

In addition, countries with endemic corruption and high levels of police and judicial collusion will be subject to 
extortive practices by criminal syndicates and political rivals; high-risk countries include the DRC, Nigeria, South 
Africa, Philippines, Pakistan and Papua New Guinea. In addition, individuals and communities will remain targets 
in insecure, conflict-affected and politically unstable areas, such as Yemen and Libya in 2015. The large-scale 
extortion practices of the Islamic State (IS), which extend across its territory in Iraq and Syria, illustrate this risk.  

 
 
“Extortion, in its traditional forms, is forecast to remain a key global  
security concern in 2015.” 

Finally, red24 anticipates that the threat extortion poses to larger businesses, multi-national companies, media 
bodies and government interests in developed countries will increase in 2015. In particular, the use of technology in 
the planning and orchestrating of extortion will grow, with cyber extortion  coming to the fore. European states, the 
US and Canada will be particularly at risk of being affected by extortion.

 In particular, well-organised crime syndicates and racketeering groups entrenched in many European states have a 
history of utilising non-traditional kidnap methods, including extortion. An additional threat is posed by opportunistic 
individuals, motivated by fast access to money and relatively low risks. Personal grievances may also prompt 
acts of extortion, with disgruntled former employees, business associates or suppliers posing a threat to business 
operations as well as  a reputational risk. 

Finally, with the growth in social media usage and the online presence of individuals/businesses, online monitoring 
will overtake traditional physical surveillance methods used by perpetrators of virtual and tiger kidnappings, as well 
as extortion. This development will likely pose the biggest threat in countries where identity theft  and fraud are 
already a significant problem, such as the UK.
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Key maritime security risks for 2015
Overview of 2014 piracy trends 

As with kidnapping, a high   
 percentage of piracyincidents  
  go unreported; this makes 

it difficult to accurately quantify 
incidence rates and assess trends. 
According to the latest official reports 
released by the ICC International 
Maritime Bureau (IMB) in November 
2014, 178 confirmed actual and 
attempted piracy incidents occurred 
between January and September 
2014. This indicates a marginal 
decline in reported maritime attacks 
in comparison to the same periods 
in 2012 and 2013, when 233 and 
188 incidents were confirmed, 
respectively. In addition, the 2014 
figures represent a continuation of 
the overall decline in global piracy 
incidents since 2012. However, this 
trend is viewed largely as a result of 
the decrease in the threat posed by 
Somalia-based pirates, rather than 
a reflection of a reduced risk in all 
areas affected by piracy. In light of 
this, red24 anticipates that piracy and  

maritime security will remain a key risk 
to individuals and businesses in 2015.  
 
Of the 13 confirmed incidents which 
took place in the Somalia-based 
pirates’ operational areas (Horn of 
Africa, Gulf of Aden, Oman and the 
Red Sea) between January and 
September 2014, only one was 
considered an actual attack; the 
boarding of a vessel off Tanzania. 
The 12 remaining incidents were 
categorised as attempted attacks 
and involved no actual boarding or 
seizure of vessels or crew.

 The anticipated continued decline 
in attacks by Somalia-based pirates 
in 2015 will be attributed largely to 
ongoing counter-piracy measures 
involving international and national 
maritime forces. In addition, 
declining ransom figures, as well 
as pre-emptive measures by 
international shipping companies, 
including the use of armed 
personnel on commercial vessels, 
will continue to play a key role. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Elsewhere in the world, the steady 
upward climb in confirmed incident 
rates in South East Asia in recent 
years, including 2014, is expected 
to continue in 2015. Annual piracy 
incidents in Indonesian, Philippines, 
Malaysian and Thai waters, as 
well the Singapore and Malacca 
straits, in 2011, 2012 and 2013 
were reported as 80, 104 and 128, 
respectively. Figures for the first 
three quarters of 2014 currently 
sit at 103. This indicates that the 
annual South East Asian incident 
count may supersede the annual 
rates for the past three years. The 
possibility of this upward trend 
continuing in 2015 remains high. 

Piracy has remained a significant 
security concern in West Africa’s 
Gulf of Guinea in 2014, despite a 
decrease in confirmed incidents 
from 2013. Between January and 
September 2014, 34 actual and 
attempted piracy incidents were 
reported in the region, compared 
to the 52 total incidents reported 
in 2013, and 62 in 2012. Despite 
this apparent decline, low reporting 
rates are a major problem in 
the Gulf of Guinea; an uptick in 
incidents remains a possibility in 
the final quarter. As such, red24 
believes that the risk levels in this 
region will remain high in 2015.  

Available data on piracy in the Far 
East (including the South China 
Sea) and Americas regions also 
reflects a decline in incidents in 
2014, in comparison to the same 
period in recent years. Piracy rates 
in the Indian sub-continent indicate 
an increase in incidents between 
January and September 2014: this 
trend may continue in 2015. Indian 
and Bangladeshi ports and waters 
will continue to be most adversely 
affected.

Global piracy incidents from January to September 2014

Kidnapping & Piracy
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Annual global piracy incidents from 2011 to 2013

• Defined by international law as an attack or act of violence against a 
vessel, its crew or possessions, occurring within a state’s territorial 
waters.

• The temporary seizure of a vessel and crew in order to loot cargo or 
fuel reserves.

• Crew members are generally released along with the vessel after a 
short period of time.

• Perpetrators are generally armed; the threat, and use, of actual 
violence against crew members, is a credible concern.

• In reality, the act of armed robbery at sea in its traditional form does 
occur within international waters.

Armed Robbery at sea

Piracy for ransom

• Defined by international law as an attack against a vessel, its crew 
or cargo, occurring within international waters and outside a state’s 
territorial waters. 

• Involves the seizure of a vessel and/or crew for ransom.
• Hostages are typically held for long periods of time at sea or on land, 

while ransom negotiations are underway.
• Due to their financial value, the execution of hostages is uncommon.  
• In reality, the act of piracy in its traditional form does occur within 

territorial waters.
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Actual piracy attacks

Attempted piracy attacks

Map data ©2014 Basarsoft, Google, INEGI, Inav/Geosistemas SRL, ORION-ME
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Modus operandi and dynamics

The decline in the threat and 
incidences of Somalia-based piracy 
has resulted in a significant decrease 
in the annual rates of piracy for 
ransom incidents. Holding vessels 
and crew hostage for ransom, which 
is the traditional modus operandi of 
Somali pirates, has generally not 
been adopted as a primary tactic 
in other areas prone to piracy. 
Although incidents of piracy for 
ransom do occur outside of Somalia-
based pirates’ operational areas, 
armed robbery at sea has generally 
remained the main tactic of pirate 
groups elsewhere.

Nonetheless, there are concerns 
that the hijacking of ships, cargo 
and crew for the purpose of ransom 
may become a more prominent 
operational tactic in other regions 
in 2015. In fact, several longer-term 
incidents in the Gulf of Guinea in 
2014 indicate that Nigeria-based 
pirates may adopt this modus 
operandi going forward. 

Regardless of this potential 
development, robbery at sea will 
continue to be a significant risk in 
many areas in 2015.  
 
Piracy hotspots in 2015 
 
red24 has identified the waters in the 
Gulf of Guinea and South East Asia 
as the highest-risk areas for maritime 
crime in 2015. Of the 175 confirmed 
actual and attempted incidents 
reported globally between January 
and September 2014, 133 took place 
in these two regions. In addition, as 
in the Gulf of Guinea, reporting rates 
in South East Asia are believed to 
be low; red24 estimates suggest 
that only one-third of incidents are 
reported in these regions. Despite 
concerted efforts, a significant 
improvement in poor reporting rates 
is not anticipated in 2015.

Gulf of Guinea

Maritime crime in the Gulf of Guinea, 
which extends from Cape Lopez in 

Gabon, to Cape Palmas in Liberia, 
will continue to pose a risk in 2015. 
This region, which was the focal 
point of an insurgency against 
the Nigerian federal government 
that lasted nearly a decade, has 
been viewed as a hotbed of pirate, 
smuggling and criminal activity in 
recent years. However, with incidents 
in 2014 reported as far afield as 
Angola, Ghana, Republic of the 
Congo and Mauritania, precedent 
suggests that the gradual extension 
of the geographical spread will likely 
continue in 2015. This will make it 
more difficult to police and contain 
the threat.

Nigeria-based piracy is expected to 
remain the primary regional concern 
going forward. High crime rates, 
endemic corruption, and political 
instability in many West African 
countries affected by piracy will 
continue to enable maritime crime 
in 2015. In addition, there are two 
specific domestic concerns in Nigeria 
which hold the potential to fuel an

Piracy incidents in the Gulf of Guinea (January 2013 to September 2014) 
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increase in piracy incidents. Nigeria 
will hold general elections in 2015; 
past election periods have been 
defined by an uptick in crime, piracy 
and kidnapping, with the gains used 
to fund political campaigning. 

A 2009 amnesty agreement between 
Nigerian authorities and members 
of Niger Delta militant group, the 
Movement for the Emancipation of 
the Niger Delta (MEND), will likely 
conclude in 2015. As part of its 
insurgency against the government, 
MEND has a long history of pirate and 
kidnapping activity in the region. The 
possibility remains that disaffected 
MEND members will choose to re-
engage in piracy, both as a show of 
resistance to the government and to 
fund the group’s preferred political 
candidate’s electoral campaigns. 
 
A final general concern is a possibility 
that maritime crime in the Gulf of 
Guinea will evolve from armed 
robbery, oil siphoning and bunkering, 
to well-coordinated attacks which 
may occur outside territorial waters. 
Although the incidence of crew being

kidnapped and held for ransom is still 
relatively low in comparison to past 
piracy hotspots, financially motivated 
cases (which have generated 
significant settlement payments) have 
occurred sporadically in recent times. 

South East Asia

Maritime security in the waterways 
surrounding Malaysia, Philippines, 
Singapore and Indonesia has been a 
long-standing concern in the region. 
The coordinated efforts of the above 
states have led to a significant decline 
in pirate group activities and incidents 
in the vicinity of the Strait of Malacca 
in recent years. 

However, despite these gains, an 
increase in piracy incidents continued 
to be reported in the waters of the 
aforementioned countries, outside of 
the strait, in 2014. Following 15 and 
72 confirmed incidents in Malaysian 
and Indonesian ports and waters, 
respectively, between January and 
September 2014, these two countries 
are expected to be most adversely 
affected in the coming year.  

 

Although the vast majority of incidents 
in this region are assessed to be 
actual or successful attacks, the 
threat is expected to continue to 
stem from opportunistic ‘hit and run’ 
robberies targeting smaller vessels. 
Nonetheless, there are organised 
criminal groups which have the 
operational capability to carry out 
more sophisticated attacks, including 
piracy for ransom. The hijacking of 
several product tankers off Indonesia, 
Malaysia and Singapore (within 
the South China Sea) indicates the 
potential for more significant attacks. 
red24 will continue to closely monitor 
this potential development in 2015.

Anticipated trends elsewhere

Maritime trends elsewhere in the 
world in 2015 will include a potential 
increase in incident rates in the Indian 
sub-continent, particularly in Indian 
and Bangladeshi waters, where the 
majority of incidents took place in 
2014. 

Incident numbers in the Americas are 
expected to remain fairly consistent 
in 2015; potential high-risk areas will 

Actual piracy attacks

Attempted piracy attacks

Map data ©2014 Basarsoft, Google, INEGI, Inav/Geosistemas SRL, ORION-ME
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Introduction

Individuals and businesses will 
face a significant threat from 
cybercrime in 2015. The total cost 

of cybercrime in 2014 has been 
estimated at US$445 billion, with 
US$200 billion being sustained by 
the US, China and Germany. The 
majority of this cost was related 
to damage caused by the theft of 
intellectual property, while US$160 
billion was attributed to losses to 
individuals as a result of hacking 
(for further information, see our ID 
Fraud section). It is estimated that 
in the past five years, more than 3.5 
billion records have been exposed 
as a result of cyber criminals gaining 
unauthorised access to a variety 
of sensitive data; this ranges from 
bank account details and contact 
information to proprietary business 
information. Available statistics 
indicate that there was a 26.1 
percent increase in the number of 
data breaches between January 
and October 2014, when compared 
to the same period in 2013. This 
number is expected to remain high 
as businesses and consumers 
become increasingly dependent 
on internet-connected devices and 
online services in everyday life 
through the Internet of Things, which 
is expected to encompass 30 to 50 
billion devices by 2020. 

“…in the past five years, more 
than 3.5 billion records have 
been exposed as a result 
of cyber criminals gaining 
unauthorised access to a 
variety of sensitive data.”

The energy, governmental, financial 
and retail sectors will continue to be 
targeted by cyber criminals, many 
of which are organised criminal 
groups that are financially motivated. 
Ideologically motivated cyber 
criminals, known as hacktivists, will 
also continue to present a significant 
but lesser threat to organisations in 
2015. As a result, organisations will 
remain under pressure, from both a 
business continuity and regulatory

stance, to ensure that appropriate 
security measures are in place to 
protect the integrity and safety of 
their data as well as that of their 
employees, customers andsuppliers.  
It is estimated that the UK’s financial 
sector alone spent more than US$645 
million on information security in 2014; 
such spending will likely continue in an 
attempt to protect valuable data. 

Countries most targeted in cybercrime attacks

Frances Nobes 
Global Risk Analyst 

Origins of cybercrime attacks

This map highlights the countries from which most cybercrime attacks are launched.

This map highlights the countries in which most cybercrime activities are reported.



Cybercrime - Top 10 affected countries

 
 

Russia
The country has one of the highest 

rates of ransomware encounters and 
malware infections in the world. Russian 

sites have also been targeted by 
hacktivists protesting against the 

lack of media freedom. 

 
 

United States
There have been a number of 

cyber-attacks in 2014, including 
ransomware distributions, the temporary 
closure of the PlayStation network, the 

theft of information from four major 
financial institutions, as well as 

sustained attacks on state 
infrastructure networks.

 
 

Germany
Cybercrime equated to 1.6 percent 

of Germany’s GDP in 2014; a loss of 
US$58 billion. In 2013, 64,500 

cybercrime cases were recorded; 
however, with non-reporting levels 

estimated to be at around 90 percent, 
the actual number could exceed 

600,000.

 
 

The Netherlands
In 2014, cybercrime represented 1.5 
percent of the Netherlands’ GDP, or a 
loss of US$12 billion. In relative terms, 

this is more than twice the rate of the US 
and nine times as high as that of the UK.

 
 

United Kingdom
The annual cost of cybercrime to 

the economy is estimated at £27 billion 
(US$43 billion). The most common 

cause of cybercrime in 2014 was the 
insecurity of information online, followed 
by the theft of files and financial details.

 
 

China
China lost more than US$45 billion 

as a result of cybercrime in 2014. The 
majority of this was a result of the theft of 

intellectual property from computer 
networks. Such attacks are launched 

from both within and outside of the 
country.

 
 

Norway
In 2014, cybercrime represented 

0.64 percent of Norway’s GDP, with 
estimated losses placed at US$32 billion. 

In relative terms, this is equal to that of 
the US. On 28 August 2014, 

approximately 300 Norwegian oil and 
energy companies were targeted in 

cyber-attacks.

 
 

India
58 percent of attacks in 2014 

targeted financial institutions, while the 
entertainment industry and infrastructure 
organisations each recorded 11 percent 

of attacks. The main motivation for these 
incidents is financial gain; phishing 
attacks are most commonly used to 

target individuals and 
organisations.

 
 

Brazil
More than 87,000 incidents of 

malware launches were recorded prior 
to and during the start of the 2014 FIFA 
World Cup. An attack against an online 
payment system infected over 192,000 

computers and led to 495,000 
fraudulent transactions.

 
 

Hong Kong
Statistics from the Hong Kong 

Police Force indicate that the number 
of reported cases of cybercrime rose by 

70 percent in 2013, while financial losses 
totalled US$118 million in the same year, 

nearly four times as much as 2012. 
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Cybercrime - Top 10 countries where attacks originate

 
 

Russia
The country has a robust 

cybercrime black market, valued at 
approximately US$2 billion per year, and 

hosts as many as 30 highly capable 
cybercrime groups. Russia is also known 

for state-sponsored hacking.

 
 

China
Approximately 30 percent of all 

cyber-attacks worldwide are launched 
from China. The country has been 

accused of perpetrating state-sponsored 
attacks against foreign governments and 

businesses. China has one of the 
largest military groups of cyber 

experts in the world.

 
 

Romania
The country is home to a number of 
cybercrime organisations that are 
suspected of targeting electronic 

payment systems. In 2014, two such 
attacks led to losses of US$8 million (in 

an attack targeting individuals) and 
US$240 million (in an attack on 

financial institutions). 

 
 

Eastern Europe 
At least 30 groups operate in this 

region, notably in Ukraine, Belarus and 
Poland. Cybercrime groups are 

commonly linked to organised crime 
groups and their methods include 

distributed denial of service attacks, as 
well as the deployment of malware, 

botnets and ransomware.

 
 

Brazil
A number of cybercrime groups 

operate within Brazil and conduct 
attacks both within the country and 
internationally. Brazilian cybercrime 

groups have adapted tools and 
techniques from Eastern European 
hacker groups and often use highly 
complex Russian-made software 

in their attacks. 

 
 

United States
A high number of cyber-attacks 
originate from the US and are 

perpetrated both by criminals and 
governmental organisations. These are 

aimed at various countries.

 
 

South Korea
The country recorded high levels of 

cybercrime and hacking in 2014. This 
was partly due to the comparatively 
outdated technology used for online 

banking in South Korea. Cyber criminals 
have also launched international 

attacks, mainly targeting 
the US.

 
 

Nigeria
The country continues to be one of 

the primary origins of scam and 
phishing emails. However, in addition to 

these scams, groups of young, 
disenchanted, unemployed and relatively 
tech-savvy individuals spend significant 

amounts of time establishing online 
fraud schemes.

 
 

Indonesia
The number of cyber-attacks being 

launched from Indonesia has increased 
considerably, with approximately 38 

percent of all incidents worldwide in 2014 
being launched from Indonesia. The 
country also has one of the highest 

rates of botnet activity in South 
East Asia.

 
 

Vietnam
Network-intrusion attacks originating 

from Vietnam increased significantly in 
2014. Such attacks are used to steal 

information which can be sold or used for 
financial gain. This included the theft of 

approximately 200 million personal 
records from the US and 

Europe.
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Victims, perpetrators and motives
Victims

Individuals, corporations and governmental bodies are 
all targeted by cyber criminals. Individuals were targeted 
directly and indirectly in 2014, as personal information, 

including financial data, remained a primary asset for 
cybercrime groups worldwide. The use of romance, 
investment and business scams are expected to present 
a risk to individuals in 2015 (for more information, see our 
ID Fraud section). Crucially, cyber criminals have targeted 
the personal data of millions of people by attacking 
organisations and companies that hold this information. 
Examples from 2014 include unauthorised access to 145 
million user records from eBay, which included email 
addresses, mailing addresses and dates of birth, and the 
theft of up to 1.2 billion usernames and passwords by the 
CyberVor group. Financial institutions, including JPMorgan 
Chase (of which a hack in September 2014 affected 
approximately 83 million bank accounts) and the European 
Central Bank, to name just two, were targeted by cyber 
criminals; this was not done to access financial resources 
directly but to gather personal identifiable information 
which could then be exploited for financial gain.

“…cyber criminals have targeted the personal 
data of millions of people…”
Government institutions were also targeted by cyber 
criminals in 2014, and this practice will continue in 2015. 
Affiliated organisations, including those linked to critical 
national infrastructure, defend against tens of thousands 
of attacks each day; these  include attempts to vandalise 
websites, hack into networks, disrupt operations and 
conduct espionage. 

Examples include the malware attack launched in 2014 
against more than 1,000 energy companies in North 
America and Europe by the Eastern European collective, 
known as Dragonfly, as well as the ‘Energetic Bear’ 
attacks. This infected more than 2,800 targets, including 
industrial, machinery, manufacturing, pharmaceutical and 
construction companies.

Perpetrators and motives

Although cybercrime was once the domain of lone-wolf 
hackers, the perpetrators in 2014 were largely (and 
are expected to be in 2015) powerful, highly organised 
and well-equipped cybercrime groups. For such gangs, 
including narcotics cartels, mafia and traditional organised 
crime groups, and even terrorist organisations, cybercrime 
is often among a portfolio of other illegal activities. The 
perpetrators of these crimes are best differentiated by their 
intentions. The major perpetrators and motivations have 
been listed below. 

“Although cybercrime was once the domain 

of lone-wolf hackers, the perpetrators in 2014 

were largely (and are expected to be in 2015) 

powerful, highly organised and well-equipped 

cybercrime groups.” 

Cybercrime targets (2014)
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Organised crime  
(Financially motivated )

Organised crime groups that conduct 
cybercrime activities for financial 
gain present the greatest threat 
to individuals and corporations. 
These cyber criminals seek financial 
information, including credit 
card and bank account details, 
alongside personal information. 
They commonly use this data for 
one of two purposes; to perpetrate 
fraud themselves, or to sell the 
information on the black market. 
These groups target their victims 
using various methods; these 
range from comparatively simple 
phishing attacks to complex attacks 
encompassing social engineering 
techniques and network infiltration. 

Hacktivism (ideologically 
motivated)

Hacktivists continue to threaten 
the cyber security and capabilities 
of organisations, albeit to a lesser 
extent than organised crime. 
Hacktivist groups use computers 
and networks to promote political or 
social issues or views. Such groups 
have grown in size, capability 
and notoriety in recent years, not 
least due to the popular appeal 
of Anonymous, one of the better 
recognised groups. Hacktivists 
commonly seek to damage the 
reputation and credibility of their 
targets in order to press them into 
taking a more favourable approach 
to their cause. 

In 2014, attacks by hacktivist 
groups persisted. These included 
attacks by the Syrian Electronic 
Army, which in April targeted more 
than 2,000 Israeli websites as 
well as leaking more than 25,000 
Israeli citizens’ email addresses 
and passwords garnered from 
Jeep and Toyota databases; they 
also defaced a number of websites 
and social media accounts. In 
2015, cybercrime groups linked 
to political and social movements 
will continue to disrupt business 
and governmental websites in 

order to promote their causes. 
Sites associated with potentially 
controversial issues, including 
topics as diverse as content piracy, 
nuclear power as well as politics, 
will be particularly at risk. 
 
State-sponsored (espionage 
and cyber war)

States will continue to use their 
considerable technical capabilities 
to carry out cyber espionage and 
attacks against other countries in 
2015. In 2014, there was an array of 
accusations made against countries 
such as China, the US, the UK and 
Russia, which were accused of 
targeting other nations, and in some 
cases their own citizens, in large-
scale cyber espionage operations 
during the year. US allegations in 
July 2014 that China was targeting 
US industries in order to gain a 
strategic business advantage 
were the latest example of a 
historic suspicion between the two 
countries. 

Separate from cyber espionage, 
cyber war involves a network being 
hacked by a governmental body 
in order to sabotage it or to cause 
damage to the network and its 
devices. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

This was demonstrated most clearly 
in the Stuxnet software attack 
in June 2010, which allegedly 
destroyed almost one-fifth of Iran’s 
nuclear centrifuges.  
 
The complexity of the code as well 
as the resources and time required 
to develop the software led experts 
to conclude that the available 
evidence strongly suggested that the 
worm was developed by a Western 
government.  
 
Edward Snowden and Chelsea 
Manning were identified as 
the sources of significant data 
breaches (the release of classified 
state information) in 2013 and 
2010, respectively. The cases 
demonstrated the threat of insiders 
being the source of data insecurity 
for organisations. As a result, more 
than 20 percent of UK organisations 
believed that a malicious insider 
was the biggest threat to their 
information security in 2014. These 
are commonly disgruntled or former 
employees that wish to damage the 
organisation through allowing access 
to or the distribution of potentially 
sensitive information. Although 
insider breaches are a less common 
motivation, the internal threat 
remains a concern for data security.

Cyber attack motivations (2014)

Malicious	insider	-	cases	are	typically	grouped	within	either	financially	or	

ideologically motivated.
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Types of attacks

Cyber criminals use various methods to gain access to networks and websites in order to carry out their attacks. 
Common methods include the use of malware, botnets, Distributed Denial of Service (DDoS) and SQL injection 
(SQLi). These are used alone or in conjunction with one another. Exploit kits designed to perform such attacks 

can be bought on the dark web for as little as US$15; sophisticated, high-end kits can be rented for as much as 
US$10,000 per month for large-scale or complex attacks. 

The dark web is a compilation of websites that are inaccessible using standard web browsing techniques, 
and usually requires specialised software to access. The dark web is difficult to monitor, as users have a 
greater level of anonymity.

Malware 
Software programs 
designed with malicious 
intent. Malware includes 
viruses, Trojans, worms, 
spyware and ransom-
ware. Malware can log 
your keystrokes, steal 
your passwords, observe 
your browsing choices, 
spawn pop-up windows, 
send you targeted email, 
redirect your web browser 
to phishing pages and 
report your personal infor-
mation to distant servers.

DDoS 
Attack that involves 
flooding a network or site 
with access requests in 
order to overwhelm the 
system and deny access 
to legitimate users.

SQLI 
A code injection 
technique through which 
malicious code is inserted 
into a command for 
execution (e.g. to copy 
and paste the contents 
of a database into a 
file accessible to the 
perpetrator).

The type of attack used by cyber criminals is largely 
dependent on the existing vulnerabilities in the 
target’s security. However, one tactic which will likely 
present an increased risk in 2015 is the use of social 
engineering to obtain access to computer networks. 

This exploits the fact that people are commonly 
the weakest link in information security, and uses 
online and offline techniques to manipulate an 
individual to reveal sensitive information that can be 
used by the perpetrators. Online social engineering 
methods include spam and phishing emails, while 
offline methods include impersonating employees or 
contractors.

Attacks, cost and forecast

Botnets 
Group of computers 
connected to the internet 
that an attacker has taken 
control of for malicious 
purposes. The owner 
of a computer will often 
not even realise that his/
her computer has been 
compromised and is 
being utilised to target a 
third party. 

Types of cyber attacks (2014)

Selected attack methods
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The cost of cybercrime

It is estimated that in the past five 
years, more than 3.5 billion records 
have been exposed as a result of 
data breaches. Stolen records, 
such as those obtained in the Home 
Depot data breach in September 
2014, are sold on underground 
online markets for prices ranging 
from US$0.50 to US$150 per 
file, with the average price being 
between US$1 and US$5. 

This data can then be manipulated 
and used by cyber criminals to 
cause significant financial damage; 
in one instance, a victim’s account 
details were obtained by phishing 
emails and sold to a cybercrime 

group for around US$5,000.  
The group subsequently stole 
more than US$1.6 million 
from the account. The group 
responsible for the Win32/Reveton 
malware released in 2012 made 
approximately US$50,000 per day 
through the use of exploit kits. 

“It is estimated that in the 
past five years, more than 
3.5 billion records have been 
exposed as a result of data 
breaches.”

In addition to being financially 
devastating on an individual

 

level, small and medium 
enterprises (SMEs), as well as 
large corporations, have suffered 
considerable financial and 
reputational damage as a result of 
cybercrime activities in 2014. 

A data breach of retail chain, 
Target, cost the company more 
than US$146 million, while the 
average cost of a data breach to a 
company in the US is estimated to 
be approximately US$3.5 million. 
The global cost of cybercrime to 
individuals and organisations in 
2014 is estimated to be more than 
US$445 billion. 

Forecast

Cybercrime will remain a 
significant threat to individuals and 
organisations alike in 2015. Data 
breaches will continue to pose a 
threat to financial and reputational 
welfare, particularly for retail and 
financial institutions, which will 
remain popular targets for cyber 
criminals.  
 
Governmental organisations will 
also experience cyber attacks in 
2015, in line with those recorded 
in 2014. Particular focus will be 
on departments linked to military, 
energy and financial operations. 
However, the primary motivation for 
cyber attacks will be financial gain. 

The regulatory environment 
surrounding the issue of breaches, 
and the necessity to report such 
incidents, will continue to develop 
in response to the increased risk 
and changing nature of cybercrime 
worldwide. However, the 
transnational nature of cybercrime 
will hamper the prosecution of 
perpetrators due to jurisdiction 
issues.

It is estimated that by 2020, 
between 30 and 50 billion 
devices will be connected to the 
internet of Things, as individuals 
and organisations increasingly 
linkdevices to wireless networks in 
order to control them remotely.  

This will create an increased 
number of potential targets and 
access points for cyber criminals, 
as a result of the comparatively 
poor security protocols built into 
such devices; through this, cyber 
criminals could access larger 
networks belonging to organisations 
and potentially access sensitive or 
proprietary information.  
 
Therefore, the evolution of 
connectivity will present significant 
benefits for individuals and 
organisations worldwide; however, 
it will also come with vulnerabilities. 
It is likely that the issue of security 
within these items will be widely 
focused on in 2015 and beyond. 
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Similar to traditional extortion 
incidents (see the KRE and 
Piracy section for more), cyber 

extortion is the threat or act of denying 
access to, or stealing or destroying 
of, data held on an electronic device 
unless a ransom is paid. Cyber 
extortion, as with traditional extortion, 
is underreported worldwide for a 
number of reasons. For businesses, 
admitting to being a target of cyber 
extortion could damage the reputation 
of the organisation, and place it at 
risk of being targeted again. Small 
businesses are often targeted as these 
rarely have the same level of security 
infrastructure as larger organisations, 
but still depend on access to their 
networks and the internet to ensure 
their profitability. For individuals, 
the greater deterrents to reporting 
incidents of cyber extortion are 
embarrassment at being targeted and 
fear of retribution. However, despite 
the comparatively low reporting rates 
for cyber extortion, the methods, 
trends and repercussions of such 
attacks are apparent. 

The advent of electronic currencies, 
or cryptocurrencies (such as Bitcoin), 
has coincided with an increase in 
cyber extortion rates. The universal 
and largely anonymous payment 
method makes the payment of 
extortion demands comparatively 
simple. Moreover, the single currency 
of Bitcoin negates the need for 
international cybercrime groups to 
convert their demands into different 
currencies depending on where the 
victim is based.

Cyber extortion can be carried out 
in two broad forms; through the use 
of ransomware (i.e. software that 
holds, threatens to destroy or denies 
access to data), or by making use of 
conventional cyber extortion, where 
a hacker steals data and threatens 
to release, use or destroy it unless a 
ransom is paid. 

Ransomware
In most ransomware attacks, 
perpetrators attempt to infiltrate a 
computer using traditional phishing 
methods; once a user opens the 
file, the malware locks the user out 
of certain crucial files and demands 
money to unlock them. Unlike many 
other types of malware, ransomware 
is geographically concentrated 
in Europe, western Asia, the US, 
Australia and New Zealand. The 
prevalence of ransomware in this 
area is largely due to the financial 
capacity of individuals in these 
countries, and the higher prevalence 
of internet use, rather than any 
inherent security weaknesses that 
allows access to data. 

In 2014, ransomware was delivered 
en masse through malware, such 
as CryptoLocker (see image) and 
CryptoDefense, which targeted 
businesses as well as individuals.  
The US and UK were most affected.  
Both attacks prevented users from 
accessing their devices unless a 
ransom was paid.  

Ransom demands of this kind are 
often low, ranging from US$200 to 
US$500 on average; however, if 
these demands are not met within a 
specified time period, the perpetrators 
may raise the ransom to between 
US$1,000 and US$2,000, before 
destroying the data.

Many victims of ransomware 
attacks have paid the ransom, as 
it is often a relatively small sum of 
money compared to the value of 
the threatened information. A prime 
example of this was the payment 
of a US$750 ransom by a police 
department in Massachusetts 
when their files were seized by 
CryptoLocker ransomware. However, 
the payment of a ransom neither 
guarantees the release of the 
data nor ensures that the user is 
not targeted again in the future. 
Therefore, individuals or organisations 
targeted by ransomware are advised 
against paying ransoms. 

Cyber extortion

A screenshot of the CryptoLocker ransomware
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Conventional cyber extortion

Conventional cyber extortion, 
distinct from ransomware, is the 
practice of cyber criminals gaining 
unauthorised access to data or a 
computer network, and threatening 
to damage, destroy or release the 
information unless a ransom is paid. 
Although this practice has largely 
been confined to areas in which 
ransomware is also common, there 
has been a recent increase in cases 
of this nature in Latin America. 
The majority of this is the result of 
more than 23,543 cybercrime cases 
being reported in Mexico in 2013, 
which mainly targeted small- and 
medium-sized businesses. These 
mainly involved the threat to bring 
down a network using a DDoS 
attack, which is a common method 
used in cyber extortion. Small- and 
medium-sized businesses which 
rely on network connectivity or 
internet access for their livelihood, 
such as online retailers, can lose 
thousands of dollars for every hour 
they are offline; for some larger 
organisations, losses have been 
estimated to be from US$10,000 to 
US$100,000 per hour. 

Other forms of cyber extortion are 
less automated but equally effective. 
Although the use of ransomware 
allows for thousands of victims to be 
targeted simultaneously, accessing 
one network and stealing specific 
data from a particular organisation, 
with the threat of either distributing 
or destroying the data, can result in 
substantial payouts. For example, 
in 2007, the Nokia mobile phone 
manufacturer paid several million 
euros to a cybercrime group that 
threatened to reveal an encryption 
key to its Symbian mobile phone 
source code, which could have 
allowed malware to spread across 
the whole operating system. 
In contrast, perhaps the most 
rudimentary cyber extortion tactic 
is simply tracking down personal 
data on the internet and using this to 
blackmail victims. 

Cost and forecast

The result of not paying a ransom 
can be severe. A regional bank in 
northern Florida lost approximately 
US$7 million. Other companies, 
including a composite materials 
company and a corporation operating 
assisted living facilities, lost tens of 
thousands of dollars as a result of 
the Gameover ZeuS ransomware 
(circulated in 2014). In addition, the 
loss of data and the costs of being 
denied access to crucial information 
and systems can cause even greater 
financial damage to an organisation 
than the ransom itself. The damage 
to an organisation’s reputation for 
being targeted can also have severe 
financial implications, as it may be 
deemed less trustworthy and secure.

 “Despite increased efforts 
on a national and corporate 
level, cyber extortion will 
remain a significant threat to 
businesses and individuals 
alike in 2015…”

On a national and international level, 
Europol (the EU’s law enforcement 
agency) has developed a collective 
response in combatting cybercrime 
and associated fraudulent activities 
through the European Cybercrime 
Centre. This initiative commenced 
operations in January 2013, assisting 
with analytical, technical and 
investigative support to national law 
enforcement agencies throughout 
the EU. However, the centre is only 
expected to be fully operational by 
the end of 2015. It is hoped that 
this will result in a more efficient 
reactionary response to incidents 
of cyber attacks throughout the EU, 
as well as with the development of 
analytical assessment of cybercrime 
trends and modus operandi; this 
will assist national law enforcement 
agencies with targeting syndicated 
operations originating in member 
states.

Despite increased efforts on a 
national and corporate level, cyber 
extortion will remain a significant 
threat to businesses and individuals 
alike in 2015, with an anticipated 
proliferation of ransomware attacks 
expected. The vast sums that can 
be raised from such attacks, with 
relatively little effort and in a short 
period of time, make them a vital 
weapon in any cybercrime group’s 
arsenal.

250,000
Computers infected with the 
CryptoLocker ransomware in the  
first two months of its release. 
 

US$27 
million 
Ransoms gathered by Crypto-
Locker ransomware in the 
first two months of its release.

US$30,000
Lowest recorded recovery and 
remediation cost in the US

The impact of CryptoLocker 
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Identity theft and fraud rates throughout 2014 have 
been consistently high. Although current trends in the 
UK have shown an approximate 11 percent decrease 

in identity fraud incidents in 2014 in comparison to 
previous years, more than 210,000 cases are still 
reported annually. At least 60 percent of these are victim 
impersonation and facility-takeover fraud. Available 

information indicates that between January and October 
2014, there were more than 589 information breaches; 
this resulted in the compromise of more than 76 million 
records, many of which contained personal information 
that could be used to perpetrate identity fraud. The 
majority of these breaches occurred within the medical or 
health care sector, followed by the business sector. 

Methods and victims

Instances of personal information 
compromise have been attributed 
to two primary sources; physical 
interception and electronic crimes. 
Physical interception can involve 
fraudsters stealing post from 
potentail victims; indeed, fraud 
resulting from the theft of mail in 
the UK increased by 10 percent to 
approximately US$8 million in the 
first half of 2014. 

The theft of personal identifiable 
information can be used for the 
criminal’s own use or sold on the 
black market, through the dark 
web or by other means. Data such 
as credit card details, names, 
addresses, dates of birth and 
national insurance (UK) or social 
security (US) numbers can be 
used by criminals to impersonate 
individuals for their own financial 
gain. 

This could include taking out loans 
under an assumed identity or 
purchasing items online.

Europe as a whole does not 
experience the same levels of identity 
theft found in the UK. However, 
this does not suggest that other 
European countries are immune to 
identity fraud. On average, countries 
within the EU experience 10 percent 
fewer cases of identity impersonation 
than the rest of the world. This is, 
in part, due to the implementation 
of the EU’s Anti-money laundering 

obligations (directive 2005/60/
EC) – specifically found in Articles 7 
and 8 of the aforementioned policy. 
These articles require verification 
of customer information from an 
independent and reliable source, 
which limits the success of fraudulent 
accounts being processed due to 
the stringent due diligence checks 
undergone by the financial institution 
prior to account approval. 

Identity fraud

60% 11% 37% 26%

Data breaches by sector (2014)

of ID fraud cases in 
the UK involve victim 
impersonation.

decrease in ID fraud in 
the UK from  2013 to 
2014.

of ID fraud victims 
globally are aged over 
50.

of ID fraud victims in 
the US are aged 19-29.
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Similar efforts have been 
discussed in the US, where 
identity theft crime rates alone are 
three times higher than all other 
non-fatal violent crimes in the 
country, with 16.6 million American 
adults falling victim in 2014; this 
represents an increase of 3 million 
people since 2012. These efforts, 
however, have proven largely 
ineffective against cyber attacks, 
which rely on consumer ignorance 
or security vulnerabilities in the 
target business’ IT systems and 
associated networks. In response 
to these concerns, the US 
president launched an initiative 
called ‘BuySecure’. This initiative 
attempted to protect consumers’ 
financial security, prevent identity 
fraud, improve the government’s 
payment security and accelerate 
the transition to stronger security 
technologies. 
 

According to the Office for National 
Statistics in the UK, there was an 
approximate 17 percent increase in 
the volume of all fraud recorded in 
2014, although improved recording 
practices may have contributed in 
part to this increase. In addition, 
scams continue to be a popular 
method of obtaining personal 
or corporate information from 
victims. In 2014, scams were 
perpetrated under the guise of 
technical support services, grant 
schemes, property rental services, 
payday loan companies and online 
dating agencies or matches. In 
September 2014, two men were 
found guilty of money laundering 
and conspiracy to defraud as they 
targeted single women using an 
online dating service. The men 
created a fictional profile of a 
man who, after building a rapport 
with the victims, would ask for 
assistance for legal fees in order to 
obtain an inheritance worth millions 
of pounds. The men extracted 
US$355,000 from women on the 
website, with one victim sending 
them US$280,000. 

 
 

Forecast

The likelihood of identity theft 
and associated fraud decreasing 
substantially in 2015 is negligible. 
The weakest link in data protection 
lies with the end consumer and 
the manner in which they secure 
personal information. As such, law 
enforcement and financial institutions 
have embarked on various 
awareness campaigns; these have 
been geared towards informing its 
citizens of best practices in dealing 
with personal information as well 
as current trends in phishing and 
pharming attacks.This has resulted 
in partial success in the UK, with 
organisations such as Actionfraud 
and CIFAS reporting an overall 
decrease in numbers of fraud-related 
cases registered; however, these 
still amount to more than 200,000 
incidents every year.  

In mainland Europe, due to the 
improvement in privacy and data 
protection laws, the situation is 
not as severe as in the UK and 
elsewhere in the world. However, law

enforcement will have to remain on 
the defensive to adapt to the ever-
changing criminal methodologies in 
information collection and abuse.

“According to the Office 
for National Statistics 
in the UK, there was an 
approximate 17 percent 
increase in the volume of all 
fraud recorded in 2014”
 

Furthermore, investigation into 
identity theft and fraud, especially 
in the digital sense, is a challenge 
faced by national law enforcement 
agencies due to the anonymity and 
cross-border jurisdictions. This, in 
conjunction with limited resource 
availability and technical expertise 
within local law enforcement 
agencies, will impact on the effective 
combatting of identity theft and 
related fraud in the short term, with 
each case being evaluated and 
investigated on its own merits. 
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Introduction

Product recall accounts for 
billions of dollars of losses 
(financial and reputational) 

annually. The impact is felt in nearly 
all manufacturing sectors, including 
food, automotive, pharmaceutical, 
electronics and white goods 
(household goods). For the 2015 
Threat Forecast, the red24assist 
team will highlight some significant 
changes that are taking place within 
these sectors. We will also discuss 
the potential impact these changes 
will have on growers, processors, 
manufacturers, consumers and 
insurers, in looking to transfer risk for 
these companies.

In our first focus article, we consider 
the issue of food fraud. The market 
has typically experienced a number 
of counterfeit issues relating to 
non-food products, particularly 
electronics, sport and clothing 
markets. However, the issue of fraud 
in the food chain has caught many 
large respected food retailers by 
surprise.  
 
The most at-risk food groups from 
fraud are considered to be milk, 
grains, honey, maple syrup, coffee, 
tea, spices, wine and fruit juices. 
Although there have been a number 
of high-profile cases occurring 
within the meat sector, it is still not 
considered high risk. Nevertheless, 
it is evident that there is much to do 
to counter this growth of criminality in 
the food and beverage sector.  

Our second article considers the 
impact of technology on the food and 
beverage sector. Although many of 
the changes that are occurring now 
and being planned for the future may 
revolutionise the way products are

packaged, stored and consumed, 
there are also some risks that are 
not yet fully understood. In the 
packaging area alone, 175 chemicals 
with known hazardous properties 
have recently been identified in 
the production of food-packaging 
materials in the US and Europe.  
 
The risk of these chemicals migrating 
into food products remains a concern 
for newer packaging technologies 
and, therefore, a possible recall risk.

 “ The impact of [product 

recall] is felt in nearly all 

manufacturing sectors…” 

We also consider how science is 
being applied to our products. This 
process typically alters the nutritional 
content to make products last longer 
and appear fresher. Although these 
are exciting and significant strides 
for the industry that may result in 
financial benefits for producers as 
well as reduced wastage, can we 
fully trust the use of nanoparticles, 
for example, in the production and 
packaging of the products we eat?  

Our final article summarises a 
number of trends being recognised in 
food and non-food markets, including 
safety issues and regulatory changes 
that could impact on various sectors. 
We then look to forecast activities in 
the various markets discussed and 
identify the opportunities and threats 
these will present in the forthcoming 
year.

red24 hopes this information proves 
useful and helps to guide your 
strategic decision making for 2015.

Simon Weaver 
red24assist Commercial 

Manager 
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Food fraud is the ‘elephant 
in the room that everyone 
has ignored for a long time’ 

according to Professor Christopher 
Elliott, author of the recent 
Elliott Review into the Integrity 
and Assurance of Food Supply 
Networks. Multiple high-profile 
incidents of food fraud, such as the 
EU’s 2013 horse meat scandal (see 
case study below), have dented 
consumer confidence and raised 
questions about the effectiveness 
of controls, even along some of the 
most highly regulated food supply 
chains. The act of food fraud is not 
new to the food industry, yet the 
number of incidents and spread of 
the threat are of growing concern 
to those charged with keeping food 
supplies safe. 

 
 
 

It should be noted that the vast 
majority of fraud incidents have 
not historically posed any notable 
public health risks; however, there 
have been recent significant cases 
that have resulted in actual or 
potential public health issues. One 
noteworthy recent event was the 
2008 Chinese milk scandal, where 
melamine was intentionally added 
to milk-based products to inflate 
protein values. This left 300,000 
people ill due to chemical poisoning; 
of this number, six infant deaths and 
54,000 infant hospitalisations were 
reported.

 
 
 
 
Unlike agroterrorism, which is a 
form of bioterrorism, the risk to 
consumer health as a result of 
food fraud often occurs out of 
negligence or lack of knowledge 
on behalf of the perpetrator; this 
in its own right poses a greater 
threat than traditional food safety 
issues, as the adulterants used are 
unconventional, and routine forensic 
tests are only engineered to screen 
for known chemical, biological or 
physical contaminants. 

With the list of possible substances 
that may be used for adulteration 
and substitution practices growing 
exponentially, companies and 
regulators are scrambling to find 
new technologies. This includes 
fingerprinting and speciation testing 

Food fraud

Food fraud is the deliberate act 
of substitution, adulteration, 
tampering or misrepresentation 
of food and/or food ingredients 
and food packaging for 
economic gain.

Agroterrorism is the deliberate 
act of disrupting or destroying 
a nation’s agricultural industry 
and/or food supply network 
through ‘the malicious use of 
plant or animal pathogens to 
cause devastating disease in 
the agricultural sectors’. Fingerprinting typically uses 

near-infrared (near-IR) and 
Raman spectroscopy or 
low-field nuclear magnetic 
resonance spectroscopy to 
measure a large number 
of variables and applies 
mathematics to generate a 
fingerprint specific to authentic 
samples of the commodity in 
question.  
 
Speciation testing by 
Polymerase Chain Reaction 
(PCR) identifies the DNA for 
each organism in a product, 
which enables the detection of 
foreign meat species.

EU’s 2013 horse meat scandal

Background: In January 2013, the Food Safety Authority of Ireland announced 
that horse meat had been discovered in frozen ‘beef’ burgers at several Irish and 
British supermarkets - as much as 100 percent of the meat content in some cases. 
 
Investigations:  The UK’s House of Commons unequivocally stated that the 
horse meat contamination was as a result of fraud and other criminal activity that 
spanned 13 EU countries following strenuous investigations into the source of 
the contamination. The UK government (Department for Environment, Food & 
Rural Affairs and Department of Health) subsequently commissioned a second 
independent review into the integrity of the UK’s supply networks. This was 
headed by Professor Christopher Elliott, a professor of Food Safety and Director 
of the Institute for Global Food Security at Queen’s University Belfast. 
 
Reactions: UK supermarket giant, Tesco, one of the hardest hit by the scandal, 
dropped 360 million euros in market value within one day of the news breaking, 
and sales of frozen beef burgers fell by 43 percent across the board. EU 
agriculture ministers announced a three-month DNA testing programme of 
processed meat across all member states. Numerous consignments of meat were 
seized and over 22 arrests made. Although not a direct food safety issue, the 
adulteration scandal revealed a major breakdown in the traceability of the food 
supply chain within the EU.
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to scan high-risk foods for 
unexpected contaminants, such as 
olive oil, fish, organic foods, milk, 
grains, honey and maple syrup, 
coffee and tea, spices, wine and 
fruit juice.

The scope of the problem within the 
global food and beverage industry 
is almost impossible to quantify 
with any degree of accuracy. Very 
few national databases exist and 
customs seizures statistics are more 
than often combined with other 
categories. Furthermore, where 
figures do exist, reliable comparisons 
are not possible; therefore, resultant 
trends cannot be determined. 

To further compound the food fraud 
problem, criminal organisations are 
now firmly embedding themselves 
along the supply chain as experts 
postulate that the trade in counterfeit 
food and alcohol  is proving more 
lucrative than drug trafficking. 
Jeffrey Moore, the creator of the US 
Pharmacopeial Convention (USP)’s 
global database of food fraud 
incidents, stated that ‘what we know 
about the topic [food fraud] is just the 
tip of the iceberg’. 

In addition, rising prices and scarcity 
of raw ingredients contribute to a very 
real pressure for food manufacturers 
to use ‘alternative’ materials in food 
production. Profiteering, low risk of 
detection, lenient punishments and 
small pecuniary penalties for culprits 
that are caught are all motivators for 
criminals. 

“Of the 48 million people 
who get sick each year 
from food-borne diseases 
[in the US], just 20 percent 
of those illnesses can 
be traced by the agency 
(US Centers for Disease 
Control and Prevention) to 
known pathogens. Of the 
80 percent remaining, how 
much is due to criminal 
activity?” - Professor Chris 
Elliott

Legislation aimed at curbing 
food fraud remains largely 
insufficient, including in the US 
and UK. Although no single federal 
agency or US law exclusively 
addresses food fraud, some of 
the Food Safety Modernisation 
Act’s  (FSMA) proposed rules 
are being provisionally updated 
to proactively address the issue. 
The FSMA is the most sweeping 
reform of US food safety laws 
in more than 70 years and was 
signed into law by President 
Barack Obama on 4 January 2011. 
Comments submitted in relation 
to recent FSMA-proposed rules 
oppose including requirements 
for economically motivated 
adulteration in the preventive 
controls rule. These comments 
assert that the vast majority of 
economically motivated adulterants 
affect quality and value, rather 
than safety. 

EU food law  is also very detailed 
with respect to food safety, yet 
there is currently no framework in 
place that specifically targets food 
fraud either, other than the general 
stipulation that consumers may not 
be misled. In an attempt to restore 
consumer and market confidence, 
the European Commission 
identified various measures in 
their 5-point Action Plan  to further 
strengthen European rules and 
controls. However, the question of 
who pays for them has sparked a 
lively debate. 

Preventing food fraud demands 
the active engagement of every 
segment involved in the food 
industry, yet many remain divided 
in their approach to combatting 
it. Non-state actors have recently 
led the drive to address the issue. 
The Paris-based Consumer 
Goods Forum-managed Global 
Food Safety Initiative (GFSI), 
a non-profit foundation that 
promotes a harmonised approach 
to managing global food safety 
issues, has shifted its focus from 
identifying risks to vulnerabilities; 
they have done this by redefining 
their food safety management 
plans to include TACCP (Threat/
Food Defence) and VACCP 
(Vulnerability/Food Fraud) 
concepts. 

In addition, the Elliott Review 
calls for food crime units with 
full policing powers and a zero 
tolerance policy. Therefore, while 
the debate over whether to tackle 
the issue of food fraud from either 
a reactive or a proactive stance 
continues, multilaterally all parties 
are in agreement about certain 
aspects. This includes the need 
for greater collaboration, improved 
analysis and a better understanding 
of the criminal and economic 
motivators in order to more robustly 
address the continued threat to 
food safety and public health by 
unscrupulous entities motivated by 
financial gain.

US$49 billion

20%

Annual cost of global food fraud

of all the food we buy is likely to be adultered or 
contain fraudulent ingredients.
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Consumers are becoming 
increasingly aware of food safety 
issues due to a number of high-
profile food adulteration scandals 
and food-borne disease outbreaks. 
They are also increasingly 
demanding that the foods they 
purchase and consume will be safe, 
convenient, healthy and available all 
year round.

This has prompted the private and 
public sector to increasingly focus 
on ways of improving technology 
to mitigate the risk to food products 
and, therefore, meet the public’s 
food-related concerns. Efforts have 
been made by manufacturers and 
regulators to improve food safety, 
quality and traceability along the 
various stages of the food production 
cycle (production, processing, 
distribution and consumption).

Advances in nutritional science have 
led us to become increasingly aware 
of the impact that certain

food ingredients have on our 
body. As a result, new ingredients 
and labelling inclusions, such 
as probiotics and the EU and 
Switzerland’s E numbers (codes 
used to identify food additives), 
have migrated into our food and 
onto food labels, respectively. In 
addition, the myriad of specialist 
food items that cater exclusively to 
the high nutritional requirements of 
certain groups, such as the elderly, 
pregnant women and athletes, keeps 
growing. Furthermore, provision 
has also needed to be made for 
allergy sufferers and diabetics. This 
has made packaging and labelling 
legislation in the EU and US a very 
complex undertaking that requires 
specific mandatory inclusions in 
order for a manufacturer to attain 
compliance.

Innovations in food technology, with 
respect to the food production cycle, 
are not without risk. According to a 
recent study (released in July

2014) by the Food Packaging 
Forum (FPF), 175 chemicals, with 
known hazardous properties, are 
legally used in the production of 
food packaging materials in Europe 
and the US. There is a risk that 
these trace amounts of chemicals 
could migrate into the food and 
beverages stored within them. 
Should this occur, the health impact 
on the consumer could be severe. 
Food Contact Substance (any 
substance intended for use as a 
component of the product but is not 
intended to have a technical effect 
on the actual food) legislation in 
the US or Food Contact Materials 
legislation in the EU has been 
specifically enacted to counter this 
risk. However, as the FPF report 
identified, hazardous chemicals 
continue to find their way onto 
products. Indeed, the long-term 
effects of the exposure to these 
types of highly carcinogenic (cancer 
causing) substances have yet to be 
fully quantified.

Food technologies

Tamper evidence tapes, security labels, seals and 
bag tapes are designed to provide strong visual proof 
of tampering; adding a new layer to product security 
solutions in order to protect brand and packaging 
integrity.  

Active and Intelligent packaging is used to help to 
extend shelf life, monitor freshness, display information 
on quality, improve safety and expand convenience. 

Radio-frequency identification chips are being 
incorporated into packaging systems to help track and 
trace consignments. They also keep a record of the 
temperature history of shipments.  

Risk mitigation technology
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Nanotechnology (the manipulation 
of matter on a molecular and atomic 
level) is also a rapidly progressing 
discipline that has been utilised by 
the food industry.

A number of promising applications 
have emerged over the past few 
years that have already been 
integrated into intelligent packaging 
systems, flavour enhancers and 
nutraceuticals (a food or food 
product that provides health 
and medical benefits). As new 
sterilisation technologies become 
available that unintentionally lower 
the nutrient content of a food item 
or accelerate the transfer of food 
contact materials, nanotechnology is 
being hailed as the solution to these 
challenges. 
 
From increasing the absorption and 
bio-availability of nutrients and health 
supplements to controlling microbial 
growth, improving barrier properties 

against environmental factors and 
extending shelf life, the growth 
potential of the nano-packaging 
and nano-enabled food market is 
enormous.

The additional benefits of 
nanotechnology in the fight against 
fraud prevention, counterfeiting and 
improved biosecurity of products 
are not to be overlooked; however, 
new advancements in this field will 
undoubtedly impact on the legal 
responsibilities of the food industry 
and regulators tasked with keeping 
food supplies safe.   

In today’s fast-paced contemporary 
age, time is at a premium and 
the demand for packaged and 
processed foods is at an all-time 
high. Climate change and resource 
constraints pose serious sustainability 
challenges, while increasing 
globalisation is also expected to 
elevate the risks associated with the 
food supply chain. 

Technologies that boost 
productivity, quality and shelf life, 
while ensuring the safety of the 
food we eat, show tremendous 
potential. However, the regulatory 
approval process for each 
innovation is regarded by many in 
the industry as unduly slow and 
expensive. 

Regulations are anticipated to 
address a wide variety of issues, 
while governments need to 
determine the scope of regulatory 
approval, which ultimately 
affects the development of these 
technologies. 

The industry needs to find strategic 
solutions to bridge the gap left 
behind by inadequate research and 
legislation, in order to maintain the 
same momentum as emerging food 
technologies. 
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Product risk outlook

T he following outlines some 
key issues and trends that could 
drive recalls in 2015: 

Kitchen and white goods 
(Europe)

Faulty kitchen and white goods items 
manufactured by BEKO are believed 
to have caused 11 deaths, with an 
estimated 90,463 potentially unsafe 
products remaining in use as of 
November 2014. 

 
 
Automotive (US and global)

In the last three years, the automotive 
industry has experienced serious 
issues. General Motors Company 
(GM) recall and car-loan charges 
for 2014 increased by 8 percent to 
US$2.7 billion and Toyota recalled on a 
worldwide basis, 242,000 Prius models 
in 2013 and 1.75 million vehicles in 
2014. 

In the first six months of 2014, the 
National Highway Traffic Safety 
Administration (NHTSA) had already 
listed 37.5 million cars as having 
been recalled in the US. This already 
breaks the annual record of 30.8 
million vehicles being recalled, set in 
2004. This demonstrates how a single 
part used by multiple OEMs (Original 
Equipment Manufacturers) can have 
such a catastrophic effect on the 
industry. For example, it was reported 
in November 2014 that Takata air bag 
inflator recalls led to 11 million vehicles 
being recalled in the US and a total 
of 17 million on a worldwide basis. 

The issue relates to a problem where 
the bag can rupture on deployment, 
shooting shrapnel into the vehicle. 
The scope of the recall continues to 
expand, with Takata already setting 
aside US$750 million to cover recall 
costs. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Pharmaceutical (Worldwide)

Fraud and online sales are leading 
to increased challenges with the 
issue of unlicensed drugs.  Revenues 
are falling in leading markets but 
increasing rapidly in growth markets 
(such as China, Brazil, Russia, India, 
Egypt, Mexico, Argentina, Venezuela 
and South Africa). Recently, the US 
Food and Drug Administration (FDA) 
announced that it is committing 
up to US$10 million to strengthen 
regulations in South America. By 
investing in global regulators, the 
FDA is likely to improve the risks 
presented by drugs manufactured in 
these regions, thus resulting in greater 
protection of US consumers.

Regulation is increasing on a 
worldwide basis, and both Europe 
and the US are developing improved 
methods to monitor adverse risks 
relating to pharmaceutical products.

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Food (Worldwide)

1. Challenges in China

In March 2014, during the National 
People’s Congress, Chinese premier, 
Li Keqiang, emphasised the need for 
China to use strict surveillance and 
monitoring systems, comprehensive 
accountability structures, and severe 
punishment to ensure food safety. 

Recent food safety issues in China 
have had a big impact on the 
market. In the meat sector, there has 
been a significant increase in large 
commercial farms replacing smaller 
less established farms; this has partly 
been driven by consumer mistrust in 
small producers. Smaller firms are 
joining co-operatives so they can 
counter this issue.

Additional precautions should be 
taken when sourcing items from 
territories where non-food goods 
are commonly recalled. The two 
manufacturing regions with the 
highest amount of notifications 
for European member states 
from 2009 to 2013 are China (63 
percent) and Turkey (4 percent).

Trends to consider:

• Increased NHTSA scrutiny 
and harsher penalties may 
be increasing the willingness 
of certain OEMs to institute 
recalls and put more pressure 
on suppliers to reduce failure 
tolerances and take a greater 
responsibility of warranty and 
recall costs.

• Increasing vehicle technology, 
component complexity and new 
models for manufacturers may 
drive further recall issues.

red24 expects to see continued 
pharmaceutical growth in 
developing markets. A reduction 
of recalls is also expected, 
relating to compounding 
pharmacies in the US following 
tighter regulatory requirements 
introduced in late 2013. 
Compounding pharmacies create 
pharmaceutical products for 
patients based on their specific 
needs; the issue has been that 
compounding has been carried 
out on a larger ‘bulk’ basis, which 
led to problems due to a lack 
of regulations and monitoring 
of companies carrying out such 
activities. Finally, advances 
in technology will drive new 
products and opportunities for 
the pharmaceutical sector in the 
long-term. Examples include 
self-regulating drug delivery 
technology, regenerative tissues 
and mind-controlled prosthetics.



 89

Product recall

Small- and medium-sized food enterprises may experience some challenges when they look to comply with these 
updated labelling regulations. Many don’t have the facilities and technology required to understand the specifications 
and the technical nutritional data for their products. External support may be required to ensure that compliance is 
achieved. 

In July 2015, BRC will incorporate their updated version 7 criteria. Full criteria details won’t be available until the start of 
2015 but red24 expects additional consideration to be taken for the following:

• Product traceability
• Product authenticity
• Labelling considerations for high-risk products
• Sustainability

red24 expects continued progress with food safety in China. Enforcement problems still remain for the 450,000 food 
production and processing companies (350,000 have fewer than ten employees) and it will take some time until the 
appropriate infrastructure is developed to implement and monitor improved food safety practices across the entire 
country.

 
 
 
 
 

2. EU Food labelling

The Food Information for Consumers Regulation requires companies to comply with strict labelling regulations. The new 
rules will apply from 13 December 2014, with an obligation to provide nutrition information from 13 December 2016.

The new EU Regulation 1169/2011  requires the following:

• Mandatory nutrition information on processed foods
• Mandatory origin labelling of unprocessed meat from pigs, sheep, goats and poultry
• Highlighting allergens e.g. peanuts or milk in the list of ingredients
• Better legibility (i.e. minimum size of text)
• Requirements on information on allergens that also cover non pre-packed foods, including those sold in 

restaurants and cafes. 

3. British Retail Consortium (BRC) statistics

The graph below shows the percentage of food sites receiving Grade A BRC audit status. UK-based sites received the 
highest percentage of Grade A sites (86.9 percent) and China received the least (25.5 percent).
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Global (Islam) The Prophet’s birthday

Egypt Coptic Christmas

Philippines Feast of the Black Nazarene

Bangladesh Bishwa Ijtema

Haiti Anniversary of 2010 earthquake

Turkey Anniversary of shooting of Hrant Dink

Egypt January 25 Revolution Day

India Republic Day

UK (Northern Ireland) Anniversary of Bloody Sunday
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T

T
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T

S

S

S

TS

General Calendar 2015

January

A list of events that could impact on security and travel arrangements in 2015. A special election calendar is located at the 
end of the general calendar”
*(n) The number of days of the event

S TKey: Security TransportGlobal Regional
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3

7

9

10 (16)*

12

19

25

26

30



1 Rwanda Heroes’ Day

3 Malaysia Thaipusam

4 Sri Lanka Independence Day

11 Iran Anniversary of the Islamic Revolution

11 Egypt Anniversary of Mubarak’s 2011 
resignation

11 Yemen Anniversary of the start of 2011 uprising

13 Germany Annual Neo-Nazi march in Dresden

14 Lebanon Anniversary of 2005 assassination of 
Rafik Hariri

14

14 (44)*

15

17

17

17 

19 (7)*

26

27

28

28

Bahrain

Australia & New Zealand

Turkey and France

Libya

Asia (Hinduism)

Kosovo

China, Singapore South 
Korea, Taiwan & Vietnam

Azerbaijan

India

Haiti

Taiwan

Anniversary of the start of 2011 protests

International Cricket Council (ICC) World Cup

Anniversary of the capture of PKK founder, 
Abdullah Ocalan

February 17 Revolution Day

Maha Shivaratri

Independence Day

Lunar New Year (Spring Festival)

Anniversary of 1992 Khojaly massacre

Anniversary of Gujarat riots

Anniversary of Aristide ousting

Anniversary of ‘228 Massacre’ or Peace 
Memorial Day
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1 Bosnia and Herzegovina Independence Day in the Federation 
of Bosnia and Herzegovina

2 China Tibetan New Year

4 (2)* Israel Purim

5 Venezuela Anniversary of Hugo Chavez’s death

6 Asia (Hinduism) Holi

11 Japan and Taiwan Anniversary of Fukushima Daiichi nuclear 
power plant disaster

14 Bahrain Anniversary of 2011 GCC intervention after 
Arab Spring

15 Canada Annual anti-police brutality march in Montreal

15

19

21

21

21 (4)*

23 

25

26

29

29

29

30

Hungary

Iraq

Indonesia (Bali)

Turkey

Iran

Pakistan

Belarus

Bangladesh

Israel

Chile

Philippines

Israel, Gaza Strip and the 
West Bank

Nemzeti unnep (National Day)

Anniversary of 2003 invasion of Iraq

Nyepi-Balinese Hindu New Year

Nevruz

Persian New Year

Republic Day

Dzen Voli (Freedom Day)

Independence Day

Palm Sunday

Day of the Youth Combatant

Anniversary of the founding of New People’s 
Army (NPA)

Land Day
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T

T
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1 Iran Islamic Republic Day

2 Argentina Malvinas Day

3 (3)* Egypt, Israel, Lebanon 
and Nigeria Good Friday and Easter

3 (9)* Israel Passover

7 Rwanda Genocide Memorial Day

9 Tunisia Martyrs’ Day

12 Macedonia Anniversary of 2012 Skopje killings

12 (6)* South East Asia South East Asian New Year (Water festivals)

14

17

17

20

22 (2)*

24

26

26

27

28

29 (7)*

Bangladesh, India and 
Sri Lanka

Gaza Strip and West Bank

Brazil

United States

Israel

Armenia and Turkey

Belarus

Iraq

Yemen

Afghanistan

Japan

Bengali, Sinhalese and Tamil New Years

Prisoners’ Day

Anniversary of Eldorado dos Carajas 
massacre

Boston Marathon

Independence Day

Anniversary of 1915 Armenian massacre

Dzen Voli (Freedom Day)

The Festival of Imam Musa al-Kadhim

Anniversary of the start of 1994 Civil War

Mujahideen Victory Day

Golden Week
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1 Global May/Labour Day

1 Indonesia Anniversary of the annexation of Papua

6 Russia Anniversary of 2012 Bolotnaya Square 
unrest

7 Tunisia Jewish pilgrimage to Djerba for Lag 
B’Omer

9 Russia and Belarus Victory Day

10 Lebanon Resistance and Liberation Day

10 Western Sahara Anniversary of the founding of Polisario 
Front

14 Iraq Death of Imam Musa al-Kadhim

15

16

16 (3)*

21

22

23

25

28

Levant and Egypt

South Sudan

Japan

India

Yemen

China

Lebanon

Nepal

Nakba Day

SPLA Day

Sanja Matsuri festival

Martyrs’ Week in Kashmir

Unification Day

Anniversary of the defeat of the Tibetan army

South Liberation Day

Republic Day
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1 Asia (Buddhism) Vesak

1 Kenya Madaraka Day

2 India Anniversary of Andhra Pradesh bifurcation

3 Iraq Anniversary of the birth of Shiite religious  
figure, Imam Mahdi

4 China and Hong Kong Anniversary of Tiananmen Square 
Massacre

5 Levant and Egypt Naksa Day

6 India Anniversary of storming of Amritsar 
Temple

12 Philippines Independence Day

18

25

26

26

27

Global (Islam)

Mozambique

Somalia

Azerbaijan

Djibouti

Ramadan

Independence Day

Independence Day

Army/Navy Day

Independence Day
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1 Somalia Republic Day (except for Somaliland)

1 Indonesia Anniversary of the founding of Free Papua  
Movement (OPM)’s military wing

1 Hong Kong Anniversary of 1997 Hong Kong handover

2 Turkey Anniversary of ‘Sivas massacre’

3 Egypt Anniversary of 2013 military coup

4 United States Independence Day

5 Algeria Independence Day

5 China Anniversary of 2009 Urumqi riots

8

9

9 (5)*

12

14

14

18

19

21

28 (7)*

27

Iran, Iraq and Pakistan

South Sudan

Boznia and Herzogovina

United Kingdom 
(Northern Ireland)

France

Iraq

India

Myanmar

India

India

North Korea

Martyrdom of Imam Ali ibn Abi Talib

Independence Day

Anniversary of Srebrenica massacre

The Twelfth’ parades

Bastille Day

Republic day

Rath Yatra

Martyrs’ Day

Kolkata Martyrs’ Day

Martyrs’ Week

Victory Day
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7 Cote d’Ivoire Independence Day

9 United Kingdom Relief of Derry parades

14 Egypt Anniversary of 2013 Rabaa massacre in 
Cairo

14 Pakistan Independence Day

15 Turkey Anniversary of the first PKK 
attacks in 1984

15 India Independence Day

15 Bangladesh National Mourning Day

19 Afghanistan Independence Day

24

24 (2)*

Ukraine

United Kindom

Independence Day

Notting Hill Carnival in London

S

S

S

S

T

T

T

T

T

T

T

S

TS

S

S

S T

TS

Calendar

August

98



27 (8)* Israel SukkotS T

5 Asia (Hinduism) Krishna Janmashtami

5 (9)* Greece Thessaloniki International Trade Fair

9 Afghanistan Anniversary of assassination of Ahmad 
Shah Massoud

11 Spain National Day of Catalonia

13 (3)* Israel Rosh Hashanah

17 Asia (Hinduism) Ganesh Chaturthi

18 (44)* United Kingdom International Rugby Board (IRB) World Cup

18 Greece Anniversary of murder of Pavlos Fyssas

19 (16)*

20 (6)*

21 (4)*

22 (2)*

22 (2)*

26

26 (4)*

Germany

Saudi Arabia

Kenya

Global (Islam)

Israel

Yemen

China, Hong Kong, Macau, 
Taiwan and South Korea

Munich Oktoberfest

Hajj Pilgrimage

Anniversary of Westgate attacks in Nairobi

Eid al Adha

Yom Kippur

September Revolution Day

Mid-Autumn festival (Zhongqiu /Chong 
Chao/Chuseok)
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1 Nigeria Independence Day

1 (7)* China Golden Week

2 Afghanistan, Iraq, Pakistan 
and Yemen Eid al-Ghadeer

6 Egypt Armed Forces Day

9 Uganda Independence Day

10 Taiwan National Day (Double Ten Day)

12 Americas Columbus Day

13 (31)* Global (Islam) Muharram

14

14

17

18 (6)*

20

23

23

25

29

Ukraine

Yemen

Bolivia

Asia (Hinduism)

Kenya

Global (Islam)

Hungary

Thailand

Turkey

Anniversary of the founding of Ukrainian 
Insurgent Army (UPA)

Liberation Day

Anniversary of Black October

Durga Puja and Dussehra/Vijayadashami

Mashujaa (Heroes’) Day

Ashura

Nemzeti unnep (National Day)

Anniversary of Tak Bai incident

Republic Day
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October



4 Iran Anniversary of 1979 US Embassy takeover 
in Tehran

4 Russia Unity Day

6 Morocco and Western 
Sahara Green March Day

7 Russia Anniversary of 1917 Bolshevik Revolution

11 Europe Armistice Day

11 (5)* Asia (Hinduism) Diwali

17 Greece

18 Morocco and Western 
Sahara Independence Day

Anniversary of 1973 Athens Polytechnic 
uprising

22

28

28

30

30

Lebanon

Mauritania

Albania, Kosovo and 
Macedonia

Yemen

Romania and Moldova

Independence Day

Independence Day

Albanian Flag Day

Independence Day

Great Union Day
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3 MENA and Asia Arbaeen

3 India

India

Anniversary of Bhopal gas disaster

6 Anniversary of demolition of Ayodhya

9 Tanzania Republic Day

12 Kenya Jamhuri Day/Independence Day

13 China Anniversary of Nanjing Massacre

16 Bahrain

Tunisia17 Anniversary of the start of 2010 uprising

National Day

24 (2)*

25

28

Israel and the West Bank

Global

Turkey

Christmas

Christmas Day

Anniversary of Uludere massacre
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Elections Calendar 2015

The list below includes a list of confirmed and provisional national election dates (as of 2 December 2014).

Date Location Event

1 February Comoros Legislative (2nd Round)

14 February Nigeria General

28 February Lesotho Legislative

1 March El Salvador Legislative

1 March Estonia Legislative

30 March Tanzania Constitutional referendum

19 April Finland Legislative

2 April Sudan General - (provisional)

7 May United Kingdom House of Commons

26 May Burundi Legislative

13 June Turkey Legislative

26 June Burundi Presidential

5 July Mexico Legislative

13 September Guatemala General

18 October Switzerland Legislative (provisional)

19 October Canada House of Commons

25 October Argentina General

20 November Belarus Legislative
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Elections Calendar

The list below includes a list of confirmed and provisional national elections, which are due to be held in 2015, by month 
(as of 2 December 2014).

Month Location Event

February Tajikistan Legislative

February Chad Legislative

February Dominica Legislative

February Greece Presidential (indirect vote)

April Benin Parliamentary

May Mauritius Legislative

May Trinidad and Tobago Legislative

May Suriname Legislative

May Ethiopia Legislative

June Central African Republic General

June Guinea Presidential

September Denmark Legislative

October Cote d’Ivoire Presidential

October Zanzibar General

October Poland Legislative

October Tanzania General

November Croatia Legislative

Decemeber Saint Vincent and the Grenadines General elections

The list below includes countries which are expected to hold national elections at some point in 2015 
(as of 2 December 2014). 

Afghanistan
Equatorial Guinea
Oman
Kiribati
Kosovo
Palestine
Qatar
Saint Kitts and Nevis
Thailand
Togo
Yemen
Venezuela
Iran
Libya
Saudi Arabia

Sri Lanka
Yemen
Anguilla
Federated states of Micronesia
Andorra
Faroe Islands
Marshall Islands
Spain
British Virgin Islands
Kyrgyztan
Denmark
Bermuda
Pitcairn Islands
Taiwan
Egypt

Uzbekistan
Mauritius
Poland
Portugal
Myanmar
Azerbaijan
Burkina Faso
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red24 is a crisis management assistance company delivering a range of products and services to businesses,  
organisations and individuals around the world. We have an unparalleled reputation for assisting clients in minimising 
risks to their personnel, operations and profitability. Our Crisis Response Management (CRM) Centre is staffed 24/7 by 
crisis support specialists, analysts and customer service personnel.

Intelligence services

red24 provides a range of products to help 
clients monitor and manage the risk of 

 safety and security incidents across the 
globe. This includes a comprehensive  

website, detailing over 240 countries and 
territories, email and SMS alerts of  
significant security incidents, and a  

weekday newsletter. Our team of analysts 
also compiles customised travel safety 

reports.

Proactive travel support

We are able to arrange close protection 
support for clients who operate in high-risk 

environments. We also offer a check-in 
service where red24 will make regular 

 contact with the travelling party to confirm 
their wellbeing. However, should the  

situation warrant extraction, red24 has  
extensive experience in carrying out 

evacuations, for both individuals and large 
groups.

red24Global app

red24’s services and content are also  
distributed in a highly digestible and 

presentable format, via our red24Global 
app. The tool ensures that we continue to 

develop the user experience and  
customer journey for our clients while 

 meeting increasing technological demands.

Consultancy and  
training

Our panel of experts is able to support 
corporate clients with a range of services. 

These include crisis management and  
contingency planning, assisting clients in  

resolving crises, as well as indepth, 
bespoke geopolitical or risk reports and 

training (from pre-travel awareness courses 
to full crisis response training scenarios).

TravelTracker

TravelTracker is an online application 
produced and powered by red24 that allows 
organisations to track and locate travelling 

employees. The system allows  
organisations to flag travel to high-risk  
locations and search out individuals or 

groups in real time, by name, location, air 
carrier, hotel and more.

Security reviews and  
investigations

Our experienced investigation specialists 
are able to assist clients in a number of 
areas, such as corporate investigations, 
missing persons abroad, stalking cases, 
or to conduct on-site surveys of business 

and residential premises to ensure optimal 
security infrastructure and measures are in 

place.

Product recall crisis  
services

red24’s Food Safety and Product Recall  
business unit (under the banner of  

red24assist) provides a comprehensive 
range of crisis management solutions to 

help clients prepare for risks relating to their 
products. http://www.red24assist.com/

Kidnapping for Ransom  
and Extortion

red24 can assist in managing kidnap risks, 
from mitigation, training and crisis  

management planning to the resolution of 
actual incidents. We have a global team 
of specialists who are all experienced in 
dealing with kidnap for ransom cases.

Cybercrime

Should a cybercrime breach affect data or 
systems, our established crisis  

management responders can help to 
 resolve the crisis, as well as provide  

effective guidance on managing the impact 
of the incident.

Identity theft and fraud 
assistance

red24’s team of investigative specialists can 
assist clients with the detection, resolution 
and prevention of identity theft and fraud.

24/7 hotline and  
escalation service

red24’s Crisis Response Management 
(CRM) Centre is staffed 24/7 and is on 

hand to assist clients at any time.

For more information on our products and services, visit www.red24.com

red24 services



 107

Contributors
Analysts

• Jeremy Eastman - Intelligence Manager
• Andre Colling - Chief Analyst, Middle East and North Africa
• Ryan Cummings - Chief Analyst, Africa
• Johannes Louw Nel - Chief Analyst, Europe
• Nick Piper - Chief Analyst, Americas
• Jonathan Vincent - Chief Analyst, Asia
• Brendan von Essen - Analyst
• Samantha McTigue - Analyst
• Claire Price - Analyst
• Lara Sierra-Rubia - Analyst
• Gabrielle Reid - Analyst
• Ziyanda Stuurman - Analyst
• Tumi Wallace - Analyst
• Nicole Elliott - Special Risks Analyst (Kidnapping and Piracy)
• Frances Nobes - Global Risk Analyst (Cybercrime and Identity Fraud)

Food Safety and Product Recall 

• Eric Smith - Head of Food Safety and Product Recall
• Claire Oschmann - Communications and Support
• Simon Weaver - Commercial Manager

Editors 

• Firdows Omar - Senior Editor
• Graham Leverton - Senior Sub-editor
• Nicola Jacobs - Sub-editor
• Samantha Gibb - Sub-editor

Design, development and marketing 

• Garrick Thom - Graphic Designer
• Jethro Arenz - Developer
• Alexis Cornelison - Project Support Coordinator
• Claire Harris - HR Manager
• Robert Heydenrych - Lead Developer
• Barend Lutz - Digital Media 
• Abdurahim Shariff - Software Developer
• Tohir Solomons - Analyst Developer
• Julia Sproston - IT Project Manager
• Freddie Wynne - Product Development

Ending



Contact details

London
Address 3 Minster Court
  Mincing Lane
  London
  EC3R 7DD
Phone  +44 (0)203 291 2424
Email  enquiries@red24.com

New York
Address 111 Broadway
  11th Floor
  New York
  NY10006
Phone  +1 866 316 0317
Email  enquiries@red24.com

Cape Town
Address Block A
  The Terraces
  Steenberg Office Park
  Westlake, 7945
Phone  +27 (0)21 700 3800
Email  enquiries@red24.com

Twitter  twitter.com/red24
Facebook www.facebook.com/red24assistance
Microsite www.red24threatforecast.com
Website www.red24.com

Scan this image to access the red24 2015 
Threat Forecast website

Advice - Support - Response


